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Executive Summary

The following document presents a comprehensive analysis and compilation of the reports of the Second
Iteration of National/Regional workshops organized by the partners of the ConnectedFactories 2 CSA. This
iteration considers the totality of workshops organized between March 2021 [M15] and June 2022 [M31].

The objective of these workshops is two folded: Collecting input from the CF2 network, its stakeholders, and
the manufacturing community in general, and disseminating and discussing the findings and outcomes of CF2
and its sister projects to the European manufacturing community. Thus, strong emphasis is given to the
inputs of participants and analysis of the results of the workshops as a mean to refine the proposed pathways
and cross-cutting factors to digitalization proposed by CF2.

From the overall analysis of the workshops, it is relevant highlight that:

- The Second Iteration of workshops outperformed the first one in 100%, achieving 16 workshops and,
as a consequence, surpassing the target of 20 workshops throughout the CF2 project running time.

- Every topic, i.e. cross-cutting factor and pathways, was addressed at least by one workshop.

- Several participants organized more than one workshop and a small number of partners organized
workshops in both iterations.

- The Second Iteration achieved a coverage of 10 countries, while all together workshops were held in
12 different countries.

- A strong participation of SMEs was identified during this iteration, as well as of larger companies,
showing the relevance of the topics addressed by CF2.

Some of the main results obtained from workshops include:

- Technological progress needs to function in a dialogue, thus addressing fears and uncertainties of
workers and clerical workers likewise

- Data shows that access to funding and creating business models is the largest hurdle for digitalisation of
SME. Many technologies have benefits which are hard to quantify, which makes business cases difficult.

- The Pathways to Digitalization were perceived as extremely useful and interesting tools, and their
application to the challenges of creating business cases was particularly emphasized.

- SMEs are wary of digitalisation without existing proven implementations that they can clearly understand
and relate to their own business, i.e. clarify how they may benefit from implementing them.

- The names of some pathways may sound too futuristic and this way exclude them from consideration by
SMEs, while all pathways should inherently be applicable for SMEs, without imposing that all advanced
levels to be reached. For example, an SME wants a “connected factory”, not a “hyperconnected factory”
(nor do they know what hyperconnected means).

- Environmental data (as opposed to process data) is increasingly important to help companies meet their
regulatory targets around energy use, emissions, and noise. This is often missed from manufacturing
digitalisation discussions.

- SMEs are wary of digitalisation solutions that involve buying into proprietary or non-standard
frameworks, since they tend to lack skills or financial resources to change from one (proprietary) solution
or standard to another. Open, commonly adopted standards are seen as extremely valuable.
Furthermore, SME-technology providers are incentivised to conform to open interoperable standards to
encourage adoption of their technologies, as SME-technology providers are perceived as “less stable”
than larger companies, and at risk of going out of business.
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The importance of inspiring cases and examples cannot be emphasised enough.

There is a requirement of suitable and effective standards for the creation and operation of markets.
Digital twins are fundamentally and operationally "accepted and arrived" in successful standardization
processes, and thus in many settings ready for their industrial implementation

Companies along their value chains benefit tremendously from proposed standards for the
implementation of digital twins, which make the production processes much more efficient and reliable
The Digital Passport concept constitutes an opportunity for the AAS as an interoperability tool and
paradigm.

It is fundamental to consider the scaling of the proposed measures and technologies. It is not enough to
test in demonstrations that cannot clearly transfer into industrial settings, neither for technical nor
financial reasons.
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1 Introduction

The digitalization of the manufacturing industry has been increasingly recognized of strategic importance for
the competitiveness of European economy during the last 15 years. Current events related to the covid-19
pandemic have only accentuated the importance of transitioning to more efficient and effective ways of
manufacturing, i.e. through the implementation of digital technologies at every step of the value chain. Thus,
understanding and developing formal methodologies to transition into fully digitalized and interconnected
manufacturing ecosystems is essential to preserve Europe as a beacon of innovation in manufacturing and
sustainability.

The first ConnectedFactories CSA (CF1) contributed to this challenge by producing a first description of key
enablers and cross-cutting factors as well as four pathways to achieve the digitalization of the European
manufacturing industry, in close cooperation with several industries in different fields. The
ConnectedFactories 2 CSA (CF2) builds on the results and methodology of CF1 and further refines the
proposed existing cross-cutting factors and pathways and including new factors and pathways. Thus, CF2
continues to capture the new developments of digitalization in different fields of manufacturing, presenting
them in a methodological manner to the industrial community.

The National/Regional workshops organized under WP5 aim at tackling these challenges, contribute to the
refinement process, and increasing the reach of the outputs of CF2 to a wider community of manufacturing
companies across Europe. The workshops are meant to create an instance of open dialogue, dissemination,
and discussion with the local manufacturing environment to the different CF2-partners. Thus, they are
organized locally and in the corresponding local language, such that the necessary trust and openness to
criticize and refine the pathways and factors may be set up. Availability and deployment of existing solutions
on the supply side are compared with the requirements of specific manufacturing fields and end-user groups.
The discussion and challenge of the CF2-outputs enables the identification of gaps in knowledge and the
proposed pathways and factors. Moreover, it contributes to their refinement and the understanding of the
requisites for their implementation by companies of different profile and size.

Concretely, the National/Regional workshops deepen the understanding of the pathways and factors by
contrasting and discussing the formal outcomes of CF1 and CF2 in applied scenarios, involving industrial
stakeholders and members of the scientific community in these specific fields and from different
geographical locations.

This document reports the Second Iteration of workshops organized by the CF2-consortium. The rest of this
document is organized in the following manner: Section 2 describes the overall context under which the
Second lteration of workshops were organized, including an analysis of both iteration, geographical coverage,
and participants profile. Section 3 summarizes the knowledge extracted from the workshops particularly
results that may directly contribute to the refinement of the existing pathways and cross-cutting factors.
Section 4 provides the compilation of reports of the Second Iteration of workshop.
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2 Context, analysis, and overview of the workshops

2.1 Context

The CF2 National/Regional workshops have three main objectives: (1) Disseminating and discussing the
findings and outcomes of CF2 and its sister projects to the European manufacturing community, with an
special focus on bringing these results in local/regional communities in their own language; (2) Collect inputs
from the CF2-network, its various stakeholders, and particularly of local manufacturing communities on the
applicability and viability of these results, as well as potential blind spots in the proposed pathways and cross-
cutting factors that might require further refinement; (3) Sharing information from the local
stakeholders/communities towards the local community and herewith also make European players aware of
activities and relevant information at local levels (This was explicitly addressed by SIRRIS, in Subsection 4.14).
This is partially also reflected in the point that is already included about cross-fertilisation. In summary, the
CF2 National/Regional workshops aim at engaging different local stakeholders from the manufacturing
landscape in their own ecosystems to discuss and enhance the: “pathways to digitalisation of
manufacturing”, “cross-cutting factors”, “successful use-cases”, and “trends and challenges” in the
digitalization of European manufacturing.

The workshops also aim to foster cross-fertilisation between different industrial platforms and stimulate
knowledge transfer between academia and industry, serving as platforms to:

- enhance openness and mutual sharing of knowledge and experiences,

- identify industrial needs and requirements, trends, successful existing practices, and obstacles,

- present the most relevant developments and outcomes of related EU-projects, to facilitate and foster
the uptake of results,

- evaluate the implementation of current solutions and present further use cases, and

- involve developers, suppliers and users of digital technologies and digital platforms for
manufacturing in the CF2-workflow.

The original strategy for the organization and execution of the CF2 National/Regional workshops considered
two iterations of 10 workshops each, organized by each of the consortium partners in different European
countries and in the language of the corresponding country. Workshops addressed different cross-cutting
factors and pathways in correspondence to the specific area of expertise of each hosting partner.

The conditions imposed by covid-19 crisis forced a drastic change in the original plan for the organization and
execution of the workshops. In consequence, during the first iteration all workshops were organized in a
virtual environment?. Therefore, Deliverable 5.1 — Workshop methodology and common information package
(D5.1) was adapted and permanently updated to provide recommendations to organizers for the
organization of the National/Regional workshops in an online format including several tools and alternatives
to facilitate the engagement of participants in a virtual environment.

The first iteration of workshops considered 8 events, which were compiled and reported in D5.3 [M14]. The
present document compiles the workshops organized during the second iteration and provides an overall

3 This decision was previously discussed with the CF2-Project Officer and included the flexibilization and reduction, if
necessary, in the number of workshops to be organized during the first 14 months of the CSA.
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analysis of the experiences and transferable results produced by these workshops, while also presents an
analysis of the overall performance of both iterations.

2.2 Overview and analysis of the two iterations of workshops

The first iteration of National/Regional workshops produced 8 workshops addressing different cross-cutting
factors and pathways toward digitalization (Figure 1). These workshops were compiled and documented in
Deliverable 5.3 and addressed a wide variety of topics related to the digitalization of manufacturing, refining,
and finding gaps in the existing knowledge developed during CF2. As mentioned before, workshops also
focused on further enhancing the number of pathways to digitalization as well as cross-cutting factors, which
translated in the proposal of three new pathways: Circular Economy, Human Factors, and Data Spaces.

Partner
Number of workshops

Industrial Agreement and Legal Aspects
Humans in Manufacturing

Human Factors
Autonomous Smart Factories
Hyperconnected Factories
Collaborative Product-Service Factories

Skills
Successful use-cases
Trends, needs, challenges and barriers

Figure 1. Summary of the topics and organizers of workshops during the first CF2 CSA iteration®. Numbers in the cells reference
number workshops that address a specific topic by a specific organizer.

The second iteration of National/Regional workshops followed the same strategy as the first in terms of
addressing and further refining the results produced by CF1 and CF2. In this case, the second iteration
outperformed the first iteration in 100% by producing 16 workshops in total, which translated into a drastic
increase in the impact and reach of the results. As a consequence, the feedback obtained by the
manufacturing community was more diverse and extensive, resulting in a wider set of usable transferable
results and recommendations. The topics addressed during the second iteration can be observed Figure 2
and it is worth noting that many of the consortium partners organized more than one workshop during the
second iteration, i.e. INNOVALIA, EIL, 14.0, and IMR, and that a small number of partners organized workshops
in both iterations, i.e. F-IPA/S2i, MTC, and EIL.

Figure 1 and Figure 2 also show that every cross-cutting factor and pathway has been addressed by at least
one National/Regional workshop. This is very relevant, especially considering the three new pathways for the
digitalization of manufacturing proposed by CF2 i.e. Circular Economy, Human Factors, and Data Spaces.

4 https://www.connectedfactories.eu/sites/default/files/d5.3 national and regional sessions.pdf
5 A single workshop may touch more than a single topic, i.e. cross-cutting factor and/or pathway to digitalization
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Partner

Number of workshops

Skills

Successful use-cases
Trends, needs, challenges and barriers

Figure 2. Summary of the topics and organizers of the workshops during the second CF2 CSA iteration. Numbers in the cells
reference number workshops that address a specific topic by a specific organizer.

If we also analyse the number of times each topic has been addressed during the two iterations of workshops
(Figure 3), two conclusions can be drawn: (1) a sharp increase in the number of topics that are discussed
during the second iteration, which is explained by the larger number workshops, and (2) a steep increase in
the number of workshops that included the topics of Skills, Trends, needs and barriers to digitalization and
especially, Successful use-cases. The latter can be explained by the strong emphasis set during the second
iteration to include industrial cases and successful examples of digitalization in the workshops. This was one
of the main results of the first iteration, i.e. participants highly valuing concrete examples of companies that
have begun their path to digitalization highlighting their experience and lessons learnt.
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Figure 3. Number of times each topic was the focus in a workshop per iteration.

If we focus only on the pathways and cross-cutting factors (Figure 4), we can also observe that the new
pathways, i.e. Circular Economy, Human Factors, and Data Spaces, performed exceptionally well, being one
of the main topics addressed in 12 workshops. Two conclusions can be derived from these results. Firstly, the
CF2-consortium has CF2 successfully extended the pathways developed by the CF1 CSA, in the form of the

This project has received funding from the European Union’s Horizon 2020
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three new pathways, and refined its proposal accordingly. Secondly, these new pathways have been
identified by the European manufacturing community as very relevant and hence, this has been reflected by
the higher-than-average number of workshops addressing them.
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Figure 4. Total number of times each cross-cutting factor and pathway was the focus in a workshop

A very relevant aspect in the context of the National/Regional workshops is also the European coverage of
these activities. Figure 5 shows the geographical coverage of each iteration of workshops across Europe.
Naturally, given the larger number of workshops during the second iteration, the corresponding coverage is
larger. Moreover, if both iterations are considered it is observed a total of 12 countries held a workshop,
some of them more than once and in different topics. This extensive coverage enables CF2 to achieve a
quality refinement and improvement of its pathways and cross-cutting factors, i.e. by collecting valuable
insights from a wide variety of actors from the manufacturing landscape across Europe.

MM N /_\—\L ~ _"J
(a) Coverage during the first iteration of workshops (b) Coverage during the first iteration of workshops
Figure 5. Coverage of the National/Regional Workshops of the CF2 CSA during its first and second iterations
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2.3 Profile of participants and local impact in the manufacturing landscape

Understanding the profile of the participants and attendees of the National/Regional workshops is essential
to assess the impact and effectiveness of these activities. Figure 6 shows the total number of participants of
the workshops grouped according to the type of institution each participant represented. Here it can be
observed that European SMEs from the manufacturing landscape were the main group of participants of
these workshops, which was the main target group. Moreover, it is relevant to highlight the high participation
of larger and multi-national companies, which also shows the transversal interest of the topics and outputs
proposed by CF2.

250
200
150

100

SME Large company Non-business
institutions

Figure 6. Profile of the participants of the National/Regional workshops®”

Figure 7 shows the number of times each topic was visited by a participant. This means that a single
participant in a workshop that addressed more than a single topic, which was always the case, is counted
once in each of the topics addressed in such workshop. Here we can see the outlier of the Successful use-
cases topic, which can be explained by the fact that every workshop organized during the Second Iteration
included this topic, as it was explicitly requested by participants during the First Iteration as a means to
understand and concretize the pathways and cross-cutting factors, as well as their implications for their
business processes.

Interestingly, the number of times each topic was visited by a participant of a workshop (Figure 7) does not
easily correlates with the number of workshops organized for topic (Figure 4). This is because some
workshops focused on topics that are rather a niche, and not as widespread. Consequentially, even if more
workshops were organized addressing a specific topic, e.g. Added Value and Business Models or
Cybersecurity, this does not necessarily translated into higher participation. Furthermore, since the
workshops are meant to address local ecosystems in their own language, and each the workshop focused on
different topics, the number of participants cannot be directly compared. Nevertheless, the information
serves to understand the reach of each of these activities and the penetration of the CF2-Partners network
in the EU-manufacturing landscape.

6 The information of the workshop organized by CEA is not considered.
7 The category Non-business institutions considers public and policy organizations as well as RTOs, universities,
chambers of commerce, and public/private associations.

This project has received funding from the European Union’s Horizon 2020 20 (225)
research and innovation programme under grant agreement No 873086.




D54 Organisation of national/regional sessions and - CONNECTED
' associated reports - Second iteration

500
450
400
350
300
250
200
150
100
) I . I
O - [l
o o oA & . A < ] & el ] NS o o
& 58 & & &\OQ" & & &9 & &8 & & @5"' &
& & & \vg,Q & @0(\ & @(} ((@(} & el & S@‘
< Q> X >
\\?'L’ & o & q,°° @ & & & & * & N
& o® c > & & & &5 & & & &
. & b2l %
& & & &* © S & K Ny &
K & £ o <& S 3 N
& N & @ & & &
A & & & & oF & o
~ & & & @ 2o
b&b ¥ > N & &

£ X g o

& N 5 &

& Q) 2> N

A \“b}) (5-’\\ <

Figure 7. Accumulated number of participants on each of the topics in addition to the “Skills development”, “Successful use-cases”,
and “Trends, needs, challenges and barriers categories”®

Finally, Figure 8 increases the granularity of the information shown in Figure 7 by considering the type of
organization of the participants. In this case, it can be observed that SMEs were the dominant set of
participants in most of the topics addressed during the workshops, with the exception of Cybersecurity,
Humans in Manufacturing, Human Factors, and Collaborative Product-Service Factories.

Once more, this shows the successful reach and penetration of the events in its main target group, and also
the involvement and interest of larger companies. This way, a diverse and complementary set of results were
obtained, which contribute directly to further refining the Pathways and Cross-Cutting Factors to
digitalization of the manufacturing European industry.

Itis also worth emphasizing as before that these results are only informative and cannot lead into conclusions
regarding the perceived importance of these topics across Europe, since workshops were organized in
drastically different settings, with different audiences, and in different ecosystems which inevitably influence
the ability of participants and institutions to participate.

8 The participation of the attendees is reflected in all the topics addressed by the corresponding workshop. l.e. a
participant attending a workshop on Circular Economy and Data Spaces will be counted in both categories
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Figure 8. Participation in each of the topics according to the type of institution by attendee
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3 Experiences and Transferable Results

This section provides a comprehensive summary of the main results of the workshops as well as experiences
from the organizers that may be of valuable for the organization of future workshops in similar settings.

3.1 Transferable results on the pathways and cross-cutting factors to digitalization

3.1.1 Cybersecurity
The four workshops addressing cybersecurity produced the following results:

The “Software Integrity” component of Level 4 should rather refer to “Platform Integrity” such that
conceptually the component is closer to the hardware and corresponding firmware that might be
integrated to improve cybersecurity

The linearity of the pathway in real life is not obvious and it is difficult to define clear priorities.
Cybersecurity consists of multiple small components. We must try to move forward in parallel on all
subjects rather than focusing on a single brick and improving bringing that brick into the state-of-the-art.

Setting “Penetration testing” at Level 1 seems unrealistic, since systematically operating this type of tests
is beyond the scope and technical sophistication of SMEs at such level. Instead audit mechanisms could
be set up in place.

Companies often do not know how to begin a plan for cybersecurity. The structured approach proposed
by CF2 was a valued alternative to set up such a plan, including different aspects of relevance for
improving cybersecurity components of SMEs.

Larger companies, e.g. Picanol Group, only started to elaborate such plans after they experienced cyber-
attacks. The implementation of their plan is still on-going showing the intricacies of the process.
Moreover, this successful use-case was highly valued and appreciated by participants.

Cybersecurity is not only about technology and not all risks can be addressed with limited budgets.
Hence, a risk-based cybersecurity strategy should be set up before cyber-attacks are experienced.

The draft cybersecurity pathway attracted a lot of attention, and inquiries about when a finalised version
was expected.

3.1.2 Added Value Business Models

Four workshops addressing this topic were organized during the second iteration of National/Regional
workshops. It is worth noting that as a topic, specific technologies and fields guide the development of
business models. The main transferable results obtained include:

Regarding business models applied to the data economy, the general impression is that this is still an
R&D topic. However, participants are aware that it will reach them soon enough. Most agree on the value
of data and that soon data is going to become a central part of their businesses.

A need for additional information (high level-business related) was identified, particularly in the context
of data economy.

The transition to business models and product-service systems for circular economy in the Swedish
industry is an ongoing process that has already begun and continues in diverse national networks and
communities.
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- Digitalization, sustainability, and circularity: business models for circular economy are narrower and
move in the limits of ecology and economic sustainability. Hence, it is important specify that differences
between them two exists, and which are those differences, since they reflect on the business models.

3.1.3 Interoperability and Standardisation
Five workshops were organized dealing with this topic. The main transferable results include:

- Itwasidentified that typically OT and IOT devices are designed to complete a task. However, no standards
are specified for: no embedded security, live update mechanisms to guarantee availability and resilience,
security standard or compliance, etc.

- In the context of data economy, it was identified that the interest in using data from others
sources/partners/institutions/organizations/etc. highlighted the need to standardize and set rules
regarding the quality of data.

- The benefits of using standards and interoperable technologies in the conception of the data spaces was
highlighted. Workshop-participants work for different customers with different data sharing systems,
and that is very inefficient. Finding common tools that can be interoperable would be a major
improvement for the improvement of productivity.

- Several interoperability challenges were identified during the workshops. Specifically’, (1)
Interoperability between proprietary solutions; (2) Interoperability between sectors: cross-sectorial
reference architectures; (3) Cloud-IOT interoperability: Edge, fog, cloud; (4) Data interoperability: B2B
data exchange, Data integrity: Facilitate storage in common repositories; (5) Semantic interoperability:
AAS; (6) HMI-SCADA interoperability: interoperability of real-time process control and visualization
software with larger number of devices; (7) Interoperability for the implementation of a digital twin: Data
exchange between physical and virtual assets.

- The correct technical interpretation of standards is of vital importance for the success of the technologies
that they norm and the standards themselves.

- AAS s a well-accepted international standard that is gradually becoming one of the branding solutions
for digital twins, answering and guaranteeing different inquiries regarding interoperability, reliability, etc.

- National colouring, i.e. different countries utilizing different non-compatible standards, should be
prevented. Global work is the major priority now.

- Standards and norms should facilitate the interaction between technologies and markets. Standards
should aim at international acceptance and specify pathways to compatibility.

- Itisessential to achieve common solutions (as e.g. AAS standard and its submodels) especially for sematic
interoperability, even if specific technologies or standards change. This type of approach towards
semantic definitions is also key to achieve cross-interoperability also on global level.

- Tools and trainings are currently available as open source. Moreover, these are not abstract but practical,
e.g. concrete problems that may be adapted to specific user-case, which may also be tried it out with
individual product.

- Companies as a whole need to join and grow, self-assess, etc. A simple and interesting hands-on starting
point may be the digitalization of products and services, in compliance with standards, e.g. article
numbers to URL.

- The FabOS project provides interesting basis for the practical implementation of standards in a digital
twins set up. In particular, FabOS middleware provides the necessary framework to establish

° These challenges refer to the workshop organized by CEA, Subsection 4.1.



Organisation of national/regional sessions and CONNECTED

D54 . . .
associated reports - Second iteration

interoperability between by different users and adopt AAS concepts including submodels, recipes,
integration of devices, etc. This should provide SMEs stock-up container in a low-threshold manner.

- Open-source standards: Their operation of such global standards as digital twin should be fast but also
practice oriented. Following challenges were discussed in this concern: e.g. paywall, user association,
without royalty fee, as user time advantage, accessibility given, all standards freely accessible and
accompanying software.

- The Digital Product Passport constitutes an opportunity for the AAS as an interoperability tool and
paradigm for the recently promoted European Green Deal.

- There is a need for integration of solo actors and stakeholders, such that the contribution to overall
interoperability and standardisation efforts can be follow a coherent strategy.

- ltis fundamental to consider the scaling of the proposed measures and technologies. It is not enough to
test in demonstrations that cannot clearly transfer into industrial settings, neither for technical nor
financial reasons.

- An interesting future perspective may be given by the integration of blockchain, which may help
identifying white spots, and complement interoperability particularly in the field of digital twins..

3.1.4 Industrial Agreement and Legal Aspects

This topic was addressed by one workshop focused mainly on the issue data spaces. In this context, the legal
aspects related to sovereignty of data, processes, and value and supply chains for the manufacturing process
were comprehensively discussed.

A relevant outcome is that, from a legal perspective, it should be feasible and guaranteed that efficiency may
be increased within a supply chain in industry, even if between manufacturers of a product and producers of
the required raw materials many different suppliers exist. In this context, a fundamental aspect to facilitate
the legal safeguards to achieve that increase in efficiency depends on the existence of suitable and robust
standards.

3.1.5 Humans in Manufacturing and Human Factors

The cross-cutting factor Humans in Manufacturing and the pathway Human Factors were touched in four and
three workshops correspondingly. Since both topics are very closely related, the transferable results and
presented together in the following:

- There is an increasing focus on human-centred aspects of digitalisation, particularly considering the
arrival of Industry 5.0, which places it humans at the centre of the concept. One aspect of human-
centricity are digital assistance systems. Digital assistance systems are increasingly becoming mainstream
and are encompass a broad range of different devices, e.g. cobots, exo-skeletons, HoloLens, etc.

- Given the increasing labour shortage, digital assistance systems not only support workers and improves
quality and production processes but also might be an component of employer branding.

- Design thinking approaches are important to address possible barriers and add to successful technology
implementations. By doing so, job profiles can also be designed taking into consideration needs of
employees at an early stage.

- Current technologies enable manufacturing processes at velocities in which humans cannot cope with.
Therefore, a rise sick leaves it is expected. Hence, effective, and complementary ways of putting humans
(back) in the centre of the manufacturing process need to be sought out, designed and tested.

- Co-determination, i.e. closer collaboration and synergies between employers and employees, proved to
be successful in the past. Before the pandemic, regular meetings where organised on the shopfloor
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where information was exchanged between different shift groups. An organisational culture based on
trust and open communication is essential for the adaptation and acceptance of new technology
developments being rapidly implemented in the European manufacturing landscape.

- Shift the paradigm of “humas adapting to new manufacturing technologies”, to “technologies facilitating
the job of humas in manufacturing”. An example reviewed was a use case from the automotive industry
where the chassis of the car was turned by 90 degrees so that it was not necessary for the workers to
work above their head™.

- Aclear understanding of the differences between clerical worker and shopfloor workers should be made.
Shopfloor workers often do not have the time to read emails and do not use devices such as tablets for
operational reasons as simple as oily hands. The challenge is understanding how digitalization can help
and be effectively incorporated into shopfloor activities, instead of just implementing fancy tools.
Moreover, industry workers are not coding experts. Effective communication and techniques to improve
acceptance of new technologies, e.g. co-creation, can be very meaningful in incorporating digitalization.

- Employees want to communicate to each other. There is clear feedback from various companies that
workers do not solely want to use devices like mobile phones to exchange information, but they would
like to communicate with colleagues and exchange views, experience etc. For some of the participants
this is also an expression of appreciation. Young workers embrace these devices better than older ones.

- Participants highlighted situations in which company workers could not adapt to the incorporation of
digital technologies, e.g. tablets, and measures to improve their acceptance. In a specific company
workers averaged 50 years of age and received tablets for processing their orders. Nevertheless, 85% of
them refused to use the tablets because they were afraid of being monitored. Consequently, every
department someone was nominated to show the added value of these devices, offered help, including
recommendations on how to improve shopfloor processes. This led to a rethinking of the usage of these
tablets as most workers realized their improved working situation and productivity!!. An important
conclusion was that technological progress needs to function in a dialogue, this addresses fears of
workers and clerical workers likewise.

- Innovative shopfloor design is necessary. Human-centred design focuses on human needs. If there are
fears, communication needs that are needed but not used, we need a design process where technology
can provide solutions. Human-oriented technology design is important and can provide solutions. This
implies that these design-features should be considered at early stages.

- Techniques to improve acceptance are essential. This involves recognizing once the new innovative
technologies may underperform as a mean to create trust with workers in the shopfloor. Moreover, if
trustworthiness isimbedded in the corporate culture, it is easier to implement new technologies because
workers trust the technologies, systems, and handling of data.

3.1.6 Circular Economy
One workshop addressed the topic of Circular Economy (CE) during the second iteration. This workshop was
organized by IVF (SIRRIS) in Sweden. Its main results include:

- The Circular Economy pathway was mostly understandable. However, the pathway could greatly benefit
from considering that CE is not created (nor possible) by individual companies. It rather requires
collaboration in ecosystem and value-creating networks. The pathway should reflect these facts.

10 Results refer to the Digital Workplace of the Future workshop, Subsection 4.3.
11 For details, see Digital Workplace of the Future, Subsection 4.3.
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- The current perspective for CE is dominated by a product-wise perspective. Conversely, life cycle or
value-chain perspectives would be easier to be implemented and understood.

- Radical innovation and complete rethink are needed to create realistic new circular offerings.

- The transition towards CE should be based on customer and consumer requirements.

- Investments made in Stages 1-3 of the pathway may hinder progress towards Stages 4 o 5. This shows a
lack of compatibility between Stages.

- As a whole, the Circular Economy pathway may also need to be clarified and synchronized with other
frameworks for sustainable transition such as the Paris Agreement?2,

3.1.7 Autonomous Smart Factories and Hyperconnected Factories
The Autonomous Smart Factories pathway was addressed in four workshops by three CF2-Partners while the
Hyperconnected Factories in two workshops. The main outcomes of both pathways include:

- Companies are aware of the level of smartness and data connectivity in their factories, and they are in
principle convinced on the benefits Industry 4.0 digital technologies could bring to them. The
Autonomous Smart Factories pathway description was clear and helped them to position themselves in
the proposed landscape without any difficulty. Additional discussion with the companies might be
needed for depicting the required skills (e.g. multi-stakeholders’ teams) and/or barriers that need to be
overcome to progress through different phases of the Pathway.

- All SMEs understand the importance of digitalisation, but in many cases the scope of digitalisation is too
big. It’s easy to focus on the state-of-the-art digital technologies, but for many (possibly most) companies,
focusing on the fundamentals is more important.

- Environmental data (as opposed to process data) is increasingly important to help companies meet their
regulatory targets around energy use, emissions, and noise. This is often missed from manufacturing
digitalisation discussions.

- For SMEs, leadership and guidance is critically important. C-level executives of a company will have many
responsibilities, and understanding digitalisation is a critical pre-requisite for effective implementation
of digital solutions in a business.

- Data showed very clearly that access to funding and creating business models is the largest hurdle for
SME digitalisation. Many digitalisation technologies have benefits which are hard to quantify, which
makes business cases difficult.

- SMEs are also wary of digitalisation solutions that involve buying into proprietary or non-standard
frameworks. They often lack the skills or financial resources to be able to transition from one standard
to another. Open, commonly adopted standards are seen as extremely valuable.

- Conversely, SME technology providers are incentivised to conform to open interoperable standards to
encourage adoption of their technologies, as SME-technology providers are perceived as “less stable”
than larger companies, and at risk of going out of business.

- Pathways were perceived as extremely useful and interesting tools, and their application to the
challenges of creating business cases was particularly emphasized.

- SMEs will often focus on the lower levels of a pathway, and thus the names of some pathways may
exclude them from consideration by SMEs. An SME wants a “connected factory”, not a “hyperconnected
factory” (nor do they know that hyperconnected means) for example.

12 https://unfccc.int/sites/default/files/resource/parisagreement publication.pdf
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- Thedraft cybersecurity pathway attracted a lot of attention, and inquiries about when a finalised version
was expected.

- The importance of inspiring cases and examples cannot be emphasised enough.

- SMEs are also wary of digitalisation without existing proven implementations they can understand and
relate to their own business.

3.1.8 Collaborative Product-Service Factories
Two workshops dealing with this topic were held during the second iteration. The main outcomes include:

- The pathway is heavily dependent on the specific industrial and manufacturing field for its
implementation. It is relevant for its understanding to improve its scalability and generalization.

- There are difficulties in funding new and suitable partners to transit from linear value chains to
collaboration in ecosystems. For example, recycling actors are moving towards a much more strategic
role, new type of player that fills a very important role for many business models.

- New types of collaborations outside the traditional value chains are needed, e.g. in recycling, upgrading,
etc. This extends to building up new types of customer engagement, i.e. from transaction to relationship.

3.1.9 Data Spaces
Four workshops organized by three different partners dealt with the new pathway on Data Spaces. The
outcomes of these workshops include:

- A gap of knowledge exists in the community, which leads into a need for communication and
dissemination of the most basic information, e.g. what are data spaces? Why do we need them and how
can a company/organization/administration benefit about it?

- Moreover, it is important to adapt the communication, especially when explaining to non-IT people. This
includes simplifying the message to essential and understandable terms. Similarly, it is important to
create a culture of data sharing that includes the main concepts around it.

- Mobilizing the sectoral associations and encourage them to manage or administrate data spaces would
be really an intelligent move, as they would guarantee the impartiality and transparentness

- The legal consideration of developing and implementing data spaces-related services is a big concern for
companies, although not crucial for initial incursions since most companies exploring data spaced initially
would develop infrastructure with current collaborators®.

- It is crucial to define new job profiles, specifying the required skills to implement and maintain data
spaces. Also specifying a certified training program to achieve those skills. Both for the development and
maintenance of components and for the operation of the data spaces within the verticals. Training and
skills development must be a priority to be able to adopt a data-driven paradigm. A large need for data-
skilled workers was identified.

- The topics of data sharing and data spaces are very interesting for [Austrian] companies as many of them
are highly specialized in their fields and would, therefore, directly profit from exchanging more
information within their supplier networks in trustworthy ways. Examples of functioning data spaces are
still quite rare [in Austria], which is why collaboration with European partners was chosen as the means
of delivering the right content to the interested target group®*.

13 This output also relates closely to Subsection 3.1.4.
14 See Subsection 4.4
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- The importance of data handling and the preparation of reliable data sets, e.g. for usage of digital twins
(e.g. collection, cleaning, integration, and grouping), need professional data experts/analysers who are
the key to reach good result. This further highlights the importance of developing suitable skills before
the implementation of such digitalization technologies in manufacturing.
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4 Compilation of reports
This section presents the reports delivered at the time of writing this report.

4.1 Interoperability and Cybersecurity —01/04/21, CEA (FR)
4.1.1 Topics Addressed in the Workshop

X
X
X
Added Value and Business Models
Interoperability and Standardisation X
Cybersecurity X

Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy
Human Factors

Autonomous Smart Factories

Hyperconnected Factories

Collaborative Product-Service Factories

Data Spaces

4.1.2 Executive Summary

The Interoperability and Cybersecurity French Workshop, which took place online on April 1°t 2021, focused
on two main topics: interoperability challenges and the cybersecurity pathway. One industrial successful
use-case, respectively from the DIMOFAC (Sculpteo) and COLLABS (Renault) European Projects, illustrated an
approach for each topic. An interactive session with the participants (mainly industrial end-users and
machine providers) then allowed discussion and feedback on the associated key challenges and pathways.

4.1.3 Introduction
The Interoperability and Cybersecurity French Workshop, which took place online on April 15t 2021, focused
on two main topics:

- Interoperability challenges
- The cybersecurity pathway.

One industrial successful use-case illustrated an approach for each topic, respectively:

- From the DIMOFAC European Project (https://dimofac.eu/), Sculpteo, a French company offering a
leading 3D printing service, for on-demand 3D printing of individual products and short-run
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manufacturing, presented their use-case focused on a more flexible and modular post-production
line for additive manufacturing, along with other interoperability challenges faced by the company.

- From the COLLABS European Project (https://www.collabs-project.eu/), Renault, the French car
manufacturer, presented the different cybersecurity challenges tackled in COLLABS.

The participants of the workshop (around 25 people) were mainly French industrial end-users and machine
providers (production machines, robots), along with a few researchers.

An interactive session with the participants then allowed discussion and feedback on the key challenges and
pathways linked to interoperability and cybersecurity

The workshop was held online using the Act&Match webinar platform (https://actandmatch.com/) for the
keynotes and live exchanges during the meeting. The draft.io tool (https://draft.io) allowed for a more
interactive session using virtual post-its to collect feedback.

09:30 Keynote Connected Factories 2 (Chris DECUBBER, EFFRA)

10:00 Introduction on interoperability and cybersecurity (Juan CADAVID, CEA)
10:10 Interoperability Challenges (Felix NADIN, Sculpteo)

10:40 Cybersecurity (Erwan LE DISEZ, Renault)

11:10 Game : getting familiar with the interactive session tool
11:20 Break

11:30 Interactive session

12:30 Conclusions and Farewell

Table 1. Agenda

4.1.4 Workshop Organization and Preparation

4.1.4.1  Participant invitation
The following invitation was sent on March 3™ 2021 and again on March 18™ to more than 350 industrial
end-users, machine providers, and software providers.
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Workshop ConnectedFactories #2

Interopérabilité et cybersécurité :
approches et retours d'expérience

1er avril 2021 | Online

Linteropérabilité est le prérequis essentiel pour réussir la
transformation numeérique de l'usine. Larésilience des infrastruc-
tures et moyens de production, pour faire face aux menaces du
cyberespace, est également essentielle.

Ces enjeux peuvent étre abordés de plusieurs fagons.

Venez découvrir les approches proposées par le projet européen
ConnectedFactories ainsi que les retours des sociétés Sculpteo et
Renault, et partagez votre propre expérience lors notre session
interactive

Programme :

09:30-10:00 : Keynote ConnectedFactories2 (Chris Decubber, EFFRA)
10:00-10:10 : Interopérabilité et Cybersécurité (Juan Cadavid, CEA)
10:10-10:40 : Interopérabilité : Ligne Pilote Modulaire d'impression
additive (Felix Nadin, Sculpteo)
N 10:40-11:10 : Scénarios d'évaluation d'architectures de cybersécurite
I (Erwan Le Disez, Renault)

11:10-1:20 : Prise en main de l'outil utilisé pour la session interactive
= ‘ 11:20-1:30 : Pause
11:30-13:00 : Session interactive

Inscrivez-vous !

Le nombre de places étant limité a 40 personnes
une inscription rapide est recommandée.

Connected Factories est une initiative de lLa Commission
Européenne pour accompagner lesindustries sur le chemin de
la transition numérique. Son objectif est d'identifier les besoins
et défis de l'industrie

visii P
o ) 4
o"l L/ 4 vl i

Figure 9. Participant Invitation

The event was also relayed on social networks through the CEA List accounts:

- LinkedIn : https://www.linkedin.com/feed/update/urn:li:activity:6780451644921389057/
- Twitter: https://twitter.com/cea list/status/1374685856934547456

4.1.4.2 Tools used
Due to the Covid crisis, the workshop had to be help online.

Two tools were used:

- The Act&Match webinar platform (https://actandmatch.com/) for the keynotes and live exchanges
during the meeting.

- The draft.io tool (https://draft.io) allowed for an interactive session using virtual post-its to collect
feedback. A simple game was organised to familiarise the participants with the tool. After that, two
interactive sessions were organised one after the other, firstly on the Sculpteo use-case and
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interoperability challenges, secondly on the Renault use-case and cybersecurity pathway.
Participants could contribute with post-its and vote to prioritise challenges.

2-vous des suggestions pour I'améliorer?

level 1 Level 2 Level 3 Level 4

Figure 10. Draft.io board with post-its collecting participants' feedback

4.1.5 Keynote Speakers Session
Three keynotes were presented:

- Anintroduction by Chris DECUBBER (EFFRA) on Connected Factories and the relevant pathways,

- The presentation of a use-case from the DIMOFAC EU Project by Felix NADIN from Sculpteo,
illustrating the interoperability issues faced by 3D printing company Sculpteo.

- The presentation of use-cases from the COLLABS EU Project by Erwan LE DISEZ from Renault,
illustrating cybersecurity challenges tackled by Renault in the COLLABS project.

The presentations are provided as annex to the report.

4.1.5.1 Keynote Speaker 1: Connected Factories and Pathways, Chris DECUBBER (EFFRA)
As an introduction to the workshop, Chris Decubber, from EFFRA, presented the Connected Factories
initiative, with the pathways to digital manufacturing, enablers, and critical success factors:

- Autonomous Smart Factories

- Hyperconnected Factories
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- Collaborative Product-Service Factories
- Cybersecurity

- Circular Economy

- Data spaces

Interoperability is a central challenge on the road to digital manufacturing, including interoperability with
legacy systems. This challenge is strongly linked to the question of standardisation, as was mentioned by
Mondragon in the introduction of a webinar on Standards for Digital Manufacturing held on Oct. 20" 2020
(https://www.effra.eu/news/standards-digital-manufacturing-webinar-recordings-and-presentations-are-
now-available). Collecting illustrative use-cases is necessary to help companies choose and apply standards,
as undertaken in Connected Factories. Mondragon points out different standardisation contexts: modelling,
IT/OT convergence, reference models to allow a system (including legacy systems) to communicate with
other systems (Asset Administration Shell — AAS), communication protocols (OPCUA, etc.).

Cybersecurity challenges were recently detailed in a workshop held on Jan. 20%" 2021
(https://www.connectedfactories.eu/events/cybersecurity-workshoppresentations-and-recordings).  The
introduction of lloT is creating a transformation from a more hierarchical organisation to a more intertwined
structure as illustrated in Figure 11, which introduces emerging cybersecurity issues. There is a large number
of cybersecurity standards, with a significant amount of overlap. Connected Factories leads ongoing work on
mapping these standards on projects.

To conclude, a link to Al: implementing Al is only possible when the organisation is transforming towards
digital manufacturing in general; connectivity, interoperability and cybersecurity enhance its potential
impact.

[ Traditional ICS Design | [ industry 4.0 Converged IT and OT
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Source: http://www.embedded-computing.com/guest-blogs/accelerate-industry-4-0-by-extending-the-secure-ics-edge
Figure 11 Organisation transformation linked to 10T and OT convergence
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4.1.5.2 Keynote Speaker 2: Interoperability issues in Scuplteo use-case from DIMOFAC project, Felix NADIN

(Sculpteo)

o> sculpteo

r\'.': b
= ~_ .
*“d [// J

DIMOFAC

presented in Table 2.

Interoperability issue
Equipment is proprietary

Cloud-MES
Interoperability

Human-Machine Interface
Interoperability

Sculpteo offers a leading 3D printing service for on-demand printing

of individual products and short-run manufacturing. It is a small
French company founded in 2009 and recently bought by BASF.

Sculpteo faces challenges linked to individualised manufacturing for
continuous post-processing reconfigurations. In the framework of
the DIMOFAC EU Project for Digital Intelligent Modular FACtories,
Sculpteo ambitions the creation of new post-processing and quality
control modules to secure easy and smooth reconfiguration of the
production line for each printed product. The aim is to improve
individualised manufacturing through automated reconfigurations.

In particular, Sculpteo identified four interoperability issues as

Table 2. Interoperability issues faced by Sculpteo

Description

Not all machines have APIs,
Sculpteo cannot control /
configure them remotely.

To be able to send the jobs to
the printers, and not to go
through the software of the
machine.

The client front-end must
interoperate with the
production management
system.

Sculpteo has developed their

own in-house solution: FabPilot.

This guarantees vertical
interoperability from cloud to
shopfloor.

E.g. Need to provide customers
with different viewers for 3D
and 2D models

lllustration

3 : ) °
fab
.“ V'E
AV
End-To-End 3D Printing Software Built For The Cloud
Y &Y. « il - ]
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Cross-sector and B2B data
interoperability

4.1.5.3

4.15.3.1 Presentation

Clients in the electronics sector
send 3D drawings in non-
exploitable formats: PDF,
vectorial...

These drawings must be
redrawn in Sculpteo’s 3D tools
for printing

- CONNECTED

i

Keynote Speaker 3: Renault use-cases on cybersecurity and link to cybersecurity pathway

Renault started by observing the recent evolutions linked to industry 4.0 and cybersecurity, as evoked in the

first keynote, and as illustrated in Figure 12:

- Factories now become widely connected to allow for more collaborative manufacturing, with RF
communications in industrial processes (WiFi, Lora, RFID...), use of mobile and loT devices, use of
cloud services.

- Therise in loT devices and networks increases cybersecurity attack surface.

- The risk has also increased due to widely used legacy IT solutions and open design protocols, with
known vulnerabilities.

- OT and IOT devices are designed to complete a task, there is no security by design (no embedded
security, no live update mechanism to guarantee availability and resilience, no security standard or

compliance).

Web services
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Figure 12. Cartography of cybersecurity risks on plants

Renault suffered from the WANNACRY ransomware in 2017, which created an electroshock in the company
where a certain number of plants were paralyzed for a weekend. Cybersecurity was well managed at
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corporate level but less in the industrial environment where more specific efforts had yet to be made. This
resulted in the implementation of internal and external audits which conducted risk analysis and a
remediation plan. A cybersecurity program was created for all Renault plants, starting with a pilot plant in
France, with Schneider Electric as a partner. The program is currently under deployment in all factories. The
objectives are to make attacks more difficult, reduce attack impacts, and optimize return-to-service time.

In parallel, a longer-term strategy is also put in place through R&I programs such as the COLLABS EU Project.

The idea is to switch from a flat network where all equipment can communicate with all the others, and
malware can thus easily propagate, to a segmented architecture with filtering means.

The strategy is built on four pillars, for which several solutions are already identified:

- Organizational: in the continuity of the group's security policy (ISSP), strengthen the human
organization, adapt the ISSP to the specificities of the industrial environment, train staff.

- Protection: protect sensitive means of production, IT and OT architecture, deploy state of the art
cybersecurity solutions.
Solutions: NextGen Firewall to ensure segmentation between areas, NAC (Network Access Control)
to fight against “shadow IT” with the implementation of equipment authentication, Remote Access
control for staff and partners to connect to equipment within the production network, Gateway for
secure file transfer.

- Detection: address the issue of visibility on "shadow IT", implement detection means.
Solutions: Assets management and protection with malware detection, continuous threat detection.

- Recovery: BackUp (robots, automates...) for quick restart.

In this context, Renault created an Industry 4.0 Experimentation Lab to reproduce real manufacturing plants,
to validate and evaluate solutions in a real-world collaborative manufacturing environment. It will invest in
ICS/SCADA, IT, OT and network equipment’s to reproduce a real plant architecture. Indeed, it is difficult to
carry out testing, experimentation, and exercise operations in the actual factories themselves because of
their production rate.

In the COLLABS project, the following four use-cases have been identified:

- Security of connected devices

- Assets management, conformity assessment and threat detection (IT but also OT networks)
- Controlled and secured remote maintenance

- Cloud-based architecture for industrial process

The cybersecurity pathway steps which are tackled by Renault are identified in Figure 13 by thumbs. The
green thumbs identify more specifically the steps tackled in the COLLABS project and which will thus be at
the state of the art.
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Figure 13. Items in Cybersecurity Pathway tackled by Renault (in green when tackled in COLLABS)

4.1.6 Questions
How does Renault work on cybersecurity issues with its machine suppliers, how can Renault accompany its
suppliers on this question?

Collaboration is key. Renault offers recommendations and support in the cybersecurity process. Also, Renault
carries on safety audits on equipment and shares the results with suppliers so that they can build a common
roadmap.

4.1.7 Interactive Sessions

The interactive session was subdivided into two parts, one dedicated to interoperability, and the other to
cybersecurity. The aim was to collect feedback on exposed use-cases and on key challenges linked to both
subjects. As specified in Sect. 4.1.4.2, the tool draft.io was used to facilitate the involvement of all
participants.

4.1.7.1 Interactive Session 1: Interoperability and Sculpteo 3D printing use-case

With regard to the four interoperability challenges identified by Sculpteo, a first question asked to the
participants was to point other possible interoperability challenges and possible solutions. The use of
standards was widely advocated.

Seven interoperability approaches were presented:

Interoperability between proprietary solutions

Interoperability between sectors: cross-sectorial reference architectures

Cloud-IOT interoperability: Edge, fog, cloud

Data interoperability: B2B data exchange, Data integrity: Facilitate storage in common repositories
Semantic interoperability: AAS

vk wN e
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6. HMI-SCADA interoperability: make real-time process control and visualization software
interoperable with the largest number of devices.

7. Interoperability for the implementation of a digital twin: Data exchange between physical and virtual
assets

The participants were to vote for the most strategic interoperability facet(s). The first item (interoperability
between proprietary solutions) collected most votes (almost all participants). Items 3, 6 and 7 closely
followed.

4.1.8 Interactive Session 2: Cybersecurity and Renault cybersecurity use-cases

4.1.8.1 Next steps for Renault?
A first item was to identify what next steps could be tackled by Renault after the COLLABS project.

This is a complex question.

For instance, there is the question of the authentication of temporary staff. There are many temporary
workers in factories: it makes it difficult to provide them with authentication means on equipment. They are
currently equipped with read-only or auto-login sessions so that stakeholders do not have to log in.

The use of single-use tokens is complicated for staff who work at the edge of the line all day because there
is for example a rule that a session must close by itself after a certain time. A single-use token would therefore
result in a waste of time. An ergonomic and secure solution is needed.

In the cybersecurity lifecycle, there are for the moment mainly actions on prevention. The setting up of RACI
matrix would be another step, to define escalation diagrams in the event of a crisis. The Industry 4.0 Renault
Experimentation Lab is the perfect framework to test such crisis exercises.

4.1.8.1.1 Feedback on cybersecurity pathway
Feedback was then asked on the cybersecurity pathway (pertinence of steps, missing levels or steps):

- Concerning the item on software integrity: we could go a little further by talking about platform
integrity (and be closer to the hardware and to the firmware that could be integrated into the
hardware), with for instance hardware components for cybersecurity such as TPM components to
address platform integrity issues.

- The linearity of the pathway in real life is not obvious, it is difficult to define clear priorities.
Cybersecurity consists of multiple small components, we must try to move forward in parallel on all
subjects. Focusing on one brick and being at the state of the art on that brick alone is not necessarily
the best strategy.

- Putting “Penetration testing” at level 1 might be optimistic, systematically operating this type of
test does not seem to be of level 1. This type of test is usually rather done once a certain number of
bricks have been set up. Audits on procedures will first be conducted before hurrying technical teams
who will go into too much details. In this line, an audit mechanism could be added to the pathway
as a first step at level 1. Auditing around the company’s security policy is highly recommended. It is
important to outline such a security policy which will define the security rules and the rights and
duties of each person, and on which the audit may be based. Note that this new audit mechanism is
brick as such in the pathway, but it will actually analyze the “as is” and the “to be” of all the other
bricks in the pathway.
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4.1.9 Conclusion

4.1.9.1 Transferable results
- The two industrial use-cases presented in keynotes 2 and 3 (Sections 4.1.5.2 and 4.1.5.3) offer
excellent concrete and industrial illustration of interoperability and cybersecurity challenges.

- The interactive session brought up interesting suggestions for the cybersecurity pathway (see details
in Section 4.1.8.1.1) :

o Enlarging software integrity to platform integrity.

o The linearity of the pathway is not obvious since it is difficult to prioritize.
o “Penetration testing” might be of a higher level than level 1.

o An “Audit” step might be added to level 1 instead.

4.1.9.2 Relevant Experiences

Conducting the workshop online maybe allowed to reach more audience than with a physical event, since
part of the audience might not have taken the trouble to come physically, but it is clear that the interaction
was less rich than what would have been possible with a physical event, even though specific interactive tools
were used.

In this context, it might be interesting to consider to conduct one-to-one interviews with selected industrial
contacts to collect individual feedback on pathways and cross-cutting factors, rather than organising a
workshop.
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4.2 Industry 4.0 community days: Digital transformation of Manufacturing Industry —
19/04/21, LMS (GR)

4.2.1 Topics Addressed in the Workshop

Added Value and Business Models
Interoperability and Standardisation

Cybersecurity

Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy

Human Factors

Autonomous Smart Factories X
Hyperconnected Factories

Collaborative Product-Service Factories

Data Spaces

X

4.2.2 Executive Summary

The workshop was organised on 19 April 2021 as an online workshop with duration of 2 hours. The agenda
included keynote presentations and a feedback session. The invitations were sent to several manufacturing
industry’s mailing lists and some selected company representatives directly.

The main objective was to a) present successful cases in digital transformation and Industry4.0 projects in
the industry and b) to collect feedback to the Autonomous Smart Factory pathway developed in
ConnectedFactories CSA. In addition, the workshop covered views on digital transformation use cases and
funding opportunities in national and European level including those in the context of EIT Manufacturing.

There were all together 27 registered participants (including the organisers): 22 industry participants and 5
representatives of academy. The organisers (Sotiris Makris, Panagiotis Stavropoulos and Kosmas
Alexopoulos) from LMS coordinated the discussions.

The event has provided an excellent opportunity to disseminate CF2 project in the Greek manufacturing
community and also has helped gathering valuable feedback on the Autonomous Smart Factories pathway.

4.2.3 Introduction

The Greek CF2 workshop discussed on current trends and success use cases of Industry4.0 technologies. With
regards to CF2 the main objectives have been to a) collect feedback on the Autonomous Smart Factory and
b) disseminate the work of CF2 in the Greek manufacturing industry. Apart from these topics the workshop
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discussed on future funding opportunities from EU and especially from EIT-Manufacturing. Prof. Panagiotis
Stavropoulos presented the activities of the Greek EIT Hub in manufacturing as well as funding opportunities
offered by EIT-Manufacturing. Dr. Sotiris Makris presented use cases of applications of advanced
manufacturing and digital technologies offered by MANUHUB DIH. Two cases of robot assisted production
processes were presented. Dr. Kosmas Alexopoulos provided an overview of the Connected Factories Il
project and presented in detail the Autonomous Smart Factory pathway. The phases within the pathway
were presented and the links to the cross-cutting factors especially skills. Finally, an open discussion with
industry members followed and at the end workshops participants were requested to provide feedback on
the topic of smart factories.

Because of the Covid-19, the workshop was organised remotely using MS Teams meeting to share both audio
and presentations. Google forms were used to facilitate to collect feedback to the pathway and skills issues.

Table 3. Agenda

15:00 EIT Manufacturing RIS Hub. Activities and Funding Opportunities
15:15 Use Cases
- Production enhancement using human robot collaboration technology
- Advanced intralogistics
15:45 Digital transformation — Smart and Autonomous Factories
16:30 Open discussion on digital transformation and feedback
17:00 Closing and farewell
4.2.4 Keynote Speakers Session
Research Engineer, Kosmas Alexopoulos (Figure 14), PhD, works at the Laboratory for Manufacturing Systems
and Automation (LMS). He presented CF2 project to the participants and then explained in detail the Smart
Autonomous Factory pathway as well as the cross-cutting factors related to the pathway (see slides below).
Then he guided the discussion on the topic of digital transformation and guided the workshop participants
on providing feedback.

Figure 14. Kosmas Alexopoulos (LMS)
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Connected Factories Pathways

Autonomous Smart Facto Autonomous Smart Factory Pathway focuses on digitalisation
v within the so-called ‘Automation Pyramid’.

Collaborative Product Service Factory aims at capturing how a Al i Erar s Sar e

manufacturing company is progressively embracing a service- Factory

oriented business model
Hyperconnected Factory Pathway at capturing the integration

Hyperconnected Factory and networking capabilities within a manufacturing added

value network

Upcoming pathways = Cyber Security | Data Spaces | Circular Economy
CONNECTED

WACTORIES

Supported by European Commission grant number 373086

Figure 15. Overview of CF pathways
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Figure 16. Explaining a pathway
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Figure 17. Autonomous Smart Factories pathway
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4.2.5 Interactive Session on Smart Autonomous Factories and Skills
The objective of the workshopping session was to gather comments and feedback on the pathway of
Autonomous Smart Factories pathway. Google forms tool and Teams were used to facilitate the needs.

The participants were asked to provide three types of information:

e Profile data including size of industry
o Feedback on the smart autonomous factory pathways.
o Feedback on the role of skills.

In the following pages the feedback from the workshop participants is provided.

@ Manufacturing Company
@ Research Organization

@ Technology provider (e.g. software
developer, automation provider)

88.9%

Figure 18. What type of organization are you affiliated to?

@ Small Medium Enterprize (SME) (1-250
employees)

@ Large company (> 250 employees)

@ Not applicable (e.g. if you represent
some research organization)

Figure 19. What is the size of your company?

@ Manual Data Connection
@ Software and Data Silos
@ Connectivity

@ Off-line optimization

@ Real Time Optimization

Figure 20. At what level does your factory align with the Autonomous Smart Factories Pathway?
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@ No processing of data
@ Data storage only for documentation
@ Data processing for monitoring

@ Data used for decision making in
process planning and control

@ Data used for automated, autonomous
process planning and control
55.6%

Figure 21. What is the level of data processing in your production?

Planning and Sceduling 6 (66.7%)
Production Design

Customer Orders Managment
Workforce Management

Personnel Training

Accounting and Finance 4 (44.4%)

Production control 4 (44.4%)

Product and Machinery Design

Figure 22. What do you use digital technology for in your company?

What are your future plans for implementing digital tools and technologies? Rank according to
importance (1lowest, 5 highest)

N EN: W N4 EES

6
4
2
0
Market survey, more research Run some internal pilot(s) Training of employees Waiting. Technology not
on relevant etchnoloagies mature enough

Figure 23. What are your future plans for implementing digital tools and technologies? Rank according to importance (1 lowest, 5
highest)?
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Skills and training 6 (66.7%)

Standards and interoperablity

2 (22.2%)

Financial support| 5 (55.6%)

Cyber Security 2 (22.2%)

Successful pilots that
demonstrate the benefits

Figure 24. What do you think would be the most important enablers to accelerate your digital transformation journey? (Select top 3)

Lack of skills and competence 3 (33.3%)

People' resistance to change 6 (66.7%)
Cyber Security Concerns 1(11.1%)
Lack of convinving evidence re...

Lack of funding, budget 4 (44.4%)
Lack of time and available reso... 3 (33.3%)
Legacy systems already installed 4 (44.4%)

Several market options make s...[—0 (0%)

Figure 25. What are the main barriers that impede you from adopting digital technologies? (Select top 3)

Data analytics 3 (33.3%)

Develop and execute the data...
Management of multi-disciplina...
Knowledge about performance... 5 (55.6%)
Commication with domain expe... 5 (55.6%)
Soft skills (leadership, problem... 2 (22.2%)

Financial support 1(11.1%)

Figure 26. What skills do you think are missing in order to introduce new digital technologies in your company? (Select top 3)

Vocational training 3(33.3%)

Online courses 2 (22.2%)

Targeted workshops/webinars 7 (77.8%)

Implement some case study 8 (88.9%)

Participation to exhibitions and
conferences

Teaching and Learning factories
with academia

4 (44.4%)

2 (22.2%)

Figure 27. What are the best mechanisms to train your personnel and get them ready for digital transformation projects? (Select
top 3)
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4.2.6 Conclusion
Overview of the results and description of the engagement strategy after the workshop is summarized in this
section.

4.2.6.1 Transferable results

The workshop aim was to collect feedback to the Autonomous Smart Factories pathway. The results are
summarised below. In addition to the feedback on pathways, the participating organisations learned about
funding opportunities and industrial pilot cases.

In the Autonomous Smart Factory pathway workshop the following results can be drawn:

e Datasilos is the dominating status in most of the companies participated in the workshop with offline
optimization following in second position.

e Data processing for monitoring is the main category of data usage among the workshop participants.

e Production planning and scheduling, customer orders management, financing and production
control prevail the use of ICT technologies.

e Use cases and application of digital technologies seems to be the most popular strategy for
implementing digitalization plans. This makes CF2 activity of searching and highlighting interesting
case an activity that is absolutely relevant for the companies.

e Skills and training of personnel for supporting the deployment and adoption of new digital
technologies.

e In terms of skills missing “knowledge about performance indicators” and “communication with
domain experts (e.g. with shop floor managers)” have received the main the attention by the
participants. This highlights the importance that the people involved in the digital transformation
project should be aware of company’s strategic objectives as well as the access to expert’s
knowledge.  Multi-stakeholder teams should be formulated in order to support digital
transformation projects.

e People resistance to change and brown field installations (i.e. installed legacy systems) are
considered as main barriers for successful digitalization plans.

e The steps/phases of the pathway were clear to the participants and they had no issues to position
their organization in any of the proposed steps. Autonomous Smart Factories is an important aspect
which all participants are discussing internally in their enterprise either SMEs or large ones. From
that perspective the classification provided by the pathway was pertinent for all participants.

Following the workshop, the participants were encouraged to continue the discussion on the bilateral basis
or ad-hoc basis to discuss specific topics such.

4.2.6.2 Experiences

Companies are aware of the level of smartness and data connectivity in their factories and they are in
principle convinced on the benefits Industry4.0 digital technologies could bring in this aspect. The
Autonomous Smart Factories pathway description was clear and has helped the companies to position
themselves in the proposed landscape without any difficulty and the cross-cutting factors approach also got
participants’ attention. More discussion with the companies might be needed for depicting the skills needed
(e.g. multi-stakeholders’ teams) or barriers that need to be overcome to support the different steps/phases.
For example, legacy systems installation was mentioned as a significant factor that may become a barrier in
digital transformation activities however this is not considered in the pathway description.
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Digital Workplace of the Future — 15/04/21, 14.0 (AT)

4.3.1 Topics Addressed in the Workshop

Added Value and Business Models
Interoperability and Standardisation

Cybersecurity

Industrial Agreement and Legal Aspects

Humans in Manufacturing

CONNECTED
WACTORIES

Circular Economy

Human Factors

Autonomous Smart Factories
Hyperconnected Factories
Collaborative Product-Service Factories

Data Spaces

Table 4: Topics Addressed in Workshop

4.3.2 Executive Summary
The following report will outline the results from the workshop, “Digital Workplace of the Future” which

was a virtual event, hosted by the Platform Industry 4.0 on the 15 of April 2021.

The workshop allowed delegates to explore the concept of connected factories pathways, and how they
can be applied.

The workshop itself was a free two-hour workshop giving delegates the opportunity to:

Discover more about the ConnectedFactories project

Identify the skills and experience required alongside the technology

Highlight funding opportunities for manufacturers
Hear a manufacturer discussing their journey

Furthermore, the aims of the workshop were:

Promote the ConnectedFactories project and its resources

Highlights the importance of people and skills when implementing digital manufacturing

Understand the blockers and challenges when implementing digital technologies
Identify the skills gap and shortages within digital manufacturing
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4.3.3 Introduction
This report describes the execution of the workshop Upskilling for Digital Manufacturing, organized by The
Manufacturing Technology Centre on the 19" of November 2020.

The topics addressed in the workshop where primarily, Humans in Manufacturing and Human Factors with
a focus on how we could design the digital workplace on the shopfloor in the future.

The specific objectives of the workshop were:

- Promote the ConnectedFactories project and its resources to delegates who may be interested in
getting involved.

- Highlights the importance of people and skills when implementing digital manufacturing otherwise
known as “Humans in Manufacturing”.

- Understand the blockers and challenges when implementing digital technologies, tools and
techniques.

- How to design the workplace of the future on the shopfloor (design thinking aspects)

- Discussions with contributions from Academia, Industry and Trade Unions

= INDUSTRIE 4.0

Platiform Industrie 4.0 — Workshop Mensch in der digitalen Fabrik
Digitaler Arbeitsplatz der Zukunft
15. April 2021, 15:00-17:00

online vig Zoom

https:/fus02web.200m.us/j/B483 68 71395 ?pwd=d0xSN1RTKy93dlpveiFscERq V2 9sd=z09

Im Rahmen des EU-gefdrderten Projektes Connected Factories 2 widmen wir uns bei dieser Veranstaltung
ganz dem Thema Arbeitsplatz der Zukunft. Manfred Tscheligi, &IT, prasentiert uns die design thinking Ansatze
das arbeitsplatzes der Zukunft und beantwortet die Frage, was die nevesten technischen Entwicklungen dazu
sind. Sabrina Sorko, FH Joanneum, berichtet Gber die ganzheitliche Gestaltung eines digitalen, smarten
Arbeitsplatzes aus Forschungssicht. Einblicke in die Praxis und Erfahrungsn mit Mensch-Maschine
Kollaborationen gibt es anschliizfend aus Betrieberatssicht.

ToP1  BegriBung durch Roland Semmer, Plattform Industrie 4.0 und Kurzvorstellung
des Projekts Connected Factories 2

TOP2  Manfred Tscheligi, AT

TOP3  Sabrina Sorko, FH Jeannaum

TOP4  Kerstin Repolusk, PRO-GE

TOPS  Gruppendiskussion

17200 Ende des Workshops

Link zur Teinahme:

https:/fus02web zoom.us/j/ 34836871395 Powd=d0xSN1 RTKyS3dlpveiFscERq V295603

Meeting-10D: 848 3687 1395
Kenncode: 312362
Schnelieinwahi mobil
+431206093072,, 848368713954, ,, * 3123624 Osterreich

+4312535501, 84836871395#,,,,*312362# Osterreich

CONNECTED

Figure 28: Workshop Agenda and Invitation
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4.3.4 Workshop Organization and Preparation
The workshop was promoted through several channels:

= Direct Emails to members and partners of the Platform Industry 4.0, the Trade Unions and the
Austrian Institute of Technology
=  Word of mouth

4.3.5 Keynote Speakers Session

4.3.5.1 Keynote Speaker 1, European Factories of the Future Research Association— ConnectedFactories
Project and introduction to the workshop

The first keynote session was delivered by Roland Sommer who introduced the topic of ConnectedFactories

and pathways. As most of the audience was new to ConnectedFactories it was crucial to introduce the project

and its aims, to set the scene for the rest of the workshop.

CONNECTED

, CONNECTED

Suchbegriff hier eingeben

Figure 29: Screenshot from Keynote 1
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AUTOMATION EXPERIENCE: ANSATZE

ssinrerimg noennr

e

(a) Screenshot 1 (b) Screenshot 2 (c) Screenshot 3
Figure 30: Screenshot from Keynote 2

4.3.5.2  Keynote Speakers 2, “Humans in the Digital Factory, and Impulse”
Following an introduction to the ConnectedFactories project, Prof. Manfred Tscheligi, Markus Murtinger

and Peter Frohlich from the Austrian Institute of Technology then introduced the topic of Humans in the
Digital Factory — an Impulse.

4.3.5.3  Keynote Speaker 3, Digital Workspace of the Future, Insight in Facets and Initiatives on the
Shopfloor”
The third keynote came from Sabrina Sorko, Senior Lecturer of the FH Joanneum, Institute of Industrial

Management. She puts the digital workplace of the future in the centre of her presentation. She gives an
insight on facets and new approaches on the shopfloor.

. FH UOANNEUM
]

X DIGITALER ARBEITSPLATZ
DER ZUKUNFT

x L4 EINBLICK UBER FACETTEN UND ANSATZE AM
® SHOPFLOOR

MMag. Dr. Sabrina Romina Sorko
Senior Lecturer, FH JOANNEUM, Institut Industrial Management

Figure 31: Screenshot from keynote 3

4.3.5.4  Keynote Speaker 4, Why it makes sense to regard workers as the centre of the workplace of the

future

The fourth keynote came from Kerstin Repolusk, from the Production Trade Unions

Warum ist es sinnvoll die
Beschaftigten als Zentrum
des Arbeitsplatzes der
Zukunft zu sehen?

Figure 32. Screenshot from keynote 5
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Interactive Session

Interactive Session 1 on, challenges in Digital Manufacturing

As the workshop was virtual due to Covid-19 restrictions, it meant we had to conduct the interactive part of
the session differently. In the case of this workshop, a shared screen on Zoom was used. In the first
discussion round, the question was asked to the whole audience how does the workplace of the future look

like?

. . — INDUSTRIE 4.0
Diskussion Frage 1
Wie sollen Arbeitsplatze der Zukunft ausschauen? In welche Richtung geht die Entwicklung?

Wer soll in die Gestaltung eingebunden werden?

Technologie fir den Menschen
und dessen Bedurfnisse
nutzen

Einbindung aller Betroffenen,
um Akzeptanz zu maximieren

Figure 33: Screenshot from the interactive part

Some of the contributions included:

Cool new look and feel is necessary

It needs more flexibility with regard to working time, internal functions and where to work
The human supervises the machine

There should be the possibility for humans to press the “stop” button

Integrate all affected people to raise acceptance

If systems are based on experiences with familiar surroundings, the acceptance tends to be higher

Key discussion points were

We have to think about how to use technology in the future and at the same time put humans
(back) in the centre. Current technologies enable processes at such velocities that humans cannot
cope with that any more; we see rising sick leaves

Employers and employees should work together for the benefit of all, co-determination proved to
be successful in the past. Before the pandemic regular meetings with organised on the shopfloor
where there was an information exchange to the different shift groups. Humans need humans! We
have to come back to an organisational culture based on trust and open communication to be able
to cope with the technology developments that take place at breath-taking speed.

There is a strong trend that humans need to adapt to new technologies. One of the participants
pointed out that also technology could support the workers and cites a use case from the
automotive industry where the chassis of the car was turned by 90 degrees so that it was not
necessary for the workers to work above their head.
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- The discussions show that we differentiate between workers and clerical workers. Workers often
do not have the time to read emails, what should | do when | have tablets, when my hands are oily.
The challenges is how digitisation can help

- Adonkey is no racehorse, we have to think about in which jobs do we want to employ or need to
employ humans? Industry workers cannot be a coding expert. Yet, we need employment for these
humans! What do | need to do that the workers feels comfortable, does he want to communicate
with others? This adds also to a certain coolness factor to work in industry.

- There is support to the discussion point that employees want to communicate to each other. There
is clear feedback from various companies that workers do not solely want to use devices like
mobile phones to exchange information, but they would like to communicate with colleagues and
exchange views, experience etc. For some of the participants this is also an expression of
appreciation. Young workers embrace these devices better that older ones.

- Another participant told that in the company he works for the average age of the workers is around
50. They have all received tablets for processing their orders. 85% of them refused to use the
tablets because they were afraid of being monitored. The solution was that in every department
someone was hominated who showed the added value of these devices, offered help, also with
regard to improving processes. This led to a rethinking of the usage of these tablets as most
workers had the impression that these devices improve their working situation.

- Technological progress needs to function in a dialogue, this addresses fears of workers and clerical
workers likewise.

- Cool shopfloor design is necessary. Human-centered design focuses on human needs. If there are
fears, communication needs that are needed but not used, we need a design process where
technology can provide solutions. Human-oriented technology design is important and can provide
solutions. This is being done too little. Human-centered design means be innovative, all together
and include them at an early stage. It is too late, when the technology is already implemented. You
get the investment back, less sick leaves, more work satisfaction, etc.

- Technology acceptance is an important aspect, many companies do not have strategies for new
workers, esp. those that are still in training

- Discuss, interact and ask raises the acceptance of technologies. If robots make mistakes and they
admit it, the trust in the system will be raised, according to a study in Salzburg. Acceptance can also
be measured.

- Trustis an important topic. If trustworthiness is imbedded in the corporate culture, it is easier to
implement new technologies because workers trust the technologies, systems and handling of
data.

- Acceptance research clearly states, if a new technology is implemented, is there a benefit the one
who uses it. Accompanying communication is extremely important. (1:42)

4.3.7 Conclusion

The workshop was a perfect opportunity to reach out to various stakeholders and spread the word about
the ConnectedFactories project and Digital Manufacturing opportunity. Furthermore, we were able to
collect valuable discussion feedback from participants.

4.3.7.1 Transferable Results
The workshop focussed on the pathway of “Human Factors” which corresponds to WP2. This is believed to
be an integral component of implementing digital tools and technologies, as technology is only as good as
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the people using it. To support findings, Manfred Tscheligi and colleagues (Austrian Institute of
Technology), Sabrina Sorko (Fachhochschule Joanneum) and Kerstin Repolusk (Trade Unions for
Production) gave their experiences and insights into some of the issues around people within his
organisation.

Following the results from the workshop, our recommendations are as follows.

Trends:

1. A close interaction between management and work councils/employees is not only necessary but
also helps introducing new technologies successfully

2. Design thinking approaches are important to address possible barriers and add to successful
technology implementations. By doing so, job profiles can also be designed taking into
consideration needs of employees at an early stage.

Needs/Barriers:
3. Create a communication culture.

4. Skills are crucial; skills came out as being one of the biggest enablers, but also one of the biggest
barriers. This emphasises why we need to focus on a skills framework to educate manufacturers on
the skills they need, where to find them, or even how to create them — from training etc...

4.3.7.2 Lessons Learnt

The workshop was a perfect opportunity to get to know the views from academia, industry and employees
associations.

Attendees were interested in intensive discussions and sharing their views.

Furthermore, there were requests for Interactive “brainstorming” sessions within the workshops. These
sessions allow attendees to share their opinions, problems and experiences. This can then foster thought-
provoking conversations and information to use as part of ConnectedFactories.

The conclusion is around the importance of gathering attendee feedback. Gathering feedback allowed the
project partners to identify where they could make improvements to their respective workshops. We
believe a more formalised structure in obtaining these would be beneficial
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4.4 Data Sharing: Best Practice Netherlands — 11/11/21, 14.0 (AT)
4.4.1 Topics Addressed in the Workshop

X
X
X
Added Value and Business Models X
Interoperability and Standardisation X
Cybersecurity
Industrial Agreement and Legal Aspects X
Humans in Manufacturing
X
Circular Economy
Human Factors
Autonomous Smart Factories
Hyperconnected Factories X
Collaborative Product-Service Factories
Data Spaces X

4.4.2 Executive Summary

Data Spaces are currently regarded as important innovation drivers for the European industry. Activities for
data exchange in value networks are being pursued in different sectors. The Catena-X network, for example,
wants to create a Data Space for the automotive industry. The EU Commission is also promoting the creation
of Data Spaces (e.g., in manufacturing). An overview of the various initiatives and implementation examples
is provided by the Data Space Radar of the International Data Spaces Association (IDSA).

The potential of Data Spaces is regularly discussed at the political and media level. However, many companies
still ask themselves the question: What advantages do Data Spaces actually bring and what does their
implementation look like in practice?

To answer this question for Austrian industry, Plattform Industrie 4.0 organised a workshop together with
the Federation of Austrian Industries as part of the “Connected Factories 2”-project, funded by the European
Union. The guest was Peter von Harten, Smart Industry Ambassador Platform Smart Industry NL, Head of Isah
Germany and expert for the SCSN. The abbreviation SCSN stands for the "Smart Connected Supplier
Network", an active data space in the Netherlands.

In his presentation and in the subsequent discussion, Mr. van Harten introduced the SCSN, went into the
background of the project, its implementation and the resulting advantages for companies.

Tool for better collaboration
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The SCSN was created in the environment of the Dutch technology company ASML. ASML builds machines
for the production of semiconductors and is an important part of the European high-tech industry. Its
products are correspondingly complex - a machine comprises more than 50,000 components. The
components are often bought in from other companies, so it is important for ASML to maintain relationships
with suppliers and with the value-added network.

In 2016, the SCSN was created as a "Fieldlab" around the central question of how cooperation within such a
value network can be improved. Fieldlabs are an initiative of the Dutch Smart Industry strategy and aim to
create industrial test and experimentation environments. In 2020, there were more than 45 such Fieldlabs in
the Netherlands, where more than 10,000 people have been able to learn how to use technology so far.

Digital and sovereign relationship management

Between the manufacturer of a product (OEM) and the producers of the raw materials required for it, there
are usually different suppliers. These are connected to each other through business relationships. The goal
of SCSN is to increase efficiency within such a supply chain in industry - with the help of the exchange of
production and process data.

Traditionally, data is exchanged between two companies via interfaces (e.g., email, FTP...) or with the help
of central platforms (e.g., via cloud computing). It can be time-consuming for companies to set up individual
interfaces for individual partners or to find a central solution that is accepted by all partners.

This is where the SCSN comes in: Based on the reference architecture model of the IDSA, a communication
standard was created that links to the already existing systems and standards in the supply chain and
connects them with each other. Through a common language (based on UBL) and building on the principle
of data sovereignty, existing software components (especially ERP systems) are interoperable connected.
This establishes the digital link within the supply chain of a product.

Efficiency increases and objectives

The SCSN enables direct data exchange between the different levels of a value network. This results in various
advantages. Enquiries can be answered more quickly, requests can be responded to more quickly. Companies
can decide for themselves which data they want to make available to whom. Sources of error can be avoided
through direct communication.

The results so far speak in favour of the Dutch approach. The SCSN has so far achieved productivity increases
of 20% within the participating value network. Meanwhile, 300 companies are already part of the initiative.
The goal of the independent foundation that administers the SCSN standard is to increase this number to
2000 companies in the coming years.

Opportunities for Austrian companies

At the end of his input, Mr. van Harten went into the possibilities of interacting with the SCSN. He concluded
by explaining to the participants what "homework" they can do today to potentially participate effectively in
activities such as the SCSN. Important here are, for example, an existing data management and its structure
as well as the Industrie 4.0 capability of the systems used (e.g., the ERP system). Experiments with digital
twins can also contribute to the necessary competence building in industrial companies.
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4.4.3 Introduction
Discussion points within the workshop as described above:

e Presentation of the "Smart Industry" programme of the Netherlands, the "Fieldabs" and the "Smart
Connected Supplier Network" (SCSN).

e Explanation of the links to IDSA, Gaia-X, digital twin.

e Open discussion on data sharing: why should we do it, what do we need for it, what is the benefit,
what is still to come, where are there concrete examples and what do they bring?

4.4.4 Workshop Organization and Preparation
The workshop was organised by the Platform Industry 4.0 Austria (PIA) together with the Federation of
Austrian Industries. Both organizations promoted the event among their communities.

The topic of data sharing is very interesting for Austrian companies as many of them are highly specialized
in their fields and would, therefore, directly profit from exchanging more information within their supplier
networks in trustworthy ways.

Examples for functioning data spaces are still quite rare in Austria, which is why collaboration with
European partners was chosen as the means of delivering the right content to the interested target group.

4.4.5 Keynote Speaker

Peter van Harten was chosen as the speaker of the event due to his extensive experience with data sharing.
He is a partner at Isah International and an expert on ERP software, which can be considered a major
component of the “digital transformation portfolio” of the Austrian industry. Therefore, companies can
relate to it.

Apart from that, Peter van Harten serves as the Smart Industry Ambassador of the Netherlands and aims to
promote European collaboration in manufacturing. The Netherlands themselves, in particular the SCSN (as
mentioned above) can be considered a European lighthouse in the area of data sharing.

1
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Peter van Harten
Smart Industry Programm International

petervan.harten@smartindustry.nl

p.vanharten@isah.com
M: +31 6 29531479

www.smartindustry.nl
www.isah.com
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Figure 34. Invitation to workshop
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4.4.6 Conclusion

Although the SCSN has a focus on the Dutch high-tech industry, the network is highly interesting for
Austrian and European companies in the area of manufacturing. The lessons learned from the SCSN, in a
technical and in an organizational setting, can be transferred to Austrian and European companies that are
interested in setting up a Data Space. This is also in the interest of the SCSN as its 300 member companies
have decided to put the Intellectual Property created into a foundation that’s accessible for European
partners as well.

The participants of the workshop received an overview on the whole topic and its implementation in the
Netherlands. Also, they were able to discuss their questions with an expert in the field.

Specifically, next steps were discussed and agreed upon:

e The Plattform Industrie 4.0 will organize a workshop with companies potentially interested in
adopting the SCSN and its software in Austria.

e The Netherlands will be the official partner country at the Summit Industry 4.0 in May 2022 in the
Viennese city hall.

Peter van Harten and the SCSN will support Austrian efforts in the area of data sharing and connect them
with their European partners.
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4.5 The MTC Digitising Manufacturing Conference 2021 —11/11/21, MTC (UK)
4.5.1 Topics Addressed in the Workshop

X
X
Added Value and Business Models X
Interoperability and Standardisation X
Cybersecurity X
Industrial Agreement and Legal Aspects
Humans in Manufacturing X
Circular Economy
Human Factors X
Autonomous Smart Factories
Hyperconnected Factories
Collaborative Product-Service Factories
Data Spaces X
X

Table 5. Topics addressed within the MTC Digitalising Manufacturing Conference and ConnectedFactories workshop. Key: Red X’s
highlight all the topics addressed at the Digitalising Manufacturing Conference 2021. Black X’s are for the subjects covered on Day
3: ‘Skills for a digital world’ of the Digitalising Manufacturing Conference 2021.

4.5.2 Executive Summary

This report outlines the results of day three of the Digitalising Manufacturing Conference 2021, this session
was being used as a larger ‘workshop’ for ConnectedFactories 2. The event was a hybrid conference (virtual
and in-person) hosted by The Manufacturing Technology Centre on the 11™ November 2021.

The specific objectives of the workshop were to:
e Promote the ConnectedFactories project and its resources to attendees who may find it of interest
and of future use.
e Discuss the subject of digital skills from both skills and company driven perspectives.
o Highlight the fractured nature of skills frameworks and infrastructure, and why this needs targeted
action.
e Support the findings of Work Packages 1-4 of ConnectedFactories 2.

All the sessions focused on digital skills, including how to identify what skills are necessary and actions that
are being taken at various levels (company, national, international). The interactive sessions highlighted:

e Communication and people management (training, feedback) were the most common digital skill
needed by organisations.
e Hybrid sessions require more time for interactive activities to support larger engagement.
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Overall, the conference day three offered (unknown number of) delegates a look at a wide range of ongoing
digital skill activities, however they did not allow as many interactions as planned. Whilst keynotes sessions
highlighted the fractures in Digital Skill support in the UK and the possible activities to resolve this, and the
ConnectedFactories 2 video was well received, the workshop did not have the same level of impact or
interactive opportunity as the MTC’s November 2020 virtual-only workshop. It is recommended that any
future sessions revert to small workshop with an invited audience, as opposed to within a hybrid
conference/expo environment.

4.5.3 Introduction

The MTC hosts an annual Digitalising Manufacturing Conference (DMC), this year’s 7" annual conference
focuses on many of the aspects and cross-cutting factors that are covered within ConnectedFactories 2. The
decision was made to hold the second workshop for ConnectedFactories 2 at the conference to enable a
wide engagement profile. This report describes the execution of the workshop (day three of the DMC) “Skills
for a Digital World”, organised by The Manufacturing Technology Centre on 11" November 2021.

Topics addressed across the whole conference (in red) and those specific to the workshop are highlighted in
black in Table 1. The Digital Skills workshop primarily focused on the human factors of what skills are needed
and the approach that will help increase the necessary skills across manufacturing. The trends, needs,
challenges and barriers of digital skills will be discussed throughout the keynote speaker sessions on the
individual, national and international level.

The specific objectives of the workshop were to:
e Promote the ConnectedFactories project and its resources to attendees who may find it of interest
and use in the future.
e Discuss the subject of digital skills from skills and company driven perspectives.
e Highlight the fractured nature of skills frameworks and infrastructure, and why this needs targeted
action.

These supported the Work Package 5 objectives which were to:
e 5.2 Organise a workshop at national level on the topics from Work Packages 1-4.
5.3 Feedback the findings to the ConnectedFactories 2 project for reporting.

Table 6. Topics addressed within the MTC Digitalising Manufacturing Conference and ConnectedFactories workshop

10:00 Welcome
10:05 Key Note: Inspiring a great Journey by Emma Wiggs

10:25 What do we mean by Digital Skills? — interactive session

10:30 Demand driven skills initiatives taking a lead from industry by Paul Shakespeare & Martin
Dury

11:00 Break (and moment of silence for Remembrance Day)

11:10 The Company Approach (incl. DRAMA & CF2) by Klaas Ardinois, Faraz Shahid & CF2 (video)

11:40 International perspective on Skills by Eurico Assuncao

11:50 Audience Check-in — interactive session

11:55 Panel session — Q&A
12:25 Conclusions and Farewell
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4.5.4 Workshop Organisation and Preparation

4,55 Keynote Speakers Session
The entire day is available to watch again on the website: Digitalising Manufacturing Conference.

4.5.5.1 Keynote Speaker 1: Emma Wiggs MBE
The first key speaker was Emma Wiggs MBE, the double Paralympic gold medal canoeist, who discussed the
transformational journey she has been on, the skills she has developed and how digital technologies enabled

her to win Gold at Tokyo 2020 Paralympic.

DIGITALISING
MANUFACTURING
CONFERENCE2021

EMMA

Transformation — Learning
from challenges to find new
approaches

Technology — Paddle
Project & the Power of Data

Skills — Mindset, what is
success?

Figure 35. Screen shot of the presentation slide used at DMC 2021

4.5.5.2  Keynote Speaker 2: Demand driven skills initiatives taking a lead from industry

Following the first interactive session, Paul Shakespeare — Leader of Gatsby Foundation at High Value
Manufacturing Catapult and Martin Dury — Head of Future Skills at the MTC, presented the demand driven
skills initiatives being used to support the development of a work force with the right skills.
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Achieving the right skills at the right time in
:{M?;‘CTt’ right place to make this impact is about far
esiient, o gs xlre
competitive more than providing training courses and
regions & sectors; programmes
sustainable, high
value jobs

Technology

How should Catapults contribute to this?


https://digitalisingmanufacturing.com/
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Figure 36. Screen shot taken from the presentation of Keynote 2

4.5.5.3 Keynote Speaker 3: The Company Approach (incl. DRAMA & CF2)

The third keynote session highlighted the company approach to adoption of digital skills beginning with a
presentation from Klaas Ardinois — CTO at CloudCall. The presentation focused on changes to the way skills
are view within the company and how these are helping get ready for the future. The discussion also

focused on the cultural impact for both technical and non-technical roles, and how this affects progression,
planning and recruitment.

ClouaCon®™

Figure 37. Screen shot from Klaas' presentation, highlighting pros and cons of CloudCall culture at present as related to digital skills
and recruiting the skills

This was then followed by Faraz Shahid — Senior Research Engineer at MTC, presenting the skills aspects of
the DRAMA project. This presentation highlighted the open knowledge sharing area for UK manufacturing

(Knowledge Hub), specialist training courses, the linking in to apprentice schemes as well and dedicated
support packages.
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Figure 38. Screen shot of the DRAMA slides presented

The final part of this section was the viewing of the ConnectFactories 2 video

(https://youtu.be/AT78aMMyS2s) this further highlighted the projects that have been undertaken to
support the introduction of digital skills into businesses.

4.5.5.4  Keynote Speaker 4: International perspective on Skills
The final speaker session focused on an international perspective, presented by Eurico Assuncao — Deputy
Director at EWF. This presentation highlighted the work the welding community have done to create

internationally recognised standards for welding qualifications and how this is being expanded to other
areas such as Additive Manufacturing.
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Figure 39. Screen shot from keynote speaker 4
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456 Interactive Sessions

4.5.6.1 Interactive Session 1 on: What do we mean by Digital Skills?

Being a hybrid event (virtual and in-person), it was decided that the Mentimeter tool would be used again
after the success in the first MTC workshop in 2020. We used Mentimeter to ask the audience questions
and view the answers in real time. The first activity was to review a definition of digital skills to build
consensus before the rest of the sessions. The following definition was proposed:

“Digital skills range from basic essential competencies that allow an individual to operate
successfully within a digital environment, such as accessing the internet, using emails and
participating in virtual calls, to competencies and capabilities for programming robotics and
coding Al systems, through to defining and managing fully integrated and connected digital
systems and identifying future technologies.

Digital skills are the foundation for any digital transformation programme. Continually upskilling
individuals is critical for any business to be competitive, safeguarding jobs and valuing employees
by enhancing existing capabilities and competencies to meet future requirements. Digital skills
allow individuals to make informed decisions on new digital technologies and realise the benefits
these technologies provide.”

The session length was 5 minutes and the maximum number of interactions during this interactive session
was 13 participants. Questions and results can be found in, Annex 1: Results from Mentimeter.

Key outcomes include:

e That individuals understanding of ‘digital skills’ is wide ranging, and in most cases linked to the idea
of being capable of using tools.

e Communication and people management (training, feedback) were the most common digital skill
needed by organisations.

e Interactive sessions for hybrid audiences are significantly more difficult to get engagement than
with wholly in-person or wholly virtual audiences. As a consequence it was not possible to get a
true reflection of the participant views. The session time may not have been long enough to
support the interactive element.

4.5.6.2 Interactive Session 2 on: Audience check-in

The second interactive session, also 5 minutes in length, also utilising Mentimeter, focused on asking the
audience about their company’s skills capabilities and what actions they would take after the conference.
This was intended to be a short self-reflective activity just before the Q&A session; it may also be used to
feed into the topics for the Q&A.

The maximum number of interactions during this interactive session was 5 participants. Questions and
results can be found in, Annex 1: Results from Mentimeter.

Key outcomes include:

e The second interactive sessions for hybrid audiences saw fewer interactions, in part due to
unstable Wi-Fi within the in-person venue. As with sessionl, the short time allowed may have
affected the number of responses from the audience.

e Of the respondents, most gave no indication of problems hiring the necessary skills or deemed the
question, not applicable.
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e Most felt that there was ‘some’ potential within their existing workforce for digital skills.

4.5.6.3 Interactive Session 3 on: Digital Skills day review (Q&A)
The final interactive session (3) was a Q&A held with many of the keynote speakers and additional guest
speakers:

e Verity Davidge — Director of Policy at Made UK.
e Rob Tabb — Policy Lead for Employment & Skills at Liverpool City Region Combined Authority.
e Riikka Virkkunen — Professor of Practice at VTT.

Questions asked during the Q&A session include:

e Going forward, how does digital skills fit with the Made in Europe funding call?
o Asked to Riikka Virkkunen.
e What could organisations/businesses do to support each other to up-skill their workforces?
o Asked to Rob Tabb.
e How can we engage with getting more females into the [digital] industry? How do we help in
education to promote digital related roles?
o Open to all panellists.
e How do we inspire the future generations?
o Open to all panellists.
e How can digital skills help solve issues like climate change? And what are programmes like MakeUK
doing to support this?
o Open to all panellist, Verity Davidge to answer the MakeUK part of the question.
e How do we encourage those who want to adopt digital skills to access the right equipment and
support needed (on an individual level)?
o Open to all panellists.
What is the hardest part of increasing digital skills?
o Open to all panellists.

One comment that kept arising was the quote from Keynote speaker 3, Klaas Ardinois, “Today’s best
practices are tomorrow’s bad ideas.”

4.5.7 Conclusion

Utilising the Digitalising Manufacturing Conference 2021 as a hybrid event allowed the opportunity to
engage a wide range people from across the UK and aboard; both to inform about ConnectedFactories 2
and to discuss the overarching Day theme (digital skills). We were able to collect a small amount of data
from the audience during the two interactive sections to understand:

e General understanding of the definition of ‘digital skills’ within the audience.
e Barriers to employing digitally skilled people.

The keynote speakers highlighted the fractured nature of digital skills within the UK and offered suggestions
to repair and make progress in this area. Additionally, the project was showcased using the
ConnectedFactories 2 video produced for Work Package 6. However, with an unverifiable number of
attendees, this method of running a workshop did not have the same level of impact of the first MTC
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workshop held in 2020. This is due in part, to allocating insufficient time for interactions with participants, a
problem not faced with a dedicated workshop.

4.5.7.1 Transferable results
With the small attendee numbers, the possible transferable results for work packages 1-4 are also limited.
The transferable results are as follows:

- Trends, needs, challenges, barriers:
o That there is need for further connected collaboration and sharing of best practice across
the manufacturing sector at all levels, within companies, on national and international scale.

o Starting engagement at a younger age (below 15 years old).

- Pathways (human factors):
o Employers are willing to look internally for digital skills, but need guidance on how to identify
the required skills.

- Skills:
o There was general agreement of the overall definition of ‘digital skills’ from the audience
when presented with a definition.
4.5.7.2  Relevant Experiences
The inherent risk of Covid-19 during the event, was a threat that may have impacted the in-person
attendance regardless of registration numbers. Conducting the event as a hybrid allowed for those unable to
attend in person to attend virtually.

Further improvements include:
e Longer time for interactive sessions during hybrid events to allow for logging on / connecting to the
interactive platform by participants prior to beginning the activities.
e Consideration of additional needs during the workshop, e.g. British Sign Language interruptor and/or
closed captions for future hybrid workshops.
Any future sessions should revert to small workshop with an invited audience, to improve attendance and
engagement.
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Digitalisation for SMEs — 12/02/2022, UNOTT (UK)

4.6.1 Topics Addressed in the Workshop

Added Value and Business Models
Interoperability and Standardisation

Cybersecurity

Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy

Human Factors

Autonomous Smart Factories
Hyperconnected Factories
Collaborative Product-Service Factories

Data Spaces

4.6.2 Executive Summary
This report describes the execution of the workshop Digitalisation for SMEs, organised as part of the
Institute for Advanced Manufacturing’s (IFAM) monthly breakfast event for local industry. The workshop
took place on the 12 of January 2022 and was a 2-hour hybrid physical / virtual event between 7:30am
and 9:30am. The workshop was organised in conjunction with IfAM, and the Aerospace: Unlocking

Potential project®® funded by the European Regional Development Fund.

CONNECTED
WACTORIES

The workshop focused on disseminating the ConnectedFactories2 project, and discussing the pathways on
Autonomous Smart Factories and Hyperconnected Factories; specifically, how they relate to SMEs which
are part of larger value chains and / or support manufacturing operations of other companies. The

presentation also discussed other ways in which SMEs can find advice on digitalisation.

The workshop was a free two-hour event hosted at the Advanced Manufacturing Building in Nottingham,
and also streamed online for a hybrid audience. The five major components of the workshop were:

1.

A keynote speech by Martin Rigley, Managing Director of Lindhurst Engineering on his company’s

digitalisation journey.

Introduction of the ConnectedFactories2 project, and the pathway concept.

Introduction of the Autonomous Smart Factory and the Hyperconnected Factories pathways, and

discussion on where companies would position themselves.

15 https://www.aerospaceup.com/
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4. Adiscussion and feedback session on the pathways, and how participants can learn from Martin’s
experience and exploit the pathways concept.
5. Discussion of other avenues by which SMEs can be supported on their digitalisation journey.

The key aims of the workshop were:

1. Dissemination of ConnectedFactories2 and the pathways to regional SMEs within the UK midlands
area.

2. Receive feedback on SMEs’ status with respect to the pathways, and where they want to go from
here.

3. Showcase a successful digitalisation case study, showing how digitalisation is not out of reach of
SMEs and is an attainable and beneficial objective.

4. Highlight the support available to companies seeking to start or continue their digitalisation
journey.

4.6.3 Introduction

This report describes the execution of the workshop: “Institute for Advanced Manufacturing — Breakfast
Event Number Three — Digitalisation for SMEs”, organised by the University of Nottingham’s Institute for
Advanced Manufacturing in conjunction with the Aerospace: Unlocking Potential project, to disseminate the
ConnectedFactories2 project to regional Small and Medium Enterprises (SMEs), and receive feedback.

The topics addressed in the workshop were primarily the Autonomous Smart Factories pathway, and the
Hyperconnected Factories pathway. Additionally, a successful SME digitalisation case study was presented.
Lastly, ways in which SMEs can seek assistance for digitalisation in their companies were discussed.

The workshop had four key objectives:

1. Dissemination of ConnectedFactories2 and the pathways to regional SMEs within the UK midlands area.

2. Receive feedback on SMEs’ status with respect to the pathways, and where they want to go from here.

3. Showcase a successful digitalisation case study, showing how digitalisation is not out of reach of SMEs
and is an attainable and beneficial objective.

4. Highlight the support available to companies seeking to start or continue their digitalisation journey.

Table 7. Agenda

Time Topic(s)

7:30 — 8:00am Arrival and registration. Refreshment and breakfast. Informal discussion with
delegates.

8:00 — 8:30am Keynote speaker - Our Digitalisation Journey by Martin Rigley, Managing Director of
Lindhurst Engineering?®.

8:30 — 9:00am Interactive hybrid presentation session - Pathways to Digitalisation of Manufacturing
by Dr Jack Chaplin.

9:00 — 9:30am Discussion session, feedback, and close of workshop.

16 https://lindhurstengineering.co.uk/
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4.6.4 Workshop Organization and Preparation

The workshop was arranged as a joint venture between the ConnectedFactories2 project (represented by
Dr. Jack C Chaplin), the Institute for Advanced Manufacturing’s business engagement team as part of the
Precision Manufacturing Centre (represented by Dr. Daniel Symes), and the Aerospace: Unlocking Potential
project (also represented by Daniel Symes).

Aerospace: UP is funded by the European Regional Development Fund (ERDF) project, which aims to
support SMEs in the aerospace supply chain in the Midlands region of the UK. The Midlands of the United
Kingdom has a rich history in aerospace manufacture and is home to a quarter of the UK’s aerospace
industry, and 3% of the global aerospace industry!’. Rolls-Royce - the world’s second-largest manufacturer
of aircraft engine — is the major driver of the regional manufacturing cluster, and supply chains into Rolls
Royce stretch across the region, from parts manufacturers to materials producers. Many of these suppliers
also supply other original equipment manufacturers (OEMs) in the UK, such as Airbus, BAE Systems, and
Boeing.

Aerospace: UP has £20M of funding to work with SMEs within this region who are part of the aerospace
supply chain. This includes the organisation of events (including the breakfast event series this workshop is
part of), placement of students and graduates in companies, and grants to support the development of new
technologies.

The workshop was organised within the existing breakfast event series to maximise engagement and
interest from the regional SMEs. The meeting is early in the morning, allowing delegates to attend and still
return to their businesses to complete a day of work — a formula which has proven successful pre-Covid.
The workshop has been delayed multiple times and wavered between fully online and fully in-person
formats. The decided approach was for a hybrid meeting, maximising the benefits of in-person attendees,
but also allowing others to join remotely.

The presentations were developed with the online polling tool PollEverywhere to enable the voices of
remote attendees to be heard and represented. Less structured discussion within the workshop was also
noted down and analysed within this report.

The workshop was promoted through several channels, including Aerospace UP’s website, social media
channels, and mailing lists.

17 https://www.midlandsaerospace.org.uk/aerospace
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Figure 40. The workshop advertised on the Aerospace UP website's event's page.
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Figure 41. The workshop advertised on the Institute for Advanced Manufacturing's Eventbrite page.
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Figure 42. The workshop advertised on the Nottingham Precision Manufacturing Centre's Twitter feed and retweeted by the IfAM

Twitter account.
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4.6.5 Keynote Speaker Session

4.6.5.1

Keynote Speaker — Martin Rigley MBE*® — CEO Lindhurst Engineering — “Our Industrial Digitalisation
Journey”.

Figure 44. Martin Rigley MBE answering questions from the audience.

4.6.5.2 Key Points

Inspiring cases are critical to getting companies started on their digitalisation journey.
Understanding what is possible, and then considering how it could be applied to their own
businesses is often the first step in the digitalisation process.

SMEs generally do not have dedicated digital staff who both make decisions about digital strategy
and implement them. C-level executives must have enough awareness of digitalisation to provide
decisions and leadership, and delegate implementation appropriately.

SMEs will not consider massive, all-encompassing digitalisation initiatives. There is neither the time
nor the money. Instead, digitalisation must start small, and provide insights quickly — typically
focusing on data collection and visualisation.

The return on investment for digitalisation can be very rapid. A single insight into working pattern
efficiency paid for Lindhurst’s entire digitalisation programme alone.

18 MBE — Member of the Most Excellent Order of the British Empire. Awarded to Martin Rigley by HRH Prince William
for services to business and innovation.
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4.6.5.3 Summary of Presentation
To maximise the ability for SMEs to attend the meeting, the workshop was kept to two hours (see section
4.6.7.2 for an explanation). As a result, it was decided a single keynote speaker was the best choice.

Martin Rigley is the Chief Executive Officer of Lindhurst Engineering, an engineering company specialising in
bespoke metal fabrication and machinery. The presentation introduced how Lindhurst Engineering started
their digitalisation journey as a company, working in collaboration with an IoT testing and measurement
company to sensorise their production facility, gather data, and improve manufacturing efficiency.

Martin emphasised the importance of engagement with research institutions and networking, as well as
presenting inspiring cases. Lindhurst Engineering’s digitalisation journey began with a session on Industry
4.0 held at the University of Nottingham in 2018, which got him thinking about the possibilities of gathering
and analysing data. A second chance meeting with DevTank (an SME provider of loT measurement
solutions) then began a collaboration to design and deploy sensing devices in their business to monitor a
wide range of aspects.

The Journey Begins

» | have worked in industrial
automation all my working
life, both at British Coal &

Lindhurst. 5
m
—~

» The catalyst for the step |
am going to talk about this
morning was the loT
sessions run by Nottingham
University in 2018
“Industrial 4.0 for
manufacturing”

The University of

Nottingham

UNITED KINGDOM - CHINA - MALAYSIA

Lindhurst

Figure 45. For many SMEs, the first step on their digitalisation journey is to be inspired.

First Steps
o We chose to monitor parameters that we
believed were important to us.
— Electricity (V, A, KWhr, KVAr, PF); Environmental & £
— Water (m3); Environmental & £
— Gas (m3); Environmental & £....coming soon!
— Noise (dB); H&S
— Light Levels (Lux); H&S & Productivity!
— Particulates In The Atmosphere (ug/m3); H&S & Env
— Humidity (%); QA
— Temperature ( C); H&S, QA, Productivity

=D T G T S
e . e - Lindhurst

Figure 46. The initial parameters measured by Lindhurst Engineering.
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Martin also emphasised how it is important to start simple and progress a digital solution in steps. The
example given was how important visualisation was to his company in identifying areas for improvement.
Rather than jumping straight to a fully featured automated system that analyses data, just making the data
visible to the user allows for insights that were previously hidden. The importance of open-source
technologies such as Grafana were discussed that allow the developers of digital solutions to rapidly create
solutions without significant cost or time investment.

Visualisation

“@ss s g HoAD — Lindhurst

Figure 47. Visualisation of the measured parameters - even without significant analysis - allowed for actional insights very rapidly.

Discussed next were the advantages of analysing their available data. They discovered that there was a
drop in productivity in the early morning shifts, and were able to correct this by changing working patterns.
This insight along paid for the entire digitalisation initiative. They analysed hot water utilisation and
discovered that not only was their hot water heater highly inefficient, but also that hot water taps were
sometimes being left on overnight. Investing in a smart water heater and push-taps solved this. They also
discovered that gas and airborne particulate level were too high during busy periods, and were able to
install better ventilation.

Finally, the topic of inter-company data sharing was discussed. The concept of the “glass factory”
implemented by AE Aerospace was discussed®®, where customers and supply chain partners can see where
in the process their components and products are. This level of openness is “scary” to a company, but
forces a company into good practises and efficient operation.

4.6.5.4 Question and Answer Session
Martin answered several questions from the crowd, with the insights summarised below.

e A question was asked about how an SME can have leadership on digitalisation, where the smaller
number of staff means those who would be responsible for implementing a digitalisation initiative
lack the authority to make the decisions and allocate resources. Martin responded that executives

19 https://www.themanufacturer.com/articles/ae-aerospace-glass-factory-window-future-production/
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in an SME must “wear many hats” and it is no longer possible for a CEO to be ignorant to
manufacturing digitalisation. Digitalisation requires strong leadership, and that starts from the top.
A question was asked about how expensive digitalisation is. The response was that digitalisation is
an investment, and rather than thinking about it as a cost, to think about it in terms of a business
case and expected return on investment. Martin discussed how the approach developed with
DevTank wasn’t a trivially small amount of money, but learning about morning productivity issues
repaid the cost of investment in just a few months.

A discussion was has on where Lindhurst could take the system further. Martin discussed how the
welfare of his employees was critical, so introducing automated response to measured
temperature, noise, particulate, and gas levels was a key step. The example given would be to start
/ stop a ventilation system automatically if particulate levels are too high, or open the doors to the
shop floor in cases of high temperature. This also has ramifications for regulatory compliance,
where the levels of particulate and the responses to it are recorded and can be used as evidence of
effective response.

Interactive Sessions

Interactive Session — Dr Jack C Chaplin — Senior Research Fellow University of Nottingham Institute
for Advanced Manufacturing - Pathways to the Digitalisation of Manufacturing

Figure 48. Dr Jack C Chaplin introducing the ConnectedFactories project to the audience both in the AMB and remotely.

4.6.6.2 Key Points

It is identified that digitalisation is important, but also difficult.
o Studies into SME digitalisation show SMEs are most interested in data capture and
visualisation solutions to understand the state of their business better.
o Studies into SME opinions of digitalisation show that it is perceived as complex and
expensive.
Digitalisation is a journey, not a leap. Each step should be guided by a business case and be
considered incrementally.
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e Guidance is available, notably the Connected Factories pathways can help understand the next step
along the journey.

e Other help — funding and information — also exists and can be used to help start and understand
the digitalisation journey.

4.6.6.3 Summary of Session
The aim of the interactive session was to:

1. Disseminate the ConnectedFactories digitalisation pathways (specifically the Hyperconnected
Factories and Autonomous Smart Factories pathways) to regional manufacturing SMEs.

2. Disseminate other methods of support SMEs can use.

3. Gather feedback and comment on the pathways, and understand the views SMEs have of
digitalisation and the challenges they face to implement digital technologies.

The interactive session of the workshop was centred around a presentation on the digitalisation challenges
faced by SMEs, and support for SMEs in their digitalisation process. Although ordinarily this data gathering
would be performed with dot-voting and note-posting, due to the hybrid nature of the session and the
need for social distancing, instead online polling was used. This was achieved with PollEverywhere, which
allowed delegates to scan a QR code and answer questions anonymously on their phone.

The session began with a discussion of studies into SME views of digitalisation. The UK government’s
Engineering and Physical Sciences Research Council-funded Digital Manufacturing on a Shoestring project®
has spent years gathering data on UK manufacturing SMEs and their views on what digital solutions are
most important. The results are that overwhelmingly SMEs want solutions that let them capture and
analyse data, rather than solutions that are more proactive. SMEs can struggle to deeply understand their
business and to make effectively make decisions, a sentiment echoed in Martin’s keynote.

SME Priorities

Solution score
15 20 25 30

Real time tracking of irternal jobs flocation, status) |1

Integrated information system between design and production operations |2

Digitised work irstructions, photos and assembly pr 13:

Capacity manitoring of human and machine resowrcas |4:

Process moritoring n perature, etc.) |S:
Customer and demand data gathering and analysis |6:

Automated of proc 17:

Categories

Predictive equipment &

Of 128 possible solutions, in the top 15:

Monitaring of lead time |9:

Digital job cards |11: . .
5: Data Analysis and Decision

Simulation of tools and processes for virtual process planning |12

Optimisation of material flow and travel within operation |13:

2: Support Systems

Digital inventory status and recondiliation | 14

_—
== ————————
_—
Automated job schedufing to human and machine resources [10:  IEEEGEG—_—_——— 8: Data Capture and Visualisation
e
——
e
—
E—— 0: Actuation

Digital cost modelling of disruptions and charges | 15:

Digital Manufacturing on a Shoestring project
¢ W UNIVERSITY OF S — Low-Cost Digital Solutions for Manufacturing SMEs: Priority Solution Areas whitepaper
o Boumnd Timmsss [llsee digtalshoesitng nt

Figure 49. Top fifteen digital solutions wanted by SMEs, as determined by the Digital Shoestring project.

20 https://www.digitalshoestring.net/
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The session then described findings that SMEs view digitalisation as both expensive and complex, and
proposed possible solutions to the expense issue — namely funding sources for digitalisation initiatives, and
lower cost digitalisation solutions. However, the remaining point was highlighted — digitalisation is
complicated, so how can the manufacturing community help with this?

The session then moved on to disseminating the Connected Factories pathways, specifically the
Hyperconnected Factories and Autonomous and Smart Factories pathways. The project and its aims were
briefly introduced, and before the pathways were detailed, the participants were asked questions on their
current levels of digitalisation in their businesses, where they would like to be in terms of digitalisation, and
the major inhibitors and potential enablers to digitalisation. Full results can be found in the appendix, but in
summary:

e The majority (85%) of participants have implemented some digitalisation in their business, with
most having applied it to data capture and visualisation applications (43%) and a small number to
data analysis and support systems?,

e The most popular area participants would like to apply digitalisation is manufacturing support
systems (43%), with data analysis in second (29%) and data capture and visualisation (21%) in
second and third place. Very few participants (7%) want to apply digital technologies that directly
impact the actuation of manufacturing processes, and all participants want to apply digital
technologies in some way.

e The number one perceived inhibitor to digital application is available funding / making a business
case for funding (40%). However, direction and digital leadership was second (20%) and is an
inhibitor for which the pathways contribute, and the data silos (13%) is covered under the
hyperconnected factories pathway.

e In keeping with the previous point, the number one potential enabler would be financial support
for digitalisation activities (27%). Relevant to the pathways, improved leadership (13%), direction
and guidance (13%) and unbiased specific advice (7%) were also popular.

Pathways as a general concept were discussed, emphasising their importance as a guide for digitalisation,
and that digitalisation is a journey and not a single leap. This workshop focused on the hyperconnected
factories and autonomous and smart factories pathways. The importance of the cross-cutting factors and
the cases and examples were described, followed by a more detailed walkthrough of each of the two
pathways. The other pathways (complete and in development) were also briefly discussed.

The session closed with a discussion on other sources of information and support. Specifically:
e The Connected Factories?? website, as a general hub of information about digitalisation in
manufacturing.
e The EFFRA portal® specifically, as a hub of information on cross-cutting factors, standards, and
inspiring cases.

21 Classifications of digital technologies taken from Low cost digital solutions for Manufacturing SMEs: A Catalogue of
Digital Solution Areas by Benjamin Schonful® et al, Digital Shoestring project.

22 www.connectedfactories.eu

2 portal.effra.eu
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The Digital Manufacturing on a Shoestring? project, a UK-based project focusing on low-cost
automation solutions for SMEs, which offers support for SMEs to begin their digitalisation journey
with low cost, low skill, and low risk approached.

The Digital Manufacturing Training training course and e-book (Digit-T2%), which offers an open-
source, free high-level overview of digital manufacturing concepts for SMEs. This material is
available in English, Spanish, and Italian, and was funded by the Erasmus+ Programme of the
European Union.

Question and Answer Session

Jack answered several questions from the crowd and facilitated a discussion between the participants both
physically at the event and attending online. The insights are summarised below.

It was commented that the titles “Hyperconnected Factories” and “Autonomous and Smart
Factories” may be too elaborate, particularly for SMEs. The content of the pathways is fine, but the
titles might be better changed to “Connected Factories” and “Smart Factories” respectively.

The majority of the discussion time was devoted to the difficulty of producing business cases for
digitalisation. The pathways pose an excellent opportunity for an SME to break down their
digitalisation journey into smaller steps rather than large leaps, but each step still requires a
business case, and there is little guidance (in general, not specifically Connected Factories) on how
this can be done.

Following on from a similar discussion after Martin’s presentation, a debate was had as to if the
“cost” of a digital solution is the correct term. Digitalisation was discussed in terms of monetary
cost and time cost. However, even a high-cost solution may still be the best choice of a business
case can be developed for it.

Related to business cases, the importance of inspiration and demonstration was discussed.
Martin’s presentation on digitalisation at Lindhurst mentioned that their digitalisation journey
began with a presentation at the University of Nottingham on Industry 4.0. SMEs do not have much
time or money to invest in digitalisation when the benefit is unclear. Clear examples of how
digitalisation has been successful and measured benefits of the implementation would significantly
increase uptake of digitalisation technologies.

The pathways are focused on manufacturers of products, which is correct. However, many of the
businesses in attendance were manufacturing support services e.g., software providers and
consultancy services. Are there digitalisation pathways for manufacturing-adjacent companies?
This was left as an open question.

The importance of SMEs collaborating and communicating was brought up. SMEs often established
as suppliers to a common OEM (In the UK’s Midlands, this would be Rolls Royce for example), and
are physically co-located to facilitate supply to each other. However, SMEs often do not effectively
communicate, and do not effectively share expertise. As digitalisation becomes more important,
the ability for SMEs to share experiences and expertise in digitalisation becomes increasingly
important.

Standards were discussed as critically important —an SME is often unwilling to take a chance on a
proprietary technology standard that would lock them in to a vendor or approach. There is a view

2 www.digitalshoestring.net

% https://www.digit-t.eu/
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that digital solutions are “short term” whereas SMEs expect purchases solutions to last for longer
durations than larger companies. Conformity to established common standards is critical for
adoption.

e lastly, a reflection on outreach and engagement with SMEs. The SMEs in the interactive session are
probably in the top 10% of informed SMEs, in that they know about digitalisation initiatives and are
aware of support offered by Universities and European Projects. How can we effectively
disseminate the Connected Factories pathways to the 90% of SMEs who do not know about
common hubs of information?

4.6.7 Conclusion
Overall, the workshop was considered successful. The outputs of the workshop offer an interesting and
useful insight into the views of SMEs on the subject of digitalisation, and the results are summarised below.

4.6.7.1 Transferable results
Transferable results from the workshop are listed here under common headings.

e Trends

O

All SMEs understand the importance of digitalisation, but in many cases the scope of
digitalisation is too big. It’s easy to focus on the state-of-the-art digital technologies, but for
many (possibly most) companies, focusing on the fundamentals is more important.

Environmental data (as opposed to process data) is increasingly important to help
companies meet their regulatory targets around energy use, emissions, and noise. This is
often missed from manufacturing digitalisation discussions.

e Barriers

O

For SMEs, leadership and guidance is critically important. The C-level executives of a
company will have many responsibilities, and understanding digitalisation is a critical pre-
requisite for effective implementation of digital solutions in a business.

The gathered data showed very clearly that access to funding and creating business models
is the largest hurdle for SME digitalisation. Many digitalisation technologies have benefits
which are hard to quantify, which makes business cases difficult.

e Standardisation

O

SMEs are wary of digitalisation solutions that involve buying into proprietary or non-
standard frameworks. They often lack the skills or financial resources to be able to
transition from one standard to another. Open, commonly adopted standards are seen as
extremely valuable.

Conversely, SME technology providers are incentivised to conform to open interoperable
standards to encourage adoption of their technologies, as SME technology providers are
perceived as “less stable” than larger companies, and at risk of going out of business.

e Pathways

O

Pathways were perceived as extremely useful and interesting tools, and their application to
the challenges of creating business cases was particularly emphasized.
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o SMEs will often focus on the lower levels of a pathway, and thus the names of some
pathways may actually exclude them from consideration by SMEs. An SME wants a
“connected factory”, not a “hyperconnected factory” (nor do they know that
hyperconnected means) for example.

o The draft cybersecurity pathway attracted a lot of attention, and inquiries about when a
finalised version was expected.

e (Cases

o The importance of inspiring cases and examples cannot be emphasised enough, with
Martin’s digitalisation journey presentation clearly showing the impact an inspiring case or
example can have.

o SMEs are also wary of digitalisation without existing proven implementations they can
understand and relate to their own business.

4.6.7.2 Relevant Experiences

The workshop was the first hybrid workshop run by the organisers since the original Covid lockdowns, and
thus some experience on how workshops can be run in the Covid era was gained. These points are
discussed below:

Hybrid events are likely to be the standard for the coming year, possibly beyond. Some delegates much
prefer to attend workshops in person, others are less willing to attend meetings with large groups of
people even with appropriate Covid measures in place. Hybrid events have their own challenges
however:

O

Hybrid events cannot have physical interactive elements (e.g., white board, post-its, dot-voting
etc) due to the inability for remote delegates to participate.

Digital interactive elements must be carefully considered — unless specified, physical attendees
may not have laptops with them. Digital interactive elements must be achievable with a smart
phone.

Polling software such as Kahoot, Mentimeter, and PollEverywhere are good choices for this
challenge. QR codes and URLs for accessing the response forms were included on the slides and
also printed on pieces of paper for physical attendees to save on typing.

Be mindful of limitations of free accounts for the above software. Mentimeter only allows the
creation of four polls with the free account. PollEverywhere allows 40 responses per poll — fine
for single answer questions, but multiple response questions (e.g., top three barriers...) will
rapidly reach the limit.

Ensure venues are large enough to accommodate a spaced audience to comply with social
distancing.

When presenting, use of two monitors is encouraged. One for presenter view of the presentation and /
or live updated of polling information, and one to monitor the remote participants, to ensure any chat
messages or hands raised are not missed.

Workshops aimed at the manufacturing sector may not only attract manufacturers. Particularly in the
SME range there are a wide variety of companies which do not directly manufacture goods, but which
are interested in digitalisation of manufacturing, including equipment vendors, software solution
providers, consultancy services, waste and recycling management, and local government.



Organisation of national/regional sessions and CONNECTED

D54 . . .
associated reports - Second iteration

e SMEs will struggle to allocate large blocks of working time to attend meetings, workshops, and even
training. This workshop was organised to begin at 7:30am and end at 9:30am to enable attendees to
return to their businesses and still complete a full day of work. This is a significantly better approach for
attracting SME delegates than a traditional 9am — 12 noon meeting patterns.

For physical meetings, small gestures such as complimentary pens, notebooks, and catering go a long way
to improving perception, especially for repeating events. Many delegates cited (only half joking) that the
provided bacon sandwiches were one of the primary reasons to attend.
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4.7 Circular Economy Pathway related to co-creating sustainable offerings in new value-
networks —09/02/22, IVF (SE)

4.7.1 Topics Addressed in the Workshop.

Added Value and Business Models X

Interoperability and Standardisation

Cybersecurity

Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy X
Human Factors

Autonomous Smart Factories

Hyperconnected Factories

Collaborative Product-Service Factories (x)

Data Spaces

4.7.2 Executive Summary

The workshop was organised on 9 February 2022 as an online workshop with duration of 4+1 hours. The
agenda included introduction to C2 and pathways, a keynote presentation, workshopping and (as an extra
hour) idea generation for joint research projects. The invitation was sent directly to selected company
representatives. 15 participants registered, mostly from industry SME: s but also, large companies and
academia.

The main objective was to collect feedback to the Circular Economy Pathway developed in CF2. In addition,
the workshop aimed to form a peer assist network and research projects under the theme “new value
networks for co-creation of new sustainable (e.g. circular offerings”.

Main results from the workshop were that the CEP in mostly was understandable but could benefit from
taking consideration of the phenomena that CE is not created in the individual company. Life cycle
perspectives could be a better way to deal with this.

As a whole, CEP may also need to be clarified and synchronized with other frameworks for sustainable
transition such as the Paris Agreement?®,

The collaboration that strengthens both the transition in individual companies and the creation of new
sustainable (circular) offerings in new value-creating networks (eco-systems) will continue through several

26 https://unfccc.int/sites/default/files/resource/parisagreement_publication.pdf
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activities, for example by arranging workshops for innovative co-creation as well as in research projects and
the national programme “Omestallningslyftet”.

4.7.3 Introduction
The Swedish National/Regional workshop discussed "What is required to succeed in the transition towards a
circular economy?”

Main objective of Swedish workshop was to collect feedback from Swedish industry, especially from SME:s,
to the Circular Economy Pathway developed in CF2. In addition, the workshop aimed to form a peer assist
network and research projects under the theme “new value networks for co-creation of new sustainable (e.g.
circular) offerings”.

Keynote speak (including interactive sessions) and workshop where held on-line using Zoom and digital tools

as Mentimeter and Mural, where used to collect input.

The full agenda is below and included introduction to C2 and pathways, a keynote presentation,
workshopping and (as an extra hour) idea generation for joint research projects.

Professor Johan Frishammar from the University of Technology, Lulea gave the keynote speech (described
below) and also participated in the Interactive session 4.

Main results from the workshop were that the CEP in mostly was understandable but could benefit from
taking consideration of the phenomena that CE is not created in the individual company. Life cycle
perspectives could be a better way to deal with this.

As a whole, CEP may also need to be clarified and synchronized with other frameworks for sustainable
transition such as the Paris Agreement.

The collaboration that strengthens both the transition in individual companies and the creation of new
sustainable (circular) offerings in new value-creating networks (eco-systems) will continue through several
activities, for example by arranging workshops for innovative co-creation as well as in research projects.

There will also be further collaboration in the programme “Omstallningslyftet” with the goal to accelerate
the climate transition and make it easier for companies and individuals to conduct competitive activities
compatible with climate goals.

The initiative, which goes by the name "Omstallningslyftet", is a result of the Government's collaboration
programme Business Climate Transition. The work began in 2020 through an initiative by IF Metall and the
Swedish Society for Nature Conservation in consultation with RISE and Fossil-free Sweden. The project is
run by RISE together with Sweden's incubators and science parks (SISP), the Swedish Energy Agency,
industrial development centers (IUC) and IVL Swedish Environmental Research Institute.

4.7.4 Workshop Organization and Preparation
Table 8. Agenda

12:45 Registration and Access to Workshop (Zoom), Mural and Mentimeter

13.00 Welcome

13.05 Introduction ConnectedFactories2 and the video

13.15 Introduction Pathways CE & PSS

13.30 Keynote: ” What is required to succeed in the transition towards a circular economy?”
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Including discussions and Mentimeter questions

14.30 Workshop CE Pathway & PSS Pathway

16.00 Conclusions and discussions

17.00 Brainstorm, planning for research-project and mingle

18.00 Action list and Farewell
Invitation was sent directly to selected company representatives. 15 participants registered, mostly from
industry SME: s but also, large companies and academia. The table of participants is above. Compared to
the number of invited company representatives the number of participants was rather small, but all
participants were active and interested in topics.

The workshop was originally planned as a face-face meeting in 2021 but due to the uncertain conditions

under the Covid 19 pandemic the workshop was postponed and was eventually the organised the 9"

February 2022 as an online workshop with duration of 4+1 hours.

4.7.5 Keynote Speaker Session
The Keynote Speaker Session where highly integrated with the interactive sessions.

Keynote speaker was Johan Frishammar, Professor at Lulea University of Technology and Stockholm School
of Economics. He is an innovation researcher, and his works is mostly with large companies.

Johan presented his research in circular business models, ecosystem of collaborating actors, what needs to
change as one moves towards an increased degree of circularity as well as challenges and opportunities to
meet.

Learning goals for the keynote speaker session:

Describe and define what a circular business model is

Give examples of different types of circular business models

Describe how the different components of the pathway figure (e.g. products, processes, partnerships)
need to change as companies move towards an increased degree of circularity in their business models
Describe and define what an ecosystem of collaborative actors is and why it is important for circular
business models

Provide examples of key opportunities and barriers in the transition to circular business models and a
circular economy

The main messages from Johan’s research presented was:

“What is required for companies to succeed in the transition to a circular economy?”

For companies requires a shift in mental thought models: from "my company" to "our ecosystem"

New types of collaborations outside the traditional value chain are needed: Recycling, upgrading, etc.
New Types of Skills & Abilities: Innovation Management within Companies vs. Between Companies
Create consensus & sync incentives in ecosystems centrally

Circularity is not 0 or 1: All companies can take steps towards increased circularity and improved resource
efficiency

New types of customer relationships: from transaction to relationship

Digital technologies as enablers for increased sustainability
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To start with, Johan gave a short background description about:

e Global warming, one of many sustainability related problems.

e Stricter environmental legislation and development of strategy papers to enable industry to transition to
a sustainable approach —roadmaps, etc. national strategies on batteries and hydrogen — key technologies
for the transition

e Circular economy: a framework for thinking about this in general terms

o Leasing, reusing and repairing products

o Ellen McCarthy Foundation

o Central idea: resource efficiency — doing more with less resources — optimizing production and
consumption

e  The CF2 CE Pathway matrix takes the individual company as a starting point and gives preliminary
answers to being able to go from the linear to the circular — out on the left you will find what you expect
to find

e Networks, digital ecosystems and new types of partners. The Pathway captures an event and gives a fair
picture of what is required for the transition.

Then there was an Interactive session (1) (see Subsection 4.7.6.1, Interactive Sessions, below) with
Mentimeter on the question; "What does it take for a company to be able to transition from a linear to a
circular economy?"

Followed by Johan’s research about the transformation of business model.

Mitt svar: Transformation av ett foretags affarsmodell (fran
Frishammar & Parida, 2019, California Management Review)

TABLE 3. A Framework for Circular Business Model Transformation.

‘sebicled customencustomer segments

i busness model alements on the npée bottam kne.
= Evalafe rovenue and costs associafed with each
‘business mods slement

= Reconfigure ecosysiem colisboration
Large scafe rollout and continucus business mose
adjusimert

= Ongaing lsaming and adjustments
= Addidional changes within and across hey businass
modsi dimensues

A LULEA
At mavkat EKNISKA
UNIVERSITET

ETSITTITTSTRTICTE .| .

Figure 50. Framework for Circular Business Model Transformation

A short discussion of “which customers do we have and do we get “trapped” in their opinions?”
It is important to also listen to new/potential customers.
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Johan continued his presentation about What is a CBM, different types of CBM:s and gave some examples
of CBM:s in ecosystems.

What is a circular business model? Create, deliver value to customer and capture value for one's own
company, Dual value proposition: good for the environment but also making money.

Different types of circular business models. Not always a law of nature to go from the linear to the circular.
Business models for increased circularity. To increase the elements of circularity.

Examples from industry: Scania, Komatsu Forest, Sandvik, Metso, My Epiroc, Volvo CE. Available initiatives
in all large industrial enterprises. The normal thing is to have parallel business models.

Digital technologies function as enablers for increased sustainability. When industrial companies can do it
smarter, they can much better predict the need for maintenance and optimize fuel consumption.

Then another Interactive session (2) (see Subsection 4.7.6.2, Interactive Sessions, below) with Mentimeter
on the question; " What do you think/think is most challenging when a company should transform its
business model with increased elements of circularity?"

Johan made an interpretation of CF2's pathway where he divided and related to his research
*  Product — what entities are created.
* Process, platform, people, partnership — how to create and deliver value.
*  Performance — how to measure and capture value

Four key challenges for moving from left to right in CEP/Framework for Circular Business Model
Transformation:

¢ From product sales to advanced service contracts: leases and contracts for transportation: the service
paradox in case of increased servizitation and it costs money but not revenue all at once,

¢ from linear value chains to collaboration in ecosystems: difficult to find new partners: Recycling actors are
moving towards a much more strategic role, new type of player that fills a very important role for many
business models.

e from value in transaction to value in use: the value lies in the transaction, value in use but arises in the
use situation and add additional services,

e from measuring internal product outcomes to measuring holistic system outcomes and changing revenue
models

Then the participants shared their experiences and thoughts related to the question; “What challenges will
we as a company encounter during the journey from step 1 to 5 in the CEP?” (see Subsection 4.7.6.3,
Interactive Sessions, below). After a break the participants and Johan joined the workshop focused on CEP
see Subsection 4.7.6.4, Interactive Sessions, below.



Organisation of national/regional sessions and CONNECTED

D54 . ) .
associated reports - Second iteration

4.7.6 Interactive Sessions

4.7.6.1 Interactive session 1
Interactive session 1 with Mentimeter on the question; "What does it take for a company to be able to

transition from a linear to a circular economy?"

Vad krévs for att ett foretag ska kunna stélla om frén en ot
linjar till en cirkular ekonomi?
Samarbete Incitament Forstaelse for grundfrégan
Kunna - struktur Kulturférandring i foretaget. Att gé Att det prioriteras pd ledningsniva,
ifrain ett linjart tnkade och att det som kan sprida vidare neddt

inte @r "som forr",

Gott samarbete med dvriga i cirkeln
runt Vilja - incitament

Vilja till foréindring

Figure 51. Mentimeter poll results to the question: "What does it take for a company to be able to transition from a linear to a
circular economy?"

In English:

Cooperation, incentives, understanding of the basic issue, being able to — structure, cultural changes in the
company, moving away from a linear thinking and that it is not "like before", that it is prioritized at
management level that can spread further downwards, good cooperation with others in the circle around,
willingness to change, willingness to incentivize

Dialogue:
A way of relating to it is needed.

Be able to interact with different suppliers and customers and have insight into what we are talking about.
Circular economy may be what is entirely, but connected factories are more focused.

Transformation of a company's business model is important.

4.7.6.2 Interactive session 2
Then there was another Interactive session (2) with Mentimeter on the question; "What do you think/think
is most challenging when a company should transform its business model with increased elements of

circularity ?"
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Vad tror/tycker du ér mest utmanande ndr ett féretag ska ~ “Veme=
transformera sin affarsmodell mot 6kade inslag av

cirkuldritet?
Dialog med sina kunder och Delning intéikt och kostnad i Gamla kvarliggande strukturer.
leverantérer ekosystemet Ledare som dr skolade i hur saker
"gjordes forr"
Kundacceptans Tanka om helt! Visionen. Att véga
fraga sig vilka produkter/vérden Hitta samma eller béttre [dnsamhet.
framtiden behodver Lattare om tvang tex halsokrav men
Det an vara svért att kommaigéng annars?

utan en bra grund
Att skapa en fardplan for
transformation, s& att féretaget nojer Hitta ratt aktiviteter .
sig med “atervinning”

Figure 52. Mentimeter poll results to the question: "What do you think/think is most challenging when a company should transform
its business model with increased elements of circularity?"

In English:

Dialogue with their customers and suppliers, sharing revenue and cost in the ecosystem, old remaining
structures (leaders who are schooled in how things were done in the past), customer acceptance, think
completely different! The vision, to dare to ask what products / values the future needs, find the same or
better profitability. Easier about coercion e.g. health requirements, it can be difficult to get started without
a good foundation, to create a roadmap for transformation so that the company settles for recycling, find
the right activities.

Vad tror/tycker du ér mest utmanande ndr ett féretag ska Ve
transformera sin affarsmodell mot 6kade inslag av

cirkuldritet?
ROI:t mycket svart att rékna pd, Vaga vdlja vagar som kostar mer én
eftersom kostnaderna riskerar att inte dagens ldsningar
synas
Figure 53. Mentimeter poll results to the question
In English:

ROI very hard to calculate due to the costs are hard to se

Dare to choose roads that are more expensive than today’s solutions
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4.7.6.3 Interactive session 3

Dialogue around the question;
“What challenges will we as a company encounter during the journey from 1-5 in the CEP?"

Discussion ended up in a dead end (reuse actor and recycling actor) “no one wanted to back down on
current power, revenue or position, how then to get from the value chain to the ecosystem?

“It is difficult to find new partners, has contacts but not the right features. Comment? Difficult to find the
right part of the recipient organization, today we often get in touch through various projects.

You must be able to have several different business models, vigilant in profitability when changing business
models, have started your own haulage company and logistics company to be able to sell your own
products.

Digitalization, sustainability, and circularity: circular business models are narrower and moves in the
borderland of ecological, economic sustainability, it is important to point out that the difference exists.

4.7.6.4 Interactive session 4
The objective of interactive session 4 was to collect feedback on the CEP from Swedish industry and
contribute with these to influence the design and application of CEP.

We also wanted to hhighlight the possibilities of the CF2 Pathways in the EFFRA-portal.
The participants were asked to reflect on the headings (horizontal and vertical) in CEP with the questions:

“Can we live with these rubrics so that we can put in (in the portal) our research results, cases and lessons
learned? “

“Should the headlines be called something else?”
“Other ways to detail the structure?”
We also had the ambition to start a discussion about joint projects and activities

Feedback was gathered in a Mural board and notes from dialogues, which were held both in pairs and
throughout the group.
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Figure 54. MURAL board for the fourth interactive session

The feedback highlighted:

* The CEP levels are described good enough

* Levels 1-5 need to be better defined, especially step 5 must be fully definable in relation to the

Paris Agreement.
¢ Has to be measurable

+  Product; goods, services, and combinations of these or just hardware?

+ Avalue chain perspective could be better
«  Explain EU Green Deal

¢  We miss the target; circular economy is not created in a company but in ecosystems/networks. The

pathway needs to reflect this.
¢ Alifecycle perspective would be better

Facilitators: Barbro Lagerholm and Maria Landqvist, RISE AB.

4.7.7 Conclusion

Conclusion, an overview of the transferable results and description of the engagement strategy after the

workshop is summarized in this section.

The workshop and interviews aim were to collect feedback to the CE and PSS pathways developed in CF2

and the following observations were identified and discussed.
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Main results from the workshop were that the CEP in mostly was understandable but could benefit from
taking consideration of the phenomena that CE is not created in the individual company.

Most participants noted that CE is not created by or in an individual company, it requires collaboration in
ecosystem, value-creating networks. CEP should reflect this.

* Life cycle or value chain perspective would be easier to apply to, instead of as now product
perspective.

* Radical innovation is needed. A completely rethink is needed to create new circular offerings
together

* The transition should be based on customer and consumer requirements

* Investments made in stages 1-3 can hinder progress towards 405

* As a whole, CEP may also need to be clarified and synchronized with other frameworks for
sustainable transition such as the Paris Agreement.

In addition to the feedback on pathways, the participating organisations learned about challenges, barriers
business models and examples from other actors in the context of circular economy.

The transition to circular business models and product-service systems in Swedish industry continues in
diverse national networks and communities. In particular, the national “Omstallningslyftet” with the goal to
accelerate the climate transition and make it easier for companies and individuals to conduct competitive
activities compatible with climate goals.

4.7.7.1  Relevant Experiences
Experiences obtained during the organization, execution, and analysis of the workshop

It is easier and more efficient to arrange an on-line workshop than a physical event. Participants from all over
the country can easily gather. However, registrations came in late, and someone did not show up even
though they have signed up. The now great habit of arranging and attending meetings on-line has also
brought with it some lack of meeting discipline. Several participants have acquired a habit of coming and
going in the meeting (e.g. for taking a phone call) which does not favor continuity and flow in the meeting.

Discussions and idea generation work well on-line. Breakout rooms are easy to manage and allow for
discussions in smaller groups. Icebreaker exercise at the beginning contributes to informal mood. When
conversations and discussions become dynamic and engaged, however, it is a challenge to document.
Participants often forget to write those sticky-notes when they are engaged.

We therefore supplemented with a few short interviews a while after the workshop. It was a good idea to
have follow-up conversations "one on one" and to capture opportunities for continued work. Just talking
challenges doesn't inspire experimentation.Vi kompletterade darfor med nagra korta intervjuer ett tag efter
workshoppen.

Bra att ha uppfoljande samtal “one on one” (intervju) och att fanga upp mdjligheter till fortsatt arbete.

Att bara prata utmaningar inspirerar inte till experimenterande.
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4.8 Safety and Health at Work —22/02/2022, 14.0 (AT)
4.8.1 Topics Addressed in the Workshop

X
X
X
Added Value and Business Models
Interoperability and Standardisation
Cybersecurity
Industrial Agreement and Legal Aspects
Humans in Manufacturing X
Circular Economy
Human Factors X
Autonomous Smart Factories
Hyperconnected Factories
Collaborative Product-Service Factories X
Data Spaces
X

4.8.2 Executive Summary

Shortage of skilled workers, shorter delivery times, legal requirements, environmental protection and
increasing workloads lead us to the questions of how long employees can endure this and how companies
should deal with it. This led to considerations of a repositioning and the term Industry 5.0 was mentioned
more and more frequently.

Sabrina Sorko, FH Joanneum, explained that the term does not only stand for focusing on efficiency, but also
on society and the environment. On the part of the European Commission, there is a concept for Industry 5.0
with three core areas: Human Centricity, Circular Production Models and Creating Resilient Value Chains.

As Sabrina Sorko clarified, Industry 5.0 is not a technological development and not a revolution, but the
consideration of how to deal with the possibilities of Industry 4.0 in a meaningful and sustainability-oriented
way. These approaches can already be found in industry, for example the use of collaborative robotics to
support employees during stressful movements.

Tanja Zigart, TU Vienna, presented the results of the industry panel "Made in Austria: Production Work in
Austria 2021" of the TU Vienna. According to the results, the importance of human labour is still considered
very high. The use of assistance systems/cobots has increased in industry and the reasons given are the
increase in economic efficiency and improvement of working conditions for employees.
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Physical assistance systems include exoskeletons, which serve as an external support structure for
movements or holding positions. Sandra Siedl, Johannes Keppler University, distinguishes between active
and passive assistance systems. Active assistance systems support the user's movements by supplying
external energy, i.e. electric motors. Passive assistance systems use mechanical components, such as spring
forces or cable pulls, to redirect kinetic energy and relieve joints. Together with University of Technology in
Graz, the Johannes Keppler University has investigated the users' perception of strain as part of a project.
They asked themselves what is necessary for employees to want to use these systems at the workplace and
what effects arise for employees when they use the systems.

Patrick Bauer, Production Trade Union, presented the project Augmented Reality (AR) Applications in
Production, which was funded by the AK Digitalisation Fund. In this project, in which the Austrian Institute of
Technology (AIT) and Magna Powertrain were involved, AR headsets were evaluated from different
perspectives. Psychological workload and work requirements, ergonomics with regard to muscle strain,
occupational safety and user-friendliness were taken into account.

4.8.3 Introduction
Table 9: Agenda

09:30 Beginning
09:45 Sabrina Sorko, FH Joanneum - Keynote Industry 5.0
10:30 Tanja Zigart, Technical University Vienna - Digital Assistance Systems

11:00 Sandra Siedl, Johannes Keppler University - Exoskeleton

11:30 Patrick Bauer, Production Trade Union — Project Augmented Reality in Production
12:00 Discussion

12:30 Conclusions and Farewell

4.8.4 Workshop Organization and Preparation

The workshop was organised by the Platform Industry 4.0 Austria (PIA). The database of PIA was used to
promote the event. PIA has a focus on human-centred aspects since the very beginning of its activities in
2015 thus the interest in this topic is great and PIA is able to reach the right target group. The workshop
language was German language.

4.8.5 Keynote Speakers Session
4.8.5.1 Keynote Speaker 1

Table 10. Example table in Keynote Speaker Session 1

Column 1 Column 2 Column 3
Human Centricity Circular Production | Creating Resilient Value
Models Chains
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Figure 55 Screenshot of the presentation by Sabrina Sorko

Sabrina Sorko highlights in her presentation that companies find it increasingly difficult to attract highly
qualified talent. She thus claims that the concept of Industry 5.0 is a necessary correction. As Sabrina Sorko
clarified, Industry 5.0 is not a technological development and not a revolution, but the consideration of how
to deal with the possibilities of Industry 4.0 in a meaningful and sustainability-oriented way.

Increased demands on corporate reaction times and a persistent and growing shortage of

of skilled workers in the industry is an ever increasing problem. Inclusion is one means of tackling this
challenge.

Some companies understand the concept of 15.0 as a matter of course

and already fulfil some of the requirements proclaimed there. For others, the European Commission's
statements are an appeal to become aware of their social responsibility:

It is not a question of completely foregoing profits, but rather of

diversity in the company, the health of the workforce and sustainable

management. To achieve this, the principles must be anchored throughout the company

from the vision, mission and guiding principles to the corporate strategies and the

operational business.

4.8.5.2 Keynote Speaker 2

The second keynote was presented by Dr. Tanja Zigart from the Institute of Management Sciences of the
University of Technology Vienna. She presented the results of an industry panel about production work in

Austria in 2021.
FECHN]SCHE INSTITUT FOR
UNIVERSITAT
o2 MANAGEMENT-
ViennajAustria WISSENSCHAFTEN

Industrielle Assistenzsysteme &
Ergebnisse Industriepanel »Made in Austria:
Produktionsarbeit in Osterreich 2021«

Dipl-ing

Tanja Zigart
TU Wien — Institut fur
BMK-Stiftungsprofessur fur Industrie 4.0

Workshop Industrie 5.0 - Sicherheit und Gesundheit am Arbeitsplatz
Virtuell | 21. Februar 2022

Figure 56: Screenshot of the presentation by Tanja Zigart

The panel had three rounds of questions since 2019 and consists of 103 people from the management level
(top management). Overall there were 25 questions. A few highlights:

- 89% state that the number of variants in production still grow
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The range of fluctuation in staff-side capacity requirements remains almost unchanged over the last

three years
The trend towards shortening delivery times is decreasing somewhat.

As a reaction to COVID one question was about supply chains. 20% increased their stock, 58% had
more and smaller suppliers, 52% increased connectivity for higher transparency and 30% focused on

regional suppliers

The importance of human labour in production continues to be rated as high or very high by 97% of

respondents.

The second part of the presentation dealt with assistance systems:

Assistenzsysteme in der Produktion
Kognitive und physische Assistenz

Kollaborations

o Bl

Aktive

Exoskelette

Digitale Werkerassistenzsysteme fahige Roboter Exoskelette
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Tablet, Augmented Augmented Spatial Virtual Reality
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Figure 57: Screenshot of the presentation by Tanja Zigart

The use of cobots was analysed, almost 30% use cobots in some applications whereas still 43% do

not plan to use cobots at all.

87% of all company asked use digital assistance systems, an increase of 4,7 % from 2020 to 2021.

These are the assistance systems used:

Ergebnisse des Industriepanels
Digitale Assistenzsysteme

Welche digitalen Assistenzsysteme haben Sie im Einsatz?

2% 1%

\—_

.. /

92,2% 15,6%
Projektionsbasiert (SAR)

Bildschirmbasiert

71,4%
Mobile Systeme

23,4%
ARIVR

Figure 58: Screenshot by the presentation of Tanja Zigart



Organisation of national/regional sessions and CONNECTED

D54 . ) .
associated reports - Second iteration

4.8.5.3 Keynote Speaker 3

The third keynote was presented by Sandra Maria Siedl who works a t the LIT Robopsychology Lab of the
University of Linz. Her keynote was about industrial exoskeletons being used as assistance systems in the
workplace.

Industrielle Exoskelette als
Assistenzsystem am Arbeitsplatz

21. Februar 2022, Sandra Maria Siedl, BA MA
LIT Robopsychology Lab, Linz Institute of Technology, Johannes Kepler Universitat Linz

IXUSETTS, I e

Figure 59: Screenshot of the presentation by Sandra Maria Siedl

She talked about exoskeletons as “new” assistance systems; exoskeletons are mobile body-supported
structures for the physical support of specific body regions. They originally come from rehabilitation and are
driven by military developments. There are several differentiation possibilities:

- Mechanisms of action (Mode of actuation)

- Component properties (Soft vs. Rigid)

- Supported body region and

- Field of application (military, medical, industrial, entertainment, etc.)
- Passive or active exoskeletons

The following pictures show various application:

Vielfalt der Exoskelette

al

LINZ INSTITUTE ur
J¥Y U 6F%etinoioey J ¥ U L

Figure 60: Screenshot of the presentation by Sandra Maria Sied/
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Ms. Siedl presented a categorisation of assembly assistance systems with three sub-categories:

- Perceptual assistance (information uptake, perception)
- Decision assistance (cognition, acting)
- Execution assistance

The acceptance of exoskeletons is higher, if the following points are met:

- Relevant to work (applicability, physical strain at the workplace)

- Personally relevant (Health, well-being)

- Effective (visibility of results)

- Not impairing performance (Maintenance of flexibility, speed, safety at work)
- Usable without effort

- Comfortable to wear (hygiene, pressure points)

Then Ms Sied| presented some concrete use cases from industry.

4.8.5.4 Keynote Speaker 4
Patrick Bauer, Production Trade Union, presented the project Augmented Reality (AR) Applications in
Production, which was funded by the AK Digitalisation Fund.

wi llkommen'"—

www.prege.at

Figure 61: Screenshot of the presentation by Patrick Bauer

This project analysed the use of a Microsoft HoloLens in a production environment. Possible applications
were quality control, training, instructions, and automated instructions. All four aspects were analysed in
detail concerning the potential, possible pitfalls, and strengths of the HoloLens.

Several important aspects were identified:

- Privacy — what personal data will be used for what application should be determined before using
such a device

- Safety — with a HoloLens one might not see the environment completely, thus barriers or relevant
information might not be spotted

A further aspect of the project was the analysis of the HoloLens features with regard to operator ergonomics’,
temperature and radiation, weight and position and pressure marks.
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Figure 62: Screenshots of the presentation by Patrick Bauer

Lessons learned of the project are that employees should be given enough time to get trained on the device,
some people encountered stress, fear and interaction with other stresses and breaks should be planned
regularly. The overall conclusion is that the HoloLens is a good assistance tool to support the work of people,
there are several applications possible, and the HoloLens does not get hot, is not too heavy and easy to use.

4.8.6 Conclusion

Following the concept of Industry 5.0 there is an increasing focus on human-centered aspects of
digitalisation. One aspect of human-centricity are digital assistance systems. Digital assistance systems are
increasingly becoming mainstream and are encompass a broad range of different devices. In this workshop
several of these assistance systems were presented (Cobots, exo-skeletons, HoloLens), their strengths and
weaknesses discussed and applications identified.

4.8.6.1 Transferable results

- Trends, needs, challenges, barriers: there are several technologies already available on the market
that can be used as digital assistance systems.

- Pathways (human factors, circular economy, etc.): human-centricity is a very important factor. Given
the increasing labour shortage digital assistance systems not only supports workers and improves
quality and production processes but might also be an aspect of employer branding.

- Skills: the use of all these technologies needs ample time for training and getting adapted to digital
assistance systems. It is advised that training is offered continuously.

- Use cases: several use cases were presented where exoskeletons were used in real working
environments. The MS HoloLeans was tested at a company in the automotive industry in a real
production environment.
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4.9 Connect to the Data Economy —22/02/2022, INNOVALIA (ES)
4.9.1 Topics Addressed in the Workshop

X
X

Added Value and Business Models X

Interoperability and Standardisation X

Cybersecurity

Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy

Human Factors

Autonomous Smart Factories

Hyperconnected Factories

Collaborative Product-Service Factories

Data Spaces X
X

4.9.2 Executive Summary

This document reports on a series of three workshops that Innovalia organised in collaboration with the GAIA
Cluster (the IT Cluster in the Basque Country) on the 229, 23 and 24™ of February. It was initially organised
as a unique workshop, but due to the high demand we had to split it into three sessions.

The workshops were organised in the scope of BAIDATA, a new initiative of Innovalia and GAIA (the IT cluster
in the Basque Country), with the aim of promoting the transition of the companies to the Data Economy in
Spain. This initiative has the support of the Basque Government and the International Data Spaces
Association, and it focuses on promoting, on one side, the development of regional and sectoral data spaces
and, on the other, to help companies to prepare their data and to enhance it in order to transform it into an
economic asset.

The main objective of the workshops was to introduce the concept of the Data Spaces, what are the main
opportunities and benefits that companies can expect when participating in a data space, and the
technologies, solutions and tools currently available to start developing these data ecosystems.

Most of the participants were from IT companies, but also there were some electronic manufacturers,
business consultants and academia.
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4.9.3 Introduction

This document reports on a series of three workshops that Innovalia organised in collaboration with the GAIA
Cluster (the IT Cluster in the Basque Country) on the 22"9, 23" and 24 of February. It was initially organised
as a unique workshop, but due to the high demand we had to split it into three sessions.

The workshops were organised in the scope of BAIDATA, a new initiative of Innovalia and GAIA (the IT cluster
in the Basque Country), with the aim of promoting the transition of the companies to the Data Economy in
Spain. This initiative has the support of the Basque Government and the International Data Spaces
Association, and it focuses on promoting, on one side, the development of regional and sectoral data spaces
and, on the other, to help companies to prepare their data and to enhance it in order to transform it into an
economic asset.

The main objective of the workshops was to introduce the concept of the Data Spaces, what are the main
opportunities and benefits that companies can expect when participating in a data space, and the
technologies, solutions and tools currently available to start developing these data ecosystems. Most of the
participants had at least heard about data spaces previously, albeit in a very briefly.

Most of the participants were from IT companies, but also there were some electronic manufacturers,
business consultants and academia.

Two of the workshops were in person, in the GAIA cluster premises. The third one took place online, although
the agenda and the concept was the same.

Table 11. Agenda

15:00 Wellcome (Tomas Iriondo, GAIA)

15:15 Keynote — Data Spaces and Digital Sovereignty (Oscar Lazaro/Jesus Alonso, Innovalia)

16:00 Open discussion

16:30 End of the workshop
4.9.4 Workshop Organization and Preparation
The Cluster Gaia oversaw the logistics and the invitations for the workshop, as it was addressed to their
members. The cluster has over 300 member companies, and all of them were invited through the internal
channels.

Initially the idea was to have one workshop, but due the interest in this topic and the success of the call for
registration we decided to provide three options (two physical events and one online) to respond to the high
demand on three different days of the same week.

4.9.5 Keynote Session
After the warm welcome of Tomas Iriondo (CEO of the cluster GAIA), Oscar Lazaro, CEO if Innovalia and Jesus
Alonso, Responsible of the IDSA Spanish Hub (managed by Innovalia) delivered the main keynote.

It basically introduced the concept of a data spaces, reinforced the importance and why their development
is a priority for the EC. It also presented a sneak peak of the IDS Reference Architecture as the main existing
technology to build this data spaces.
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In this context, the CF2 project was briefly introduced, and the Data Spaces Pathway was presented as one
of the tools that can help companies to assess their current situation and to find out what they need to do
to progress in this pathway.

Finally, a use case from the Boost 4.0 project was presented, to show one example of what benefits can
dataspaces bring to the companies, and to demonstrate that the technology and the IDS standard is ready to
actually implement those data spaces.

4.9.6 Interactive Sessions
To close the workshop, there was a slot dedicated to an open discussion, to answer the questions from the
participants and also to get their feedback.

Although some methodologies to promote the participations were foreseen, the high level of motivation and
the high number of questions and comments were enough to make the session dynamic and productive.

The interactive session started as a Q&A session, with some questions from the audience to the speakers,
but it naturally turned into an open discussion, with comments from the participants regarding their own
experience in data sharing, what are their current needs in terms of technology and data and also their vision
about the future of data spaces.

We collected very valuable feedback on all three sessions, which turned to be quite similar in terms of what
are the main concerns and the main expectations for the audience:

e Need for additional information (high level-business related)

o Clarify what are the differences with currently existing sharing methodologies/tools

o Data spaces as and additional sharing system (not replacing the current sharing systems)
e Need to define the required skills and the associated training program

o Define main profiles (technical and non-technical data trained workers)

o Setup specific training programs (business, operation and development/integration)

o Include this kind of training since the university degrees (or even before)

e A significant barrier to “sell” data spaces to their clients is the lack of genera information to
understand why they need and benefits dataspaces bring vs other solutions (that they have
previously used and maybe they feel more comfortable with)

e There’s also a great concern for the legal issues. It seems that this is an aspect which is usually
neglected in this kind of activities, as no lawyers usually participate. It would be very useful to involve
some legal expert that could provide some light to this issue

e Also the new EU Data Strategy generates many questions on how and when it is going to finally
become true. New Digital Europe Projects related with data spaces are starting soon, but there are
still many doubts if this is going to reach the general public.

IM

4.9.7 Conclusion

All three workshops where a success, both in the number of attendants and in the dynamism and the
interaction between the participants. Even though it was an IT focused events, the participation of some
electronic manufacturer provided the interesting view of the verticals to the discussion.
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4.9.7.1 Transferable results

At least here, in Spain, there’s a great interest on getting more information on what data spaces are, what
technologies enable them, and how companies and institutions can adopt them. From this workshop, the
main points we would highlight are:

e There’s a huge need for communication and dissemination of the most basic information: what are
data spaces, why do we need them and how can a company/organization/administration benefit
about it.

e The legal aspect is a big concern for companies, although it is not crucial to take the first steps, as
most of the interested companies initially only would share with current collaborators. But the
general impression is that a lot needs to be done in this area.

e |tis crucial to define new job profiles, specifying the required skills to implement and maintain data
spaces. Also specifying a certified training program to achieve those skills. Both for the
development and maintenance of components and for the operation of the data spaces within the
verticals.
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4.10 Industrial Internet of Things —12/2021-03/2022, IMR (IR)
4.10.1 Topics Addressed in the Workshop

Added Value and Business Models

Interoperability and Standardisation

Cybersecurity v
Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy

Human Factors

Autonomous Smart Factories v
Hyperconnected Factories

Collaborative Product-Service Factories

Data Spaces

v

4.10.2 Executive Summary

Irish Manufacturing Research (IMR) is Ireland’s only independent research organisation. Its mandate is to de-
mystify, de-risk and deliver high TRL technologies to its network of over 200 manufacturing companies on
the island of Ireland. As part of this mandate IMR offer hands on tailored courses across a range of Industry
4.0 technologies. These courses are designed and delivered by subject matter experts with extensive
industrial experience.

2 lloT courses were completed in December 2021 and March 2022 with 47 participants from both SME and
multinational backgrounds. The attendee’s included both technical staff and senior management. All of the
attendees were industrialists. The course was broken into a series of modules designed to provide the
appropriate context and understanding to lloT for audiences who do not have a deep understanding of lloT.
The modules were:

Module 1 —What is [IOT?

Module 2 — How can lloT Deliver Value?
Module 3 — Who are the vendors in this space?
Module 4 — What can we sense?

Module 5 — Communication

Module 6 — Security
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Due to the success of the course to-date additional courses are planned in support of the Connected Factories
objective of skills enhancement and exposing workers within manufacturing environments to new
technologies.

4.10.3 Introduction
IMR has created a series of courses, of which the lloT course is one example, to enable staff from a range
of manufacturing environments and skillsets to upskill and develop their understanding of Industry 4.0
technologies. The lloT course focuses on

e introducing the subject, with a view to applications where lloT can benefit industry
e  Giving manufacturing staff expose to lloT who would not ordinarily be familiar with it
e Supporting level 6 & 7 engineering students

The course address 6 topics over 1 day

Module 1 —What is [IOT?
Module 2 — How can lloT Deliver Value?
Module 3 — Who are the vendors in this space?
Module 4 — What can we sense?
Module 5 — Communication
Module 6 — Security

The expected outcome of the course for students was develop their perspective in terms of

e Students obtained clarity on the terminology used in lloT

e Students would obtain an understanding on how to search for more information

e Students develop an appreciation ad understanding of the risks and challenges of deploying IloT
technologies

e They obtain clarity on how to proceed with lloT solutions

4.10.4 Workshop Organization and Preparation

The workshop was designed to be delivered remotely, due to the COVID restrictions in place and to ensure
IMR adapted to customer needs. As highlighted module was designed to provide insights into a specific topic
of lloT.

Module 1: This described the concept of connecting industrial systems to the cloud, as shown in figure 1.
Students were introduced to sensor technology and their characteristics, collecting data and platform
consideration for storage. Industrial deployment examples were discussed, specifically pharma, medical
device, general manufacturing, logistics and storage. A case study on cold storage of food products and the
importance of temperature monitoring and validation was presented.
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Figure 63. High level lloT overview.

Module 2: This focused on the actual use cases, exposing students to how lloT can deliver value, how not to
approach adopting lloT, how to approach adopting lloT and assessing an organisations readiness to adopt
lloT. Students were coached on how to deliver value and identifying areas they need to consider such as
installation costs, operational costs, development costs, compliance with regulations and safety
considerations.

Module 3: Students were exposed to the range of vendors which offer different parts of an lloT solution. This
was designed to give students context into the following components: sensors, gateways, communication
types, cloud storage, lloT device management and data analytics. This allowed students to see how an overall
IloT solution can be created and how solution providers can provide part of the capabilities if necessary.
Figure 2 gives an example of a cloud site reliability monitoring platform.

Net Efficiency First Pass Yield

Spotlight Line: Engine Assembly Line

Current Shift: Shift 2

Total Produced First Pass Yield

5800 8920

OEE True Efficiency Net Efficiency

8655 836! 836!

Figure 64. Example of cloud storage monitoring platform.
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Module 4: Students get an understanding of the scale of sensor categories (as shown in figure 3), what
conditions are suitable and unsuitable for sensing. Easy conditions were highlighted such as temp/RH,
vibration as well as problematic conditions such as gas flow and gas flow. Sensor configurations were also
addressed including connectivity options, power sources and sampling rates. Sensor vendors were also
presented.
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Figure 65. Sensor categories for industrial applications.

Module 5: An overview of how sensors communicate was presented highlighting to the student the
configurable options which are available through both wired and wireless applications. The importance of
environmental conditions and their influence on application constraints such as ATEX requirements. The
student was exposed to considerations such as battery life, range, data sampling, admin requirements and
costs. All of which influence connectivity options.

Module 6: Students were introduced to the concepts of security and cybersecurity and where to identify
vulnerabilities can occur — architectural design, developer mistakes, malicious developer input, flaws in
cryptographic algorithms and 3™ party IP. The importance of sw validation and the use of Security
Development Lifecycles (SDL) exposed students to some of the standards used to mitigate these risks as
shown in figure 4.

Figure 66. SDL map
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4.10.5 Keynote Speakers Session

The day long workshops were highly interactive, with the instructor engaging directly with students and their
guestions throughout the individual modules. The course was developed by a senior technologist, Mr. Mike
Hibbett working in IMR’s loT division, based in Dublin. He has 30 years of experience developing embedded
systems, focusing on firmware and electronics design, and device security architecture. He has led product
development teams for companies such as Intel, Philips and Thales where he led the UK high grade
cryptographic solutions software group. The instructor also lectures in embedded systems to level 6 &7
students.

The course development was supported by IMR’s director of lloT and digitisation, Dr. Niall Aughney. He has
been working in technology and product development for over 30 years within the ICT industry. Niall holds a
M. Eng. Sc in microelectronics and Ph.D in engineering. Niall’'s most recent work has included 5 world-wide
product launches in the IOT space including cellular sensor solutions and point of sale system
development. Niall’s most recent roles have included being a senior world-wide SW director for Verifone
payment systems and as a senior director within the IOT group in Intel responsible for product development.

4.10.6 Interactive Sessions

As each module delivered was designed to be interactive, the instructor presented and worked through a
number of examples of lloT deployments, to give the students additional context. The links used are
presented here

Discussion of loT usecases, large selection of devices
https://www.alliot.co.uk/

Sensor suppliers
https://www.bosch-sensortec.com/products/
http://www.ia.omron.com/products/category/sensors/
https://www.srisensor.com/
https://www.te.com/usa-en/trends/iot-5g-ai.html

LoRa Radio technology
https://www.digikey.com/en/maker/blogs/introduction-to-lora-technology

loT Gateways

https://www.thalesgroup.com/en/markets/digital-identity-and-security/iot/inspired/iot-
gateway

https://www.lairdconnect.com/wireless-modules/lorawan-solutions
Prototyping an loT sensor

https://dzone.com/articles/introduction-to-iot-sensors
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4.10.6.1 Interactive Session 2 on, e.g. pathways to digitalization

To provide additional context, the Connected factories 2 consortium was presented to the audience. This
was to highlight EU support available to companies’ efforts in digitisation as shown in figure 5.
https://www.connectedfactories.eu/pathways-digitalisation-manufacturing .

Connected Factories 2 CO W ECTE D

Partners - 18

Digitisatio

IRISH
MANUFACTURING
RESEARCH

Figure 67. Connected Factories 2

4.10.7 Conclusion
Overview of the results and description of the engagement strategy after the workshop

There has been strong feedback from the participants obtained upon course completion. 88% of participants
stating they would recommend the course to other organisations and 12% stating they were confident in
applying the skills and knowhow. All of the participants involved have progressed to further research
activities with IMR to facilitate their company digitisation programs.

4.10.7.1 Transferable results

The delivery of the 2 IloT courses to date resulted in upskilling workers in terms of digitisation knowledge
and providing context as to how and where lloT technologies should be applied. In this respect, the primary
objective of the course was met in that it presented an opportunity to upskill relevant personnel within
factory settings.

Some additional results were also achieved, these included:

e The training resulted in students getting a detailed understanding of what IoT is in terms of using
sensors to monitor machines, devices and/or the environment, collecting that data and acting upon
it, without the need for human intervention.

e Students were exposed to the loT ecosystem and how to identify different aspects of technology that
contribute to loT such as solution providers and device manufacturers. This resulted in students
coming away with a broad understanding of the eco-system.

e Technically the courses resulted in enabling students to group sensors into types and use cases.

e The courses enabled participants to gain a deeper understanding of how to approach real world
problems that IloT can help with. This resulted in students understanding what to consider in terms
of monitoring industrial manufacturing systems, machines, things and environmental considerations.
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e The courses exposed students to what to consider in terms of data collection, data storage: cloud or
on premise, computing resources required on the internet and intranet resulting in a more in-depth
understanding for students.

e The courses introduced cybersecurity as a concept and provided guidance on cyber security
considerations resulting in more aware and informed participants in terms of risk.

4.10.7.2 Relevant Experiences

Description of relevant experiences obtained during the organization, execution and analysis of the
workshop

There was a broad appreciation expressed by the students on the course that the course did support their
learning and understanding of 10T in general. Sample feedback from the course completed in March 2022 is
referenced below. A number of these companies have or are in the process of completing additional loT
based work and projects with IMR as a result of these initial courses supporting IMR’s overall objective to
support companies in their own digitisation efforts.

lloT 9" March 2022

o 1 2 3 4 b5 6 9 10

@ NOT LIKELY TO RECOMMEND EXTREMELY LIKELY TO RECOMMEND (@)

NPS=%@® — % D

18 Respondents 1 1

mstrongly agree W Agree M Neutral W Disagree W Strongly disagree
Encouraged particpation & discussion [ .
I
0

Overall his performance was excellent

@ ! would recommend to others 18
@ Duration was appropriate 14

@ ! can apply the skills/ Knowled... 14

@ The experience met my leamni.. 12
@ Participation/ interaction was 10
@ Delivered to a high standard 16

Figure 68. Interactive session analysis

@ Training was relevant to my ne... 12
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4.11 Connect to the Data Economy —07/03/2022, INNOVALIA (ES)
4.11.1 Topics Addressed in the Workshop

X
X

Added Value and Business Models X

Interoperability and Standardisation X

Cybersecurity

Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy

Human Factors

Autonomous Smart Factories

Hyperconnected Factories

Collaborative Product-Service Factories

Data Spaces X
X

4.11.2 Executive Summary
This document reports on a workshop that Innovalia organised in collaboration with the ACICAE (the
Automotive Cluster in the Basque Country) the 7" of March 2022.

The workshop was organised in the scope of BAIDATA, a new initiative of Innovalia and GAIA (the IT cluster
in the Basque Country), with the aim of promoting the transition of the companies to the Data Economy in
Spain. This initiative has the support of the Basque Government and the International Data Spaces
Association, and it focuses on promoting, on one side, the development of regional and sectoral data spaces
and, on the other, to help companies to prepare their data and to enhance it in order to transform it into an
economic asset.

The main objective of the workshops was to introduce the concept of the Data Spaces, what are the main
opportunities and benefits that companies can expect when participating in a data space, and the
technologies, solutions and tools currently available to start developing these data ecosystems.

Most of the participants were SMEs form the automotive sector, mainly part manufacturers.

4.11.3 Introduction
This document reports on a workshop that Innovalia organised in collaboration with the ACICAE (the
Automotive Cluster in the Basque Country) the 7" of March 2022.

The workshop was organised in the scope of BAIDATA, a new initiative of Innovalia and GAIA (the IT cluster
in the Basque Country), with the aim of promoting the transition of the companies to the Data Economy in
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Spain. This initiative has the support of the Basque Government and the International Data Spaces
Association, and it focuses on promoting, on one side, the development of regional and sectoral data spaces
and, on the other, to help companies to prepare their data and to enhance it in order to transform it into an
economic asset.

The main objective of the workshops was to introduce the concept of the Data Spaces, what are the main
opportunities and benefits that companies can expect when participating in a data space, and the
technologies, solutions and tools currently available to start developing these data ecosystems. For most of
the attendants it was the first contact with these concepts.

Table 12. Agenda

12:00 Wellcome (Ines Anitua, ACICAE)

12:15 Keynote — Data Spaces and Digital Sovereignty (Oscar Lazaro, Innovalia)

13:00 Open discussion

13:30 End of the workshop
4.11.4 Workshop Organization and Preparation
ACICAE oversaw the logistics and the invitations for the workshop, as it was addressed to their members. The
cluster has 300 member companies, and all of them were invited through the internal channels.

4.11.5 Keynote Session

Ines Anitua, President of ACICAE, welcomed the participants and presented the aims of the workshop. Then
Oscar Lazaro, CEO if Innovalia and Jesus Alonso, Responsible of the IDSA Spanish Hub (managed by Innovalia)
delivered the main keynote.

It basically introduced the concept of a data spaces, reinforced the importance and why their development
is a priority for the EC. It also presented a sneak peak of the IDS Reference Architecture as the main existing
technology to build this data spaces.

In this context, the CF2 project was briefly introduced, and the Data Spaces Pathway was presented as one
of the tools that can help companies to assess their current situation and to find out what they need to do
to progress in this pathway.

Finally, a use case from the Boost 4.0 project was presented, to show one example of what benefits can
dataspaces bring to the companies, and to demonstrate that the technology and the IDS standard is ready to
actually implement those data spaces.

4.11.6 Interactive Sessions

To close the workshop, there was a slot dedicated to an open discussion, in order to answer the questions
from the participants and also to get their feedback. It is important to have in mind that this was the first
contact of most of the participants with the concept of data spaces.

The first questions made during this interactive session showed us that, even if we have tried to simplify the
concept and to explain the data spaces for non IT people, we even need to go further in this simplification
effort. It took some time to clarify some basic questions.
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As soon as we clarified these basic questions, we started to get feedback from the participants, in terms of
their impressions on this subject, their expectations, requirements, etc. The most relevant points that came
out in this discussion were:

e The general impression is that this is still an R&D topic, but most of the attendants are aware that it
will reach them sooner than later. Most agree on the value of data and that in the near future data
is going to become a central part of their businesses.

e In this sense, another frequent question is why are data spaces needed, and in what aspects they
improve current data sharing systems.

e There’s also a chicken-egg problem: there are very few (or none) commercially available data spaces
solutions (connectors, etc.) because there’s no demand, but demand can’t grow if there are no new
solutions.

e Another interesting point for manufacturers is if they have to manage the data space or who will do
it. In this sense, there’s general opinion that Clusters and Associations may play a significant role as
Data Spaces moderators/administrators.

e Some participants that might be interested in using data from others highlighted the need to
standardize and somehow set some rules regarding the quality of the data.

e The benefits of using standards and interoperable technologies in the conception of the data spaces
was also highlighted by some attendants. Some of them work for different customers with different
data sharing systems, and that’s messy and inefficient... finding a common tool that can be
interoperable would be a major improvement from their side.

e A common concern is to find qualified workers that can manage and operate data sharing systems
such as Data Spaces (or any other data-sharing technology).

4.11.7 Conclusion

It was very interesting hearing the first impressions of the participants regarding the data spaces, as most of
them had never heard of them. However, these first impressions are probably more interesting from the
communication point of view (how we communicate and explain data spaces), especially among non-IT
profiles/sectors.

4.11.7.1 Transferable results
The main lessons learned from this workshop are:

e It is really important to adapt the communication, especially when talking to non-IT people,
trying to simplify the message to the maximum. It is equally important to create a culture of data
sharing that includes the main concepts around it.

e It is key to break the chicken-egg circle (this is the reason why the BAIDATA initiative has been
presented both to IT companies and to the vertical sectors, in an attempt to matchmake between
them).

e Training and skills development must be a priority to be able to adopt a data-driven paradigm.
There’s a huge need for data-skilled workers.

e Mobilizing the sectoral associations and encourage them to manage or administrate data spaces
would be really an intelligent move, as they would guarantee the impartiality and
transparentness
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4.12 Industrial Digitalization Technical Day — 12/04/2022, EIL (HU)
4.12.1 Topics Addressed in the Technical Day

X
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Humans in Manufacturing X
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Human Factors

Autonomous Smart Factories

Hyperconnected Factories
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Data Spaces X
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4.12.2 Executive Summary

The Industrial Digitalization Technical Day called “INDIGO” was organized 4" time by the EPIC InnoLabs Ltd,
subsidiary of SZTAKI and the Fraunhofer - Gesellschaft. The main topic of the Technical Day was the industrial
digitalization and the “efficiency” was the keyword this year. The digitalization of companies has speed up
during the COVID-19 as the productivity level could be maintain by involving new IT technologies and tools
into production.

The goal of the Technical Day was to call together the potential industry partners and to introduce them
emerging technologies (digital twin, machine learning, big data, and simulation) applicable in industry. The
capabilities of EPIC InnoLabs Ltd. in these fields have been introduced as well, demonstrating the raising
efficiency by different case studies from manufacturing and logistic. These realized digitalization examples
came from different countries, from the US, Asia and from Hungary.

Because of the timely fulfilment of the continuously changing demands and short deadlines the effective
organisation of manufacturing and logistic processes became a key element. By using digital twins the
decisions for wide range solutions of digital manufacturing, to increase productivity, to reduce costs, and to
achieve quality goals. The digital models of production systems (manufacturing lines, supporting- and storage
systems) can be developed by applying digital twins that can help the recognition, the analysis, and the
optimization of processes.

Most of the participants came from different sectors of industry, from SMEs but from large companies and
different countries as well. The main results of the Day are the lessons learned from the industry-based
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demonstrations. These demos gave the participants good examples how they can operate more effective
their own processes with the application of digital twins. In the last part of the day the participants had the
possibility to discuss the presentations with the speakers and change their views in an informal way.

The context of ConnectedFactories2 and the Day can be found in the effective use of digital twins that is a
dedicated technology in the digital transformation of manufacturing processes.

4.12.3 Introduction

The Industrial Digitalization Technical Day called “INDIGO” was organized 4™ time by the EPIC InnolLabs Ltd,
subsidiary of SZTAKI and the Fraunhofer - Gesellschaft. The main topic of the Technical Day the industrial
digitalization and the “efficiency” is the keyword this year. The digitalization of companies has speed up
during the COVID-19 as the productivity level could be maintain by involving new IT technologies and tools
into production.

The goal of the Technical Day was to call together the potential industry partners and to introduce them
emerging technologies (digital twin, machine learning, big data, and simulation) applicable in industry. The
capabilities of EPIC InnolLabs Ltd. in these fields have been introduced as well, demonstrating the raising
efficiency by different case studies from manufacturing and logistic. These realized digitalization examples
came from different countries, from the US, Asia and from Hungary.

The increasing use of emerging technologies to simplify complex tasks has proved rewarding across every
industry in diverse ways. This includes increased operational efficiency, automating manual tasks, training
and validation, as well as data analysis. The integration of emerging technologies has brought the fourth
industrial revolution, in which data analytics and automation are important components. The digital
transformation of traditional processes is also another aspect of Industry 4.0 and, here, simulation and the
digital twin play outstanding roles.

4.12.3.1 Digital Twin technology

Digital Twin is a technology that involves e.g. cloud, Al, data modelling, AR, VR, and other emerging
technologies to build a virtual model of a system, process, product, or other physical objects. This virtual copy
of the physical world continuously can be updated based on real-time input data and environmental
parameters.

Reflection from the digital world to the physical world
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Figure 69. The Digital Twin and its environment
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Digital Twins can be applied to model processes and objects at different levels; Component level, Asset
level, System-level Product Level and Process level.

Digital Twins allow engineers to test a physical product through virtual modelling and monitor which
aspects may need to be improved, replaced, or augmented. It also helps evaluate the risks and issues that
might occur in the future without ever using the product.

Converging virtual and physical worlds helps manufacturers head off problems before they occur, prevent
downtime, improve the scope of their products/services and even plan for the future by using simulations.
A contemporary Digital Twin combines multiple interacting systems to account for different facets of the
physical system.

4.12.3.2 Simulation technology

Simulation refers to digital models that mirror the operations or processes within a system. Such
simulations are used for analysing the performances of systems and the testing and implementation of new
ideas. Engineers make use of simulations across a variety of industries to test products, systems, processes,
and concepts.

Simulations include discrete event simulations, stochastic simulations, and deterministic simulations. In
these types, the variables used in running the simulation are either known or random. To run simulations,
some level of digitization is needed. This process may involve only mathematical concepts or the design of
2D or 3D models representing assets within a process or a product.

Figure 70. Analyse Production Systems with 2D and 3D Statistical Simulation

4.12.3.3 Connecting Digital Twin and Simulation Modelling

Digital Twins are confused sometimes with simulation. This mistake can originate that DT integrates
business logic, lloT data, modelling and simulation, and Data Analytics to predict a physical system’s
behaviour. Digital twin needs data, algorithms, sensors, and a data access framework. This communication
line can be realised by the lloT and this network provides that all the process components can access the
latest sensor data in a product lifecycle.



Organisation of national/regional sessions and CONNECTED

D54 . ) .
associated reports - Second iteration

. Transmit parameters
Transmit data =3 Save results

Save data ~€ Evaluate

s simulation

7

Collect
data Simulate

properties

\
3
-

DIGITAL
LIKENESS | -
5 Very parameters
Use product - w7
Evaluate/

Make setting analyse data

Figure 71. Digital twin components and operation scheme

Table 13. Differences between Digital Twin and Simulation Modelling

Criteria Digital Twin Simulation modelling
Goal Direct control or Estimate the behaviour of a
influence, form real process by using theoretical
physical processes, data sets.
objects based on real
data.
Application in life Used in every phase of Used on an early phase of the
cycle the lifecycle. lifecycle (Designing and

constructing).
Connection to reality  Tracing what is going on Constructing experiments on

in the exact moment models what may happen, a
(real-time) in the physical = theoretical possibility
world. described by the model.
Communication Interactions between Only analyse the processes
digital twins. representing by the model.

Applications of digital twins are most widely used in the manufacturing industry. Manufacturing relies on
high-cost equipment that generates a high volume of data which facilitates creating digital twins. Some
examples of digital twin applications in manufacturing are listed below:

e Manufacturing - Digital Twin helps meet the changing demands for better efficiency, yield, and
quality. It adds clarity to how a projected change might impact costs or schedules in a manufacturing
project.
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e QOperations and Service - Digital Twin helps minimize unexpected downtime, worker safety incidents,
and operational glitches. It provides the current operational status and statistics on system alerts,
maintenance issues, KPIs, etc.

e Modelling and Simulation: A Digital Twin model interface may include fields like property, telemetry,
component, and relationship.

e Qutput data analytics: Real-time sensor data collected from the physical system can be analysed and
visualized to interpret and communicate data patterns. These data patterns can help make effective
decisions, predictions, and business performance improvements. Historical and current data
comparisons help forecast future trends and improve high-level decision-making

At the INDIGO Industrial Digitalization Technical Day digital twin applications were introduced in
manufacturing, healthcare, and supply chain.

4.12.4 Technical Day Organization and Preparation

The organization of the workshop partially was processed through a blog on the internet besides the direct
email invitations. As the workshop was partially international, the foreign speakers communication and their
presentations, case studies were processed in English.

The administration activities, the organization were going on in Hungarian as the very bigger part of the
participants arrived from Hungarian companies. So the call, the introduction and the presentations and use
cases introduction as well as the official WEB site were all in Hungarian. All materials have been written in
Hungarian as well. In the report only the key points of the presentations are introduced/translated into
English.

4.12.4.1 The WEB site of the Technical Day

Rélunk Regisztracié Kapcsolat 2017 2018 2019

INDIGO

IPARI DIGITALIZACIOS SZAKMAI NAP

Idén ismét! 2022. aprilis 12.
OboIH&z Rendezvénykézpont, 1117 Budapest, Kopaszi gat 2.

Regisztrécié Program 2022

Figure 72. The start page of the Organisation of national/regional sessions and associated reports - First iteration
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Rélunk Regisztracié Kapcsolat 2017 2018 2019

Regisztracio

A rendezvényen a részvétel ingyenes, de regisztraciohoz kotott.

Adatkezelési tajékoztatonkat tudja elolvasni.

A rendezvény telt hazas, igy tovabbi regisztréciéra nincs lehetdség

ONOK KULDTEK KIHIVAS

Az elmult napokban lehetéséguk volt, hogy prébara tegyenek minket egy
szimuléciés feladattall

Koszonjlk a bekdldott problémakat. Az EPIC InnoLabs munkatérsai mér dolgoznak megolddsokon és a
bemutatékon.

[ RS D SR B pa—

pdf

Figure 73. The registration page of Organisation of national/regional sessions and associated reports - First iteration

There was a possibility to send in problems to the organisers preliminary that could be solved at the workshop
for the participants demonstrating the real possibilities of the software and the experts.

Download URL: https://blog.eplm.hu/wp-content/uploads/2021/05/PlantSim SzakmaiNap Feladat.pdf

Rélunk Regisztracio Kapcsolat 2017 2018 2019

Kapcsolat

info@indigonap.hu

EPIC

Innolabs

Figure 74. Contact page of the Organisation of national/regional sessions and associated reports - First iteration

4.12.4.2 Organisers of the INDIGO Industrial Digitalization Technical Day
The organisation works have been done based on the human and technical resources of EPIC InnoLabs Ltd.
The staff is introduced in Figure 75.
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Figure 75. Organisers of the INDIGO Industrial Digitalization Technical Day EPIC InnoLabs Ltd staff

4.12.4.3 Main supporting partners
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4.12.4.4 Agenda of the INDIGO Industrial Digitalization Technical Day

Time
8:30-9:00
9:00-9:15

9:15-10:50
9:15-9:35

9:35 - 10:00.

10:00 - 10:25

Title
Arrival, registration
Greeting the Visitors/Participants
of the Industrial Day

Case studies from partner ’s view
Future Vision of Simulation and
Digital Twinning in Supply Chain

Using Digital Twinning to bring
oversight to manufacturing
processes

and decision making

Reasoning instead Rupture — Data
science in Industry

Table 14. Agenda of the INDIGO Industrial Digitalization Technical Day

Speaker

Laszlé Monostori, Director of SZTAKI, NTP
President and Botond Kadar, EPIC
InnoLabs Managing Director

Crystal Zhu (Senior Logistics Manager at
Western Digital)

#supplychain #logistics #optimization
Nitin Kaushik (Apollo Tyres- Head
Application Operations - Digital
Manufacturing )

#digitaltwin #simulation #optmization
Tamas Jarvas (Robert Bosch Power Tools),
Julia Bergmann
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10:25 - 10:50 Patient does not simulate — Specific
Digitalisation examples

10:50 - 11:20 Coffe break

11:20-12:30 EDGE tools for digitalisation and
solutions
Data-Based decision support in
industrial environment — Al/MLin a
closer view-
Within and beyond manufacturing
— Simulation of Warehouse and
supply chain
Tailoring of Production scheduling
solutions — the base of a successful
implementation

12:30 - 13:30 Lunch break

13:30 - 15:30 Partnerships

13:30-13: 50 Fraunhofer background in the
forfront

13:50 - 14:10 When 1+1 is more then 2 -
DigiLean Competence Hub

14:10 - 14:40 You have submitted — we have
solved. Live demonstration of
problems sent by the participants

14:40 - 14: 50 Summary, Conclusions

14:50 - 16:00 Coffe, networking, consultation
with the experts

4.12.4.5 List of speakers

nd _ CONNECTED

#regression #machinelearning
#datascience

Dr. Imre Laszlo, Semmelweis University
Botond Kadar #servicesystem #simulation
Gabor Nick

Klaudia Zeleny és LaszI6 Zahoran

David Czirké és Adam Szaller

Adam Farkas és Janos Beluzsar

Gallina Viola (Fraunhofer Austria)
LaszIé Tompe (DigiLean)

David Czirko

Table 15. List and photos of speakers.

Name Title Company

Prof. Dr. Laszl6 Director SZTAKI, NTP President

Monostori

Dr. Botond Kadar Managing Director EPIC Innolabs

Dr. Gabor Nick Deputy Managing EPIC InnoLabs
Director

Crystal Zhu Global Logistics Center = Western Digital

of Excellence Project
Manager
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Nitin Kaushik

Tamas Jarvas

Viola Gallina

Laszlé Tompe

Julia Bergmann

David Czirko

Adam Szaller

Adam Farkas

Beluzsar Janos

Klaudia Zeleny

Laszl6 Zahoran

Head Application
Operations - Digital
Manufacturing

Director of Technology
and Operation

Research coordinator

founder, senior
consultant

industrial data analyst

digital manufacturting
—group leader

System Engineer

Production Planning

group leader

developer

data analyst

SW developer

Apollo Tyres

Bosch Power Tools,

Fraunhofer Austria

DigiLean Competence
Hub,

EPIC Innolabs,

EPIC Innolabs,

EPIC Innolabs,

EPIC Innolabs,

EPIC InnolLabs

EPIC InnolLabs

EPIC Innolabs,
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4.12.5 Case studies from partner ’s view

The slideshows of the presentations are not public; they are not downloadable as they contain actual
operative sensitive information in some cases. The speakers apologised for this but the presentations were
more actual, more informative in this way introducing real industrial problems with their real solutions.

In the followings in most cases only the title and content slides will be included into the report with a short
summary of the presentation.

4.12.5.1 Future Vision of Simulation and Digital Twinning in Supply Chain — Crystal Zhu (Senior Logistics
Manager at Western Digital)

Contents

Digital Twin in Supply Chain

= About Western Digital & WD Supply Chain ¥
= Demo & Use cases

* Future Vision

Crystal Zhu
Global Logistics COE, Western Digital

Apfi 4T, 2020

Figure 76. Introductory slides to the session by Crystal Zhu

This presentation was plenned face-to-face but because of the pandemic regulations in Hong Kong the
speaker can not travel to this event. The presentation was on line.

Western Digital Supply Chain Network covers the globe, so it was important to optimose the trasportation
routes. Digital Twin and simulation tools are apply to transportation , warehouse and end-to-end simulation.
Digital twins are used e.g. for shipment tracking, monitoring and warehouse layout optimization. Several use
cases were presented as e.g. DT for Logistics Center Location Optimization (result = carbon emission
reduction — 1.5 %), Network Optimization.

4.12.5.2 Using Digital Twins to bring oversight to manufacturing processes and decision making — Nitin
Kaushik (Apollo Tyres- Head Application Operations - Digital Manufacturing )

WRESTD Contents

WHER
Where didwe u
Digital Twins?

Harmonizing

Digital Technology

with

Manufacturing Processes

' . HOW
How didwe deliver
Nitin Kaushik Digital Twins?

Head Application Operations- Digital Manufacturing -

11 Apr2022

What did we achiavefrom
using Digital Twin?

J COPY-
BA& E&ntfrom Digital

Twin projects

apolle | vapesen

Figure 77. Introductory slides to the session by Nitin Kaushik
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Apollo sales to more than 100 countries worldwide, so it is very important for the company to apply new
technologies in planning different processes.

In the first part of the presentation an overview was given where, why and how Digital Twins can be applied
in manufacturing. Apollo continuesly uses Digital Twin technologies to analyze & simulate its manufacturing
processes in detail, and to forecast future investments. Several use cases have been presented. The success
characteristics in DT applications are;

e Efficiency Improvements

e New operational insights

e Revised KPI

e Reduced cost for capacity expansion

4.12.5.3 Reasoning instead Rupture — Data science in Industry — Tamds Jdrvds (Robert Bosch Power Tools),
Julia Bergmann

SZAKI'TAS H E LYETT ?:frlggssoh;flé?gt okoskodas — adattudomany az iparban
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ADATTUDOMANY AZ IPARBAN
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JARVAS TAMAS (ROBERT BOSCH PT)
BERGMANN JULIA (EPIC INNOLABS) »F =
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1 BOSCH

Figure 78. Introductory slides to the session by Tamds Jdrvds and Julia Bergmann

After a short overview of Bosch products, the problem of welding in accumulators has been introduced. Bosh
produces a very broad pallet of hand tools operating with storage batteries/accumlators, so the high quality
of accumlator welding has of vital importance. Testing the quality of weldings could be done by
braking/rupture strain, but this approach is slow and very expensive. Several parameters of welding can be
measured, and other key characteristics can be calculated but huge amount of data is generated in this way.

A new method has been developed containing data analysis and integration and machine learning
technologies. Based on the tests done so far, this approach offers a satisfactory solution for identification of
welding quality of accumlators.
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4.12.5.4 When not the Patient simulates — Specific Digitalisation examples - Dr. Imre LdszIo, Semmelweis
University, and Dr. Botond Kaddr
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Figure 79. Slides of the session by Dr. Imre LdszI6 and Dr. Botond Kadadr

In this case the efforts were not to focuse on filtering the ,,simulating patients” but to develop the proper
hospital building by using simulation experiments. A proper and exact model set of the hospital building has
been developed decribing the different rooms, corridors and elavator operation as well.

Complex simulation experiments have been done to define the size of operating rooms, hospital rooms and
elavator capacities with differet input data (arrival frequency and quantity of patients). The hospital building
is under design but it is proven that the simulation tool can help in this process in a great extend to optimise
the logistics of curative processes (e.g. elevator place, size and capacity).

The results are visualized in different forms, that the different experts can interpret them correctly.

4.12.5.5 EDGE tools for digitalisation and solutions - Gdbor Nick

In the introductory presentation of this section, we talked about how to find a way to the factories of the
futures. How can science and community contribute to this? What initiatives are in place at EU level in this
area. What is the topic Connected Factories 2 deals with and what results it has achieved so far.
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Figure 80. Slides and speakers of the session Edge tools for digitalization and solutions
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4.12.5.6 Data-Based decision support in industrial environment — Al/ML in a closer view — Klaudia Zeleny és
LdszIé Zahordn
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Figure 81. Slides of the Data-Based session.
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The presentation introduced the application possibilities of machine learning in industry. Gave a short
theoretical background, the risks and pros/contras of this technology. Finally the capabilities of InnoLabs Ltd.
were presented that the company can offer for potential industrial partners.

4.12.5.7 Within and beyond manufacturing — Simulation of Warehouse and supply chain — David Czirko és
Addm Szaller

The simulation technic became an essential tool for analysing different processes in industry. The speakres

introduced by examples the application possibilities of simulation in logistics. The short demonstrations

were very impressive, especially the graphical, visual interpretation of the results. The importance of the

visualisation is that non —experts also easily can understand the outputs of the simulation experiments.

nnolabs
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« Erdforrdsokterneltségének kiegyenlitése
+ Uj erdforrasokbavald beruhazasokigazoldsa
+ Atfutdsiidé(k) csokkentése

» Valtozd termékmix és volumen

Figure 82. Slides of the simulation of warehouse session
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4.12.5.8 Tailoring of Production scheduling solutions — the base of a successful implementation — Addm
Farkas és Jdnos Beluzsdr
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Figure 83. Slides of the session Tailoring production scheduling

The speakers summarised the advantages of a complex scheduling tool that integrates the material planning
with manufacturing process and machine scheduling. A key point is in this case the user interface, that
provides the users a well structured, transparent overview of the results.

4.12.6 Partnerships

In this section the cooperating partners of EPIC Innolabs Ltd introduced their profile and capabilities
parallel gave short summaries of the projects done together so far. Future cooperating possibilities were
outlined as well, including new industrial partners.

4.12.6.1 Fraunhofer background in the forfront — Gallina Viola (Fraunhofer Austria)

The presentation introduced the structure and operation of Fraunhofer R+D+l network and how this network
is connected to the InnolLabs and the EPIC project. The results of cooperations and the fields of new future
possibilties were listed as well.

4.12.6.2 When 1+1 is more then 2 - DigiLean Competence Hub — LdszIo Témpe (DigiLean Hub)

As a start the differences between lean digitalization and digitalised lean were defined. The connection of
Lean digitalization and | 4.0 was presented in details focusing on the advantages of lean philosophy in case
of intelligent manufacturing environment. The DigiLean Hub organises different courses, training on the
topic and also cooperates on industrial realisations.

4.12.7 You have submitted — we have solved. Live demonstration of problems sent by the
participants

Three case studies were introduced that was submitted by different participating companies a few days

before the Technical Day. With these solutions it was demonstrated how an expert can help solving real

industrial problems within a short time. These solutions were ,first round” but showed well the directions

to the effective modifications in production parameters.
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4.12.7.1 Case study I. —Analysis of an assembly line — David Czirkd
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Figure 84. Analysis of production volume in order to define number of needed AGVs and buffer capacity

4.12.7.2 Case study Il. - Analysis of a painting line
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Figure 85. Analysis of a material handling system — definition of crane number, testing the rate of completed tasks in time

4.12.7.3 Case study Ill. — Analysis of an SMT line
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Kérdések:
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» Afajlagos kihozatal és az operatorok kihasznaltsiga a kiilénbézé sorkonfiguracié és operatori létszam

kombinaciok mellett

Figure 86. Diagram of an SMT line
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The goal of the analysis was to define the number of lines (single or dual) and the needed number of
operators.

Relative results
(base: Single-1)

Number of operators

Total output
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Figure 87. Performance indicators of an SMT line

4.12.8 Summary of the Day

Dr. Botond Kadar, the Managing director of EPIC Innolabs made a short overview and summary of the
presentations. The applications of digital twins need high level expertise and theoretical background as there
are several critical points (e.g. selection of parameters; data collection-, cleaning) in the development phases.
So, the cooperation of theoretical experts and industrial partners is essintial to get good results, to reach the
planned increase of process effectiveness or product quality.

The industrial case studies were convincing to increase the efficiency of industrial networks and processes
by application of digital twins. As it was demonstrated in all cases the engineers from Innolabs and industry
were working hand in hand and this was the right way to get good solutions, results.

He requested the participants to send reactions on the programme by completeing the questionnairs, so
based on these opinions the next INDIGO Industrial Digitalisation Technical Day could be as successful as the
actual one was.

4.12.8.1 Networking, consultation with the experts

4.12.8.1.1 Free discussions, consultations

The place of the INDIGO22 event was very appropriate to have discussions, as here were big spaces inside
and outside of the conference building.
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There were several live demonstrations installed in the hall that showed the application of cobots with
intelligent control. The participants can test the face drawing robot (it was operating continuously — big
success) and can have a look how an intelligent robot completes assembly tasks.

These demonstrations were inspiriting for useful discussions, consultations with the developer experts, how
other specific tasks can be solved by robots. Other groups of visitors were discussing the application
possibilities of digital twins in their companies for different problems. The simulation presentations were
very attractive and gripped the phantasy of numerous visitors, immediately generating ideas on applications
in their companies.

Figure 88. Demonstrator of cobots?”

4.12.8.1.2 Reactions of the participants

4.12.8.1.2.1 Comments
A questionnaire has been circulated in the final phase of the Technical Day among the participants. Some
practical remarks are shown in the followings:

e |shall come next year too.

e Sending a calendar file (*.ics) would be useful for the registrants to put the date directly into their
calendar.

e Excellent event! Professional young speakers. The processing of the submitted case studies was too
detailed.

e This was a high-level event from all aspects. The room was too cool for me the temperature was too low.

e Thank you for the excellent organization, and the friendly atmosphere. | especially liked the many young
speakers.

e According to my opinion the 1. and 2. sections should be changed. First we heard intense solutions from
two global firms and in the next section the capabilities of Innolabs were demonstrated through a ball
pan manufacturing company. In case of a reverse order we could start from the basics and building from

27 A short summary video of the Technical Day can be seen on: https://www.youtube.com/watch?v=IB5r1dJaGR0
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this point we could get to the highest level step by step. The same is with the “You have submitted — we
have solved” section, as the audience can learn the basic knowledge in this part, as well.

e Good place, good programme. The final block was a bit long.

4.12.8.1.2.2 Graphical summaries of some questions
The satisfaction degree of the following parameters:

Qualification categories: Very good- Good —Acceptable — Weak

e The topic of the presentations
e  Structure of the program

e Rate of theory/practice

e Location/catering

B Nagyonjé mJé M Elfogadhaté W Gyenge
Az eldadasok témaja, szinvonala

ElméIEt_gyakorlat arénya _

Helyszin/Vendéglatas

Figure 89. Results and feedback from participant (1)
Opinions on the usefulness of the presentations:

Qualification categories: Very useful — Useful — Partially useful — No useful

B Nagyon hasznos M Hasznos B Némileg hasznos B Nem volt hasznos

1. Future Vision of Simulation and Digital Twinning
(Western Digital)

2. Using Digital Twinning in manufacturing processes
(Apollo Tyres)

3. Szakitas helyett okoskodas — adattudoméany az
iparban (Robert Bosch Power Tools)

4. Amikor nem a beteg szimulal (Kérhdz)

(Adattudomany, Szimulacié, Utemezés)

6. El6térben a Fraunhofer hatter

7. Amikor 1+1 t6bb, mint 2 — DigiLean Hub

5. Digitalizacios EDGE eszkozok és megoldasok _

8. Onok kildték. Mi megoldottuk.

100% 0%

Figure 90. Results and feedback from participant (2)
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4.12.9 Conclusion
The objectives of the Industrial Digitalization Technical Day have been achieved. The main characteristics and
the importance of digital twins and simulation have been introduced and their ability for raising effectiveness
was demonstrated.

Substantial industrial examples have been presented by foreign and Hungarian industrial experts as well as
by the EPIC InnoLabs staff. As the speakers were professional users/developers of the technologies all ad hoc
guestions were answered; the solutions of the submitted industrial cases were also presented well.

The Technical Day was successful considering the number of participants as well; 158 persons have been
registered and 98 participated.

The Technical Day results serve the experts of Innolabs as a very good starting point to extend their activities
in introducing digital twin technology in new sectors of industry. DT can be applied in all industrial sectors
and can become an important element of realizing circular economy.

First and last the Technical Day has reached its objectives and the immediate verbal feedback was definitely
positive. A clear indication of the interest and high-quality content is that great number of the participants
stayed at the networking and consultation part of the Technical Day having useful discussions with the
speakers and each other. The installed robot demonstrations were interesting for the participants and
generated questions on possible further robot applications.

Key outcomes include:

e Digital Twin is important new technology, but the industry needs help to introduce it in analysing
their processes improving the production efficiency on different levels.

o DT applications need strong theoretical background, so having expert knowledge is basic need.

e Input data and data cleaning are important for the DT— false input data result specious results.

e The participants were convinced that with DT the effectiveness of manufacturing lines or
transportation network can be significantly raised.

e The key benefit from implementing digital tools, techniques and technology seemed to be
timesaving, followed by improved productivity and quality.

e Personal training and courses are the most efficient ways of up-skilling employees. Learning and
training is the base for correctly use emerging technologies.

e The Technical Day was a good opportunity to reach out to large numbers of companies and spread
the DT technology.

The participants were encouraged to continue the discussion in different channels.

4.12.9.1 Transferable results
The transferable results can be classified into two main groups:

e  Skills: basic knowledge transfer of digital twin technology.
e Use cases: demonstration of different industrial use cases.
Transferable results in skills:

- In case of digital twin applications theoretical background and skills are crucial; skills came out as
being one of the biggest enablers, but also one of the biggest barriers. This emphasises that
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manufacturers have to be educated on the skills they need, where to find them, or even how to
create them — from training etc...

As afirst step the cooperation between DT experts, consultants and engineers from industry have to
be realised. The joint work gives additional capabilities for both partners and result good solutions.
Theoretical and practical training courses (in person training and online courses) came out on top
during the networking discussions. As manufacturers are constrained in time, they would prefer less
time-consuming means, as opposed to long training days/courses.

Barriers to employing skilled people and specific training aligned to digital manufacturing.

Transferable results in case of Use Cases:

Most participants realized that digital twin technology can become a strategic driver giving
competitive advantage by increasing efficiency of production and networking processes.

The participants realised based on the case studies that the cooperation between DT experts, consultants
and engineers from industry has of basic importance.

The broad application fields/possibilities of DT demonstrated by the use cases generated new ideas
in the participants — according to the discussions in the networking session.

The importance of data handling, the preparation of reliable data sets for DT usage (e.g. collection,
cleaning, integration, and grouping) was very well demonstrated in the use cases. These activities
need professional data experts/analysers who are the key to reach good result.

The attendants were very impressed by the very rich input/output tools of the simulation SWs, the
graphical summary of results (that makes easy understandable the result also for not professionals).

4.12.9.2 Relevant Experiences

EPIC Innolabs has already experience in organizing technical days and workshops. At the Industrial
Digitalization Technical Day the number of participant was higher as calculated (the registration has to be
closed earlier as planned) that was a positive surprise.

A registration webpage was simple but effective — only essential data needed from registrants.
Marketing campaigns should begin earlier before the event and a calendar file should be attached
to the registration confirmation mail.

The closing section ,,Coffe, networking, consultation with the experts” was successful as the
participants can have direct, free discussions with the speakers, experts and can exchange their
ideas with each other as well.

The questioner on the program structure and presentation quality brought useful results that can
involve into the organisation of future/next Innolabs events.

4.12.9.3 Lessons Learnt

Attendees were interested in use-cases, which demonstrate real industrial applications of digital twin and
simulation technology. These use-cases (or case studies) make the technology tangible to a broad spectrum
of companies not only for manufacturers. Based on the participant opinions (section 8.2.2) a real industrial
manufacturing case has the highest interesting rate.

It was positive that the use case presentations were shared by the DT experts and the engineers from the

industrial partners. The participants could see the complexity of the problems, the role of experts and the
need for substantial cooperation of the partners.
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Use-cases demonstrated that SME’s can apply effective the new technologies as well. In these cases the
field of cooperation should be wider, but good results can be achieved.

Collecting participant’s feedback is important. This feedback would allow the project partners to identify
where they could make improvements to their respective events.

Further improvements can include:
¢ Inclusion of more theoretical part of digital twins besides example uses cases.
¢ Inviting industry speakers who apply already digital twin technology.

¢ Extending opportunity for discussion and brainstorming between speakers and participants.
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4.13 Plant Simulation — Technical Workshop —20/05/2022, EIL (HU)
4.13.1 Topics Addressed in the Workshop

X
X
Added Value and Business Models
Interoperability and Standardisation
Cybersecurity
Industrial Agreement and Legal Aspects
Humans in Manufacturing X
Circular Economy
Human Factors X

Autonomous Smart Factories

Hyperconnected Factories

Collaborative Product-Service Factories

Data Spaces

4.13.2 Executive Summary

The workshop was organized by the Enterprise Group Budapest and the EPIC InnoLabs, subsidiary of SZTAKI
and the Fraunhofer - Gesellschaft. The goal of the technical workshop was the introduction of the Siemens
process simulation software and its application possibilities through industrial examples and case studies.

Because of the timely fulfilment of the continuously changing demands and short deadlines the effective
organisation of manufacturing and logistic processes became a key element. The simulation trials using the
Plant Simulation software support the decisions for wide range solutions of digital manufacturing, to increase
productivity, to reduce costs, and to achieve quality goals. The digital models of production systems
(manufacturing lines, supporting- and storage systems) can be developed by the Plant Simulation software
that can help the recognition, the analysis, and the optimization of processes.

Most of the participants came from different sectors of industry, from SMEs but from large companies as
well. The main results of the workshop are the lessons learned from the industry-based demonstrations.
These demos gave the participants good examples how they can operate more effective their own processes
analysed with simulation applications.

The context of ConnectedFactories 2 and the workshop can be found in the effective use of simulation that
is a dedicated technology in the digital transformation of manufacturing processes.
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4.13.3 Introduction

The goal of the technical workshop was the introduction of the Siemens process simulation software and its
application possibilities through industrial examples and case studies. The need for such a workshop
originated from the industrial sector, different SMEs were interested in the possible application of simulation
technology in production processes. The date of the workshop was on 20. May 2021 and was organized as
an online workshop in MS Teams.

Because of the timely fulfilment of the continuously changing demands and short deadlines the effective
organisation of manufacturing and logistic processes became a key element. The simulation trials using the
Plant Simulation software support the decisions for wide range solutions of digital manufacturing, to increase
productivity, to reduce costs, and to achieve quality goals. The digital models of production systems
(manufacturing lines, supporting- and storage systems) can be developed by the Plant Simulation software
that can help the recognition, the analysis, and the optimization of processes.

The increasing use of emerging technologies to simplify complex tasks has proved rewarding across every
industry in diverse ways. This includes increased operational efficiency, automating manual tasks, training
and validation, as well as data analysis. The integration of emerging technologies has brought the fourth
industrial revolution, in which data analytics and automation are important components. The digital
transformation of traditional processes is also another aspect of Industry 4.0 and, here, simulation and the
digital twin play outstanding roles.
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Figure 91. Plant Simulation & Throughput Optimization

Simulation refers to digital models that mirror the operations or processes within a system. Such simulations
are used for analysing the performances of systems and the testing and implementation of new ideas.
Engineers make use of simulations across a variety of industries to test products, systems, processes, and
concepts.
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Simulations include discrete event simulations, stochastic simulations, and deterministic simulations. In
these types, the variables used in running the simulation are either known or random. To run simulations,
some level of digitization is needed. This process may involve only mathematical concepts or the design of
2D or 3D models representing assets within a process or a product.

Figure 92. Analyze Production Systems with 2D and 3D Statistical Simulation

The Tecnomatix Plant Simulation application allows comparing complex production alternatives, including
the immanent process logic, by means of computer simulations. Plant Simulation is used by individual
production planners as well as by multi-national enterprises, primarily to strategically plan layout, control
logic and dimensions of large, complex production investments

With the application of Plant Simulation companies can get effective help e.g. to

e Detect and show problems which might otherwise cause costs and time-intensive correction
measures during the ramp-up phase.

e Reduce investment costs for production lines without endangering the required output quantities.
e Optimize the performance of existing production lines.

Using stochastic tools with object-oriented and 3D modelling capabilities, users can increase their
manufacturing accuracy and efficiency while improving throughput and overall system performance.
Powerful graphical visualization, charting and reporting features, genetic algorithms and experimentation
tools enable the user to evaluate the behaviour of production systems in order to make fast, reliable
manufacturing decisions. Plant Simulation models are used to streamline throughput, relieve bottlenecks
and minimize work-in-process. Graphical outputs for automatic bottleneck detection, analysis of throughput,
utilization of machines, resources and buffers
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Figure 93. Eliminate Bottlenecks and Streamline Throughput

Most of the participants came from different sectors of industry, from SMEs but from large companies as
well. The main results of the workshop are the lessons learned from the industry-based demonstrations.
These demos gave the participants good examples how they can operate more effective their own processes
analysed with simulation applications. The PS can be applied for the simulation of different types of systems
as this have been demonstrated in the technical workshop.

4.13.4 Workshop Organization and Preparation
The organization of the workshop partially was processed through a blog on the internet. As the workshop
was a national one, all communication and the presentations, case studies were processed in Hungarian.

So the call, the introduction and the presentations and use cases introduction were all in Hungarian. All
materials are written in Hungarian as well. In the report only the key points of some presentations are
introduced/translated into English.

Table 3. Agenda of the simulation workshop

08:00 Registration and Access to Workshop

08:30 Problems that can be solved by the Plant Simulation software (the levels of the SW)

09:00 Example of a 5 - machine model (How can we get from the basics through a validated model
to an optimized status?)

10:00 Questions/answers

10:10 Coffee break

10:30 Process optimization based on a practical example (optimization of buffer size, capacity
analysis)

11:30 Lunch break

12:30 Introduction of case studies (a Hungarian and an international example)

13:30 Questions/answers
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13:45

Coffee break

14:00

You have submitted, we solve (Introduction of three examples submitted by the
participants)

14:45

The EU Connected Factories cooperation — Applications and behind.

15:00

Feedbacks and closing remarks

Figure 94. The entering screen of the call page of the simulation workshop

PLANT SIMULATION - SZAKMAI NAP

2021.05.20. REGISZTRACIO

Széles kori digitalis gyartasi asok a Svelé a kéltségek csdl é valamint a mi i célok elérésé
tamogatasara.

A folyamatosan valtozé igények és a révid hataridok teljesitése miatt a gyartasi és logisztikai folyamatok hatékony szervezése kulcsfontossagu tényezové nétte ki magat.

A Plant Simulation szoftver aval 16 6k a termelési (gyartésorok, gyartaskiszolgalé és raktarozasi rendszerek) digitalis modelljei, amelyek
eldsegitik a folyamatok megismerését, elemzését és optimalizalasat.

Online szakmai napunk célja a Siemens llacios szoftver b a asa konkrét példakon és esettanulmanyokon keresztiil.
PROGRAM

* 08:30-09:00 — Mire j6 a Plant Simulation? (A szoftver tudasanak szintjei)

* (09:00-10:00 - 5-gépes modell példa (Hogyan jutunk el az 6l egy validait llen at egy )

* 10:00-10:10 - Kérdezz-felelek

* 10:10-10:30 ~ Kavészlinet

* 10:30-11:30 - Folyamatoptimalizalas gyakorlati példan keresztiil (Sorki

* 11:30-12:30 - Ebédszlinet

* 12:30-13:30 - Esettanulmanyok bemutatasa (hazai és egy nemzetkozi példa)
* 13:30-13:45 - Kérdezz-felelek

* 13:45-14:00 - Kavésziinet

ey

Figure 95. The Call — giving the topic and the planned program
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D>.4 ACTORIES

REGISZTRACIO
vezetéknév*
keresztnév*
email*
telefonszam*
cegnév*

beosztas

O Feliratkozas a hirlevére

0 Elfogadom az Adatvédelmi Szabalyzatban szereploket.

Elkild
A csillaggal ellatott mezoket kotelezd kitdlteni.

Figure 96. The registration form and the proposal for participation aspects

SZERVEZOK
| B . EPI C CONNECTED
ENTERPRISE
T Bt i WACTORIES
ELOADOK
A webkonferencia el6addi sokéves I az ipari digitalizacio terén és az adott terilet szakértoi.
Német Istvan Kadar Botond Czirké Déavid Lénart Laszlé szaller Adam Vén Zoltan "
Enterprise Group EPIC InnolLabs EPIC InnoLabs EPIC Innolabs EPIC InnoLabs EPIC InnoLabs
Automatizaldsi Ugyvezeto Digitdlis gydrtds, senior Digitalis gyartas, senior Digitdlis gydrtds, senior Digitdlis gydrtds, senit
rendszermérndk rendszermérnsk .. rendszermérnck rendszermérndk
Figure 97. The list and photos of organizations and speakers
KERDESE VAN?
Lépjen kapcsolatba kollégankkal!
Német Istvin
Enterprise Group

Automatizélasi menedzser
nemet.istvan@enterprisegroup.hu
+36 20 591 0661

° H-1138 Budapest, u +3614712424 Production:

B.
ENTERPRISE ‘ .
BB, T Vaci 0t 117-119, 4361471 2402 B plm@enterprisegrouphu
L]

Figure 98. Contact person of the workshop

There was a possibility to send in problems to the organisers preliminary that could be solved at the
workshop for the participants demonstrating the real possibilities of the software and the experts®,

28 https://blog.eplm.hu/wp-content/uploads/2021/05/PlantSim SzakmaiNap Feladat.pdf
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ENTERPRISE
GROUFR

- CONNECTED

EPIC

InnoLabs

Plant Simulation Szakmai Nap — Feladatkiiras

A szakmai nap f& célja, hogy megismertesse a résztvevékkel a Plant Simulation szoftver széleskor(

hasznalati lehetéségeit. Véleményiink szerint ennek az egyik legjobb mddja az, ha t&bb, személyre

szabott gyartasi- és/vagy logisztikai folyamatokkal kapcsolatos probléma megoldasat mutatjuk be.

Ezért kérnénk Ondket arra, hogy amennyiben van olyan multbéli, aktudlis vagy jovébeli probléma,

amelyet a jelenlegi folyamatelemzési és optimalizalasi eszkozeikkel, eljarasaikkal nehezen tudtak/tudnak

megoldani annak komplexitasa miatt, osszék meg vellink, mi pedig teszlink egy probét erre

szimulacidval!

A bekildott feladatok kdzll 3-at valasztunk majd ki, és mutatjuk be réviden az elkészités és megoldas

menetét.

A feladat definidlasahoz kérjiik hasznaljék a lentebb taldlhatd irdnyelveket és adatigényeket. Az id6
révidsége miatt egyes feladatok esetében az egyszer(isitésére lehet szlikség, de ezt igyekszlink minden
esetben a f& célokat, elvarasokat figvelembe véve megtenni, fontos elemeket nem elhagvni.

Figure 99. The criteria of the invited task description

4.13.5 Case Studies Session

Name
Német Istvan

Table 16. List of Case Study Speakers

Company
Enterprise Group

Position
Automation manager

Kadar Botond

EPIC InnoLabs

Managing Director

Czirko David

EPIC InnoLabs

senior system engineer

Lénart Laszlé

EPIC InnoLabs

senior system engineer

Szaller Adam

EPIC InnoLabs

senior system engineer

Vén Zoltan

EPIC InnoLabs

senior system engineer

4.13.5.1 Case Study 1. — Process optimisation
Process optimisation example: the goal was to analyse the given system, and then using these results to
define the optimization possibilities. Simulation experiments were run with different input parameters to

define the local optimum.

@ exceence EP1C

Production Informatics and Control

EPIC _®
|71 . ENTERPRISE

InnoLabs = RRERE

Folyamatoptimalizalas gyakorlati
példan keresztil

Szaller Adam

Senior rendszermeérnok
EPIC InnoLabs Nonprofit Kft.

Figure 100. Process optimisation title slide
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4.13.5.1.1 Introduction
e Product: Programmable Circuit Board (PCB)

e Automated

and operator handled workstations

e Transportation of products by Work Piece Carriers (WPC)

Probléma bemutatasa

Gyartosor:

Termék: Programmable Circuit Board (PCB)

Automata és operator altal kezelt (izemeltetett allomasok

A termékek szallitdsa WorkPiece Carrier-ekkel (WPC) térténik
+ Mindségugyi okokbdl nem foghatoak meg

Forras: hitpsy predictabledesigns comy

Foerds: https/fwww.aglcorp.com/

Figure 101. The products on the production line

4.13.5.1.2 Additional information

e CONNECTED

~

Cf, S EPIC (= EPIC "=§* P

Egyéb informaciok C BBLEPIC (S EPIC oBg, e

Automata allomasok rendelkezésre allasa 80% (20% meghibasodas, MTTR = 20 perc)
Allomasok javitasa az egyik operétor feladata

A megmunkalasi idék normal eloszlast kévetnek

Alapanyagok szallitasa

+ folia: 4 oranként 20 db (1 doboz) 2 1 db sziikséges minden termékhez

* IC: 1 dranként 10 db (1 doboz) - 2 db szlkséges minden termékhez

Szimulacié futtatasa 3 napig (0-24)

Miszakok kozotti sztinetek elhanyagolasa

A gyartosor altal termelt profit novelése erdekeben projektek indulnak

cél: dontéstamogatas, otletek |étjogosultsaganak alatamasztasa a felsévezetés elétt
eszkoz: gyartorendszer szimulacio, kisérletek futtatasa

Figure 102. Additional information on production line
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4.13.5.1.3 Definition of buffer capacities

1. Pufferméretek meghatarozasa © S EPIC (5 EPIC oR%, s
Feladat altalanos leirasa

* Pufferek = ideiglenes tarolok az allomasok k&zétt

* F6 feladatuk, hogy kiegyenlitsek...
+ Az egyes folyamatok kozotti idé- és sebességkiilonbségek, illetve
+ a meghibasodasok hatéasat.

* Az elkeszilt termek a pufferbe helyezheté amig a kévetkezé allomas be nem fejezi a
munkat, vagy meg nem javitjak

» Altaldnossagban: a puffer lehet egy doboz/szupermarket/egész raktar

* Kerdés a gyakorlatban:
+ Mekkora helyet allokdljunk erre a gyartd folyamatok kozott (kapcesolat layout planning-gel)
+ Hany db tarolot vegylink? (egy tarolo mérete a lépték)

Figure 103. Definition of buffer capacities

4.13.5.1.4 Line balancing

2. Sorkiegyenlités ¢ RS EPIC (S EPIC oR, e

Feladat altalanos leirasa

Rendelkezésre allo adatok

+ Manualisan miikédtetett allomasok szama es ciklusidejiik

* Dolgozdk szama (kisebb, mint az allomasok szama)

*  Cél: kihozatal maximalizalasa

* Kérdés: melyik dolgozét melyik allomashoz rendeljiik?

* [hasonld probléma: az allomasok és a hozzajuk rendelt dolgozok fixek, a cél a feladatok

kiosztasa kozottik]

warkar1 worker2 warkar3

Station1 Station2 Station3 Stationd Stations Stationé

Figure 104. Line balancing

4.13.5.1.5 The simulation model

Szimulacios modell

Gyartésor
vége
bemenet

termak
bemenet

anyagatam B o B
- ‘E g
B+ B

Figure 105. The simulation model
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4.13.5.1.6 Stations
© EG EPIC (S EPIC .ali. e

Allomasok

termék WPC. === " £ Inemcrmmits w
mindség- IC termekre 51 val
be helyezése  clenicats forasaiza MONe0Z R
B 2 B 2
manuilis - 'ﬁ""' = ‘ﬁ"“
automata B~ -

Figure 106. Stations of the simulation model

4.13.5.1.7 Quality check
Automated (red lines) and manual (green lines) tasks

Minégségellenérzés, folia és IC © % EPIC (S EPIC R, s

BE B ; =2 |2 =
L - > o Yeg

{258 & - @ L5 B~ @® S @ x

STOTMndgeEee M Te;“en:e.TrWNn“ Inaiits
elienérzes Il ‘I kemence 2
A 1dobozok kezi
manuilis B2, Bh 27 sziliitisa
S

automata l 2 m‘__‘ R

Figure 107. Quality check

4.13.5.1.8 Buffer analysis
Vizsgalni kivant pufferek

© & EPIC (S EPIC 424

¢ Ruan B @
asEp BB

Figure 108. Buffer analysis
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4.13.5.2 Case Study 2. — ARV fleet optimisation

4.13.5.2.1 Case studies by introducing real industrial projects — Material handling with ARV (Automated
Robotic Vehicle = AGV + robot)

ARV fleet optimisation: with the modification of task distribution logic capacity increase, higher machine

utilization and automation level have been achieved.

6 exceence EPIC

Production Infermatics and Control

 EPIC ,l=P s |

InnolLabs

ARV flotta optimalizalasa

Senior rendszermeérnok
EPIC InnoLabs Nonprofit Kit.

Figure 109. ARV fleet optimisation — title slide

4.13.5.2.2 Introduction
Goals of the simulation — analysis and optimisation of the system

e Raising capacity utilisation of machines
e Balancing the loading of ARVs
e Reducing the manual tasks

Bevezetés @ t;f,“jf-f,.”EP‘lc 8 EPIC @ SZTAKI

Projekt részletei

Cégismerteto:

*  Multinacionalis vallalat (félvezetd iparag). tobb gyar Kelet-Azsidban
* Adattirolok gyértasa és tesztelése

* 2 kiilon emelet = 2 kiilon projekt

* Latszolag azonos probléma, de kiilonbdzd okok

Probléma bemutatisa:
*  Tesztelo gépek (hardware és software), megmunkalé gépek (WB, DA,DP)
* Anyagmozgatas ARV-vel (Automated Robotic Vehicle = AGV + robot)
*  Operitori beavatkozas szilkséges lehet (meghibasodas, késések)
¢ Kihasznalatlan gépek, egyenletleniil terhelt ARV-k
¢ Cel a rendszer elemzése és optimalizalasa:
* Nagyobb kihozatal és gépek kihasznaltsaganak névelés
* ARV-k terheltségének kiegyenlitése
+ Kézi taskok szamanak cstkkentése

Figure 110. Projectl - Basic data of the system and introduction of the problem

4.13.5.2.3 Project 1. ARV routing simulation — Basic data
The components of the system and their layout
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Projekt 1 — Memoria teszt
Rend | i és elr

A

:]l

Gépek:
* 3 tipusa gép (Osszesen 150)

¢ Kiilonbozo ciklusidok (30-90-210 pere)

* 2talca érkezik a géphez, 3 tavozik (hibas darabok)
* Rendelkezésre illas, selejtardny

—/sessesss|®

ARYV paraméterek: -
*  Meéretek, sebesség és gyorsulds adatok

* Akkumulitor kapacitas, fogyasztas, t6ltési ido

* Robot pakolasi ideje és tirolo kapacitisa

¢ Meghibasodasi rata

priee[[Spesncsse

] sese
| sse sue se

Logisztikai rendszer:
*  Uthalozat, keresztezodések, kozlekedési szabalyok
* Feladatok kiosztasanak logikai

|
3 8-S ———|

Figure 111. Project1 - System parameters

4.13.5.2.4 Project 1. — Results

Projekt 1 — Memoria teszt
Eredmények

Leghatékonyabb logika:
¢ Begytjtés — Kiosztas

Fejlesztések hatasai:

* Elvégzert feladatok szima 20%-al névekedett

¢ ARV-k szama 2-vel csokkentheto

¢ Automatizaltsag foka 90%-rol 99.5%-ra lked
* Atfutdsi idok 29%-kal csokkent

¢ Szallitasi idok 33%-kal esokkent

* Magasabb gépi kihasznéltsag

¢ Jobban kiegyensulyozott ARV-k

Figure 112. Project1 - Analysis of results

4.13.5.2.5 Project 2. — Layout analysis - Basic data
The components of system and their layout
Projekt 2 - DP, DA, WB © B EPIC (SEPIC () szan

| i és elr

Gépek:
* 3 f5 géptipus (Osszesen 800, egyszerre 500 mitk5do)
* 10 altipus

*  Kiilonbozo belso logikak, ciklusidok
* Rendelkezésre allas, selejtariny

)

ARV paraméterek: I
* 3 f6 tipus (DP, DA,WB), teriiletekhez kétve

*  Mikadési és fizikai araméterek
¢ 1dok és kapacitas

* Meghibasodasi rata

Logisztikai rendszer:
* Elkilonitett zonak, de vannak kozds kézlekedési utak
*  Tabb logisztikai tarold és ellaté egység tipus (ARS, TT)

Figure 113. Project2 - Basic data of the system and introduction of the problem
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4.13.5.2.6 Project 2. —Results 1
Proposals for layout modifications and the results

Projekt 2 - DP, DA, WB C BEEEPIC (S EPIC sz

Layout moédositasi javaslatok és eredmények

1. Kozlekedési utak iranyanak modositasa 2. Shortcut-ok alkalmazasa a kozos teriileten

| Jelenlegi kizlekegésielv | | Ajaniott kizlekedési elv | | Elozési lehetose
| | &

s & 1 - idQ ‘4&
L, AT A —— p— -Tr
= el (}9 ol ‘illII ll?l?n?
EmEm |[TEEE ggmy | F@me AR RN BT T
@ Wk mem | e
OF  loms R || mme
¥ ‘g{ mmE ¢ 4 | mms

Figure 114. Project2 — Results 1

4.13.5.2.7 Project 2. —Results 2
e The completed tasks can grow with 20 %.
e The blocking of ARVs can decrease with an average of 20%.
Projekt 2 - DP. DA, WB & L EPIC (S EPIC (75 sz
Eredmények II.

Fejlesztések hatasai:
* Elvégzett feladatok szima 20%-kal nohet

Layout modositasok hatssa a kihozatalra
300

e
*  ARV-k blokkolisiga atlagosan 25%-kal cstkkenhet L Tl i
& 5000 gad ~20%
. ) v incres
= E 2000
- e e | ¥ 2000
EEEE 10z lI I I“

TOTAL

Layout modositasok hatdsa az ARV-k blokkoltsdgara

=
=
B
=
"
=
B
i

§

o Eaocking Burmr Lt

CESEEEEEEREND
DA ~25% Blocked

[

4§

#

R Mocking Rxtia

CERCEaEREEE e --——
'WEB ~20% Blocked =

3 ¥

Figure 115. Project2 — Results 2

4.13.5.3 Case Study 3. — Hospital - Emergency Department Simulation

Accident Emergency Department Simulation
Hospital simulation: the modelling of emergency department has been done, then the bottlenecks (humber
of operating room, number of specialist per shift) have been analysed with different input parameters (big
accident, high/low number of serious patients).
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EPIC

InnolLabs

Excellonce in Production Informatics and Contro!

Siirgésségi-Baleseti
Osztaly (SBO) szimulacié

Kadar Botond, Szaller Adam

2021, majus

@ SZTAK! 25 Fraunhofer

Figure 116. Accident Emergency Department Simulation — title slide

4.13.5.3.1 Goals of the analysis
Definition of the following parameters

e Architectural

o Number of rooms

o Capacities

o Distances
e Organizational

o Staff resources

o Handling of extreme emergencies
e Services

o Waiting times in check in

o Rate of Service- and waiting times

o Bottle necks, stops in diagnostic modularity
SzZimulacios elemzés célja
Szempontok szerint felmerllt igenyek, kerdesek

Szolgdaltatasi
Szervezési

Figure 117. Goals of the simulation analysis
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4.13.5.3.2 Arrival of patients

Betegérkezés (- EPIC

* Heti betegszam megadasa: pl. 975 beteg
* Heti, napi és napon bellli 4 oras ablakokkal megadva

. . P rérte
* Az érkezés madja =
(Jarobeteg, Mentg, + riasztassal) B
L3
* Jaro és fekvibeteg aranyok Péntek:
megadott eloszlasokat kévetve Szomban
P Vasdrnap
* TRIAGE kategdriak a
betegutakhoz Napszak Hétfs  Kedd  Szerda  Csitdrd. Péntek  Szombat Vasdmap
. 00-04 215 284 254 2 24 367 367
megadOtt e|OSZ|BSOkka| 04-08 4.61 64T 607 607 607 8.57 8.57
08-12 2 am em wm wm e Jwas
12-16 feae  mser  mer e jmer s e
16-20 2273 2409 2409 2409 2408 2645 2645
20-24 1010 1220 1220 1220 1220 1623 1623

Figure 118. Arrival of patients

4.13.5.3.3 Patient routing and start frequencies
24 different routing and frequencies

24 kiilonbozé beteglt és indulaskori frekvencia  EPIC

* Beteg <-> Betegut adott frekvencia szerint véletlenszerien
* TRAGE kategoria Beteg/Betegut mellé véletlenszerien

Socearopede METK) MSTRZ MSTRS  MSTRS  MSTRS

ik et Aoyt v OV vay APl beteg TR | ex

a1 U Aedran. e Lny B0 WD Bid a1 [ | e

130 omemh s TuAkT e 055 LTI bt ek Ak o 2 0% wn

oot pleyee Zoowt w81 bt aw  om | om
PP Jap——— S adh Beteg & =

e eepunte S—r— an | e | e

U S, irobises L ewbe Nt ) o w o

St M S04 SN WIS (ke 28I e Bebeze e o 0% 2 x
TJoureni st revgeitg 15 nde st b et an oo ™ 0w

ML AL gty 3OS Dol OCln o am =

e (kI Grwgeet] +30aCion 4 L H BT YOOt o an e s

L e e ] cn M o 55

BT R e ————peye e m oX

10785 GV 1 G O b RGOS LG IO LI (P e a  em e

o Dot WU SCE3 WA L SOt L3N] e W o

Tekeket ey T wr ) i1 ST SPRred e bk an  ox W o

e bebeg ot b A 6 P+ et m em 4 | o®

1408 Doy, v WAL (L D) RO+ IS gy fadkied ™ i | oe

S waRall panaccl Ak W 36 PL MO MerBO | o s | o

G walhast pemmcct iwctunl Sunties GIRD SO0 grwd | aw e W e

Ry Conask AT et L L) @ 0w
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Figure 119. Patient routing and start frequencies

4.13.5.3.4 Priorities
An electronic case sheet belongs to each patient containing all data and is updated continuously. The
priority is defined at check in based on triage level and does not change in time.
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Prioritasok

* Minden beteghez elektronikus karton tartozik, ami minden adatot
folyamatosan frisstlve tartalmaz

* Prioritast az MSTR (triage szint) és az érkezés idépontja hatarozza meg

. . . ) | prio = MSTR +10e10 + (The — Tp)
* Minden elektronikus karton és hozza tartozo

beteg sorrendezédik az egyes |épések elstt
a prioritasok szerint

== priseitds bedllitdsa
if @.triageszing < 3
® iz o2_unifars(é, 1, S8}
§-prioritas = §.prioritas * z
slseif §.trlsgeszint = 3 or @.crisgeszint = &
z te z_unifors(8, 28, 88}
E.pricritan iz @.prieritas © 2

* A prioritas idében nem valtozik!!!!!
!1"1 tw 2z_unifora(s, 48, 99}
#.prioritas s @.prioritas * z

Figure 120. Priorities

4.13.5.3.5 Example of a patient routing
Kiindulé betegit példa

seenn e Ojkek il wdsteaver , feloldak
gysngesdp virmkses stroke
Gyakorisdg:a nerokd gha tinstak 5 H.a

mlldtdel mve et hekyszin ids e mridyzat] igeny = redmigny
regisatricid racspeii 5
triaga triagn vizsgalds 5| Triago sahdpoks 2-hatagéria
= 2 * dvas wdrtban® falva

fikdls vizsgdlat , & panasesd rem s2innak gdciels van
VIZSGALAT =hocktalanit 15| orvos aborvirsgilnt
BLOD S AMPLE =recktalanid 5| dpoks

figg 2 kabeor tipus$t6] » scalitas madjstal.a POCT
LARCIRAT (IR 40 bt I ZSCALAT =recktalanid 1550 siirpéissdgi szakd poki prederalt
CT argio VIZSGALAT CT wizsghld 30| radicldgus paraked laltazés CT-n wirsds

CT-n Eschimis ragydr shadeo dis i bon ated rem
aredmény & mikaldse admirisrativ halylsg 10| orvos sziintak id Sablakon bl vagyurk
Nl guss kongi s shoicktalannd 10| nauirakigus s Pt JO0 s2dba & et B
|degsebésr kong fum =hocktalanic 10| ide poetyfisz diintés mitdtril paralel szerveres indul

orvos anestesaldgus
siirpizsigl seaksd poliporeiel

miitEt srereepdse elikeszitds =hocktalanid 15| anestieziolbgas bevondzs
arsdményak kidmkolisa admirisrativ halylsg 10| siir gl ssangi @ rwos atkedyuads mddbe

wzutdn, kaenall kbor fokamatos mositoro 2ds
WTET dszati mdbdban s0-180 ioldgus - EXG,onen s faligyater
[dukumentscic véglegesitéze Jadministrati he by iség I 10] Stor, orvas I
Athelyerés T0-ra [ 10]orvos spoks |beteg TOoEiyr

4.13.5.3.6 Description of staff
Basic types of staff — doctor, nurse, administrator.

Figure 121. Example of a patient routing

Személyzet EPIC
Pegyraci Srarvac Dlalas Pazl Haiv. 3
Fy— 0 darn T —
gl sabarert 4 Srabarers roet Dreesael Srakaress
* Harom személyzeti tipus: Lo =5 e il
+ Orvos :::.':‘.:.,m : ::.::N S :.::“
* Apolés és e
+ Adminisztrator Sn—— — e e
* Altipusok —— - e
* Képzettség szerint e = oo e
+ Pl Orvos, Szakorvos vagy
Apolé, szakipoléd ety Fuct poee
. roatsgaickoal [rm—rr—
+ Orvosszakma szerint ioae retsgcre g
. . g akazch ro Tagedasl Traqeizakazchy
+ PL Traumatolégus, Neurclégus, scatipals [ery—— sratsgor:
+ SBO vagy Korhazi beosztas szerint = v Se—
» Pl. SBO szakorvos vs Mellkassebész e e
* Ezt az input adatot fontos lesz [ e
precizen atnéznil! svamea e

Figure 122. Description of staff
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4.13.5.3.7 Tracing of patients

The electronic case sheet of each patient are traced continuously and reported in the model.

Betegek kovetese

,_: EPIC

* Minden beteg és kartonja folyamatosan, |épésenkent kovetve és jelentve
van a modellben

T ] FOZ0/12/07 06:3%:58.4686
F020/12/01 06

B0 Erkozés
sakialanitcd
sokitalanitol
sakizalanitcl
CT_Trauma
ekt
<onglium
T

01 0BI8:56.4095
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Figure 123. Simulation data sets - Tracing of patients

The simulation demonstration has been processed based on the above data sets.

4.13.6 Interactive Sessions
Example send by a participant: the participants have the possibility to submit a simple own problem, that has
been solved and presented by Innolabs. The first, draft solution of such an example has been demonstrated
and discussed at the workshop by all participants and also has forwarded for the management of the
company. Based on the results a negotiation started on licence contract and a project is planned as well.
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The workshop was very successful, many questions have been arrived in connection with the simulation
solutions, e.g. from the following companies:

e Hirtenberger Hungary Kft.

e NAGEV Réacs Kft.

e ZF Hungdria Kft.

e Delta-Tech Kft.

e BOS Automotive Product Bt.

The detailed answers will be sent to these firms including the materials of the presentations and case studies.
The case studies introduced in the afternoon cannot be forwarded because of their sensitive data (as
mentioned already during the presentation).

Some examples:

Questions

Q1: Only manufacturing processes can be modelled (question before hospital demo)
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A1:-No, all types of processes can be modelled as logistical processes, hospital simulation,etc.
Q2:- How long is the lead time in case of a simulation project?

A2:- The lead time depends on the complexity of the project. An average project needs 1-3
months, in case of a more difficult case this time increases.

Q3: - What is the rate of international and national projects? How are motivated national companies in this
field?

A3: -The rate is 50-50 % but this is increasing in Hungary, mainly in case of larger companies. In
case of SMEs there is less resources and data availability that make more difficult launching
projects.

Q4: - Is there possibility for trainings?
A4: - Yes, trainings can be organized according to the special needs of a company/SME.

4.13.7 Conclusion

The objectives of the technical workshop have been achieved. The main characteristics and the importance
of simulation has been introduced in detail in the introductory presentation, which was followed by the
EFFRA and Connected Factories 2 introduction.

Substantial industrial examples have been demonstrated and solved by the PLENT simulation application
presented by the EPIC InnoLabs staff. As the speakers were professional users/developers of the SW package
all ad hoc questions were answered; the solutions of the more complicated problems will be posted for the
participants. The workshop was successful considering the number of participants as well; 44 persons have
been registered, 32 participated and 30 from them continuously were connected to the presentations.

The workshop results served the experts of Innolabs as a very good starting point to extend their activities in
introducing simulation technology in new sectors of industry. Simulation can be applied in all industrial
sectors and can became an important element of realizing circular economy.

First and last the technical workshop has reached its objectives and the immediate verbal feedback was
definitely positive. A clear indication of the interest and high-quality content is that more than 90% of the
participants remained connected in the demonstrations till the end — and in case of an online workshop it is
an outstanding and convincing result.

Key outcomes include:

e Simulation is in place, but the industry needs help to introduce it in analysing daily operation
improving the production efficiency on the shop/factory floor.

e Input data important for the simulation — false input data result specious results

e The participants were convinced that with simulation the bottlenecks can be easily detected, the
reconfiguration of the system can be designed, so the effectiveness of manufacturing lines (or any
“production-like” or organizational process) can be significantly raised.

o The key benefit from implementing digital tools, techniques and technology seemed to be
timesaving, followed by improved productivity and quality.

e According to the audience, personal training and online courses are the most efficient ways of up-
skilling employees. Learning and training is the base for correctly use the simulation SWs.
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e The workshop was a good opportunity to reach out to large numbers of SMEs and spread the
simulation technology and forward information about the CF2 project.

After the workshop, the registered participants were encouraged to continue the discussion in different
channels. The presentations and summaries of the group works were shared with the participants, and the
organizers will facilitate the discussion further. The summaries of discussions were made and delivered to
participants one week after the workshop as well as some answers for the questions.

4.13.7.1 Transferable results
The transferable results can be classified into two main groups:

e Skills: basic knowledge transfer of simulation technology.
e Use cases: demonstration of four different industrial use cases.
Transferable results in skills:

- Incase of simulation experiment skills are crucial; skills came out as being one of the biggest enablers,
but also one of the biggest barriers. This emphasises why we need to focus on a skills framework to
educate manufacturers on the skills they need, where to find them, or even how to create them —
from training etc...

- Training courses, short in person training and online courses came out on top during the interactive
session. This suggests, manufacturers are constrained in time. Therefore, would prefer to digest
information, through less time-consuming means, as opposed to long training days/courses.

- Typical challenge faced with implementing digital tools, templates and techniques — buying a
simulation SW, invest in learning it (time factor) or bring the problem to a consultancy company to
solve the problem within a relative short time.

- Barriers to employing skilled people and specific training aligned to digital manufacturing.

Transferable results in case of Use Cases:

- Most participants realized that simulation can become a strategic driver giving competitive
advantage by increasing numerous production parameters based on an appropriate simulation
model and the deep analysis of the results.

- The participants were astonished the broad application field/possibilities of simulation — the hospital
use case was especially interesting for them.

- The users realized that data collection for simulation input is the key point of the simulation
experiments, and also realized the difficulties of this task.

- The attendants were very impressed by the very rich input/output tools of the Plant Simulation SW,
the 3D animations, the graphical summary of results (that makes easy understandable the result also
for not professionals).

4.13.7.2 Relevant Experiences
EPIC Innolabs has already experience in organizing workshops but the big number of on-line participant was
higher as calculated that was a positive surprise.

e Aregistration webpage was simple but effective — only essential data needed from registrants.
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e Marketing campaigns should begin at least two weeks before the events and the calls should be
intensified to twice a week including a reminder one or two days before the event to already
registered participants.

e |n case of an online workshop the log-in URL has to be circulated among participants one day
before, providing the participant to test their IT infrastructure.

e General recommendations for the execution of a demo-oriented online workshop:

o The general objectives should be as concise and realistic as possible,

o The structure of the demos has to gradually introduce the possibilities of the presented SW.

o The demos have to match the possibilities of the online communication platform (sharing
videos, animation, etc.) to make effective and attractive the presentation.

o Organizers should have a clear idea of the expected results and design the interactive session,
Q/A accordingly (e.g. licencing the demonstrated SW).

4.13.7.3 Lessons Learnt

Attendees were interested in use-cases, which demonstrate real industrial applications of simulation
technology. These use-cases (or case studies) make the technology tangible to a broad spectrum of
companies not only for manufacturers. Use-cases are more powerful if they involve SME’s embedding the
technology. A successful route to obtaining use-cases is through digital technology providers who can
present specific projects where they have helped manufacturers.

The conclusion is around the importance of collecting participant’s feedback. Collecting feedback would
allow the project partner to identify where they could make improvements to their respective workshops.

Further improvements can include:

¢ Inclusion of more theoretical part of simulation besides example uses cases.
¢ Inviting industry speakers who apply already simulation technology.

* More opportunity for discussion and brainstorming.

* Greater emphasis on event promotion to reach more (relevant) attendees.
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4.14 Cybersecurity, essential in your path to the digital factory — 25/05/2022, SIRRIS (BE)
4.14.1 Topics Addressed in the Workshop

X
X
Added Value and Business Models
Interoperability and Standardisation
Cybersecurity X

Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy

Human Factors

Autonomous Smart Factories
Hyperconnected Factories
Collaborative Product-Service Factories

Data Spaces

4.14.2 Executive Summary

The workshop “Cybersecurity, essentieel in uw weg naar de digitale fabriek”, was organised on 25 of May
2022 as an online workshop with a duration of 3 hours. The agenda included an introduction on Connected
Factories, two keynote presentations and an interactive session. 13 participants from 10 different
organisations/companies registered. They came from companies, the Belgian sector federation of
manufacturing industry, the European association promoting innovative production technologies and
research institutes.

The aims of the workshop were to:
e promote the ConnectedFactories project and its resources
e provide the participants a first guideline on how to secure manufacturing processes

e present lessons learned from a manufacturing company that recovered successfully from a cyber
attack

e have a discussion among all participants on developing a Risk Based Cybersecurity strategy

4.14.3 Introduction

This report describes the execution of the workshop “Cybersecurity, essential on your path toward the digital
factory”, organised by Sirris on 25™ May 2022. The topics addressed in the workshop were Cybersecurity as
cross-cutting factor, successful use-case, and trends, needs, challenges and barriers in the implementation
of cybersecurity. The workshop was conducted in Dutch and one keynote in English.

Compared to the number of invited people from companies the number of participants was rather small, but
all participants were participating actively in the discussions and interested in topics.
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The main objective of the workshop was to improve the awareness of the importance of setting up a
cybersecure environment in a manufacturing company.
A seven-step plan towards cyber resilience was presented as a first aid for companies who still have to take
the first steps but don’t know exactly how to start. It was illustrated by a concrete use case at company that
suffered from a cyber-attack and what measures they have taken to recover from it and to become more
resilient to it in the future.
During an interactive session participants gained insights that a 100% secure environment is not possible but
what are the axes that are usually not thought enough about when it comes to make your environment cyber
secure. Several opportunities were presented at the end of the workshop on how to be getting started in
practice and how to get a deeper knowledge on the topic. The agenda for the workshop is presented in the
table below.

Table 17: Agenda

FQ

09:00 Welcome and introduction Connected Factories 2
Filiep Vincent, Sirris
Chris Decubber, EFFRA

09:30 Keynote 1: 5 steps to secure connected manufacturing
Tatiana Galibus, Sirris
10:05 Keynote 2: Securing an ICS-network, lessons learned from a ‘cyber-attack’

Bart Lagast, Picanol

10:40 Break

10:50 Interactive session: ‘How much do you have to invest in cybersecurity?’
Patrick Coomans, Agoria

11:50 Wrap-up and next-steps
Filiep Vincent, Sirris

12:00 End

4.14.4 Workshop Preparation and CF2 presentation

4.14.4.1 Workshop preparation and promotion
The workshop was promoted to Belgian manufacturing industry through several communication channels:
Via Sirris website:
All events are published in three languages (Dutch, French and English) on the Sirris website.
e https://www.sirris.be/nl/agenda/webinar-cyberveiligheid-essentieel-uw-weg-naar-de-digitale-
fabriek
e https://www.sirris.be/fr/agenda/webinaire-cybersecurite-essentielle-pour-votre-progression-vers-
lusine-numerique

e https://www.sirris.be/agenda/webinar-cybersecurity-essential-your-path-toward-digital-factory

Via EFFRA website:
https://www.effra.eu/events/webinar-cybersecurity-essential-your-path-toward-digital-factory
Via LinkedIn:
e https://www.linkedin.com/posts/sirris_cybermonday-sirris-cybersecurity-activity-
6931937068583419905-fQo0?utm source=linkedin share&utm medium=member desktop web
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https://www.sirris.be/fr/agenda/webinaire-cybersecurite-essentielle-pour-votre-progression-vers-lusine-numerique
https://www.sirris.be/fr/agenda/webinaire-cybersecurite-essentielle-pour-votre-progression-vers-lusine-numerique
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https://www.linkedin.com/posts/sirris_cybermonday-sirris-cybersecurity-activity-6931937068583419905-fQo0?utm_source=linkedin_share&utm_medium=member_desktop_web
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https://www.linkedin.com/events/webinar-cybersecurity-essential6931937065949380609/

Via two Sirris direct mailings:

On 13/05/2022
On 19/05/2022
Hereafter follow the screenshots of the different communication channels.

The workshop was organised with the online Zoom platform. The speakers shared their screen to show the
presentation slides and to write down answers during the interactive session.

<
Q. SITTIS

driving industry by technalogy

Services Expertise Agenda

Home > Agenda > Webinar - Cybersecurity, essential on your path toward the digral factery

ennl fr Search

Contact Blog Jobs About

Webinar - Cybersecurity, essential on your path toward the digital factory

All too often, cybersecurity only makes It onto companies’
agendas following an unpleasant experience such as a

cyberattack. Does this sound familiar? Is it about time you took
your first steps towards cybersecurity? Making Informed cholces
and decisions now |5 vital for your success. This s where we
come In...

When: Wed, 25/05/2022 - 09:00 to 12:00
Where: [map]
onling
Price: Participation Is free but registration Is required

Click here to register for this event

All too often, cybersecurily only makes It onto companies” agendas fallowing an
unpleasant experlence such as a cyberattack. Does this sound familar? ls it about time
you took your first steps towards cybersecurity? Making Informed cholces and decisions
now Is wvital for your success. This Is where we come in...

The manufacturing Industry was the favoured target for cyberattacks in 2021, with a
substantial share of these Involving ransomware. This alarming trend continued Into
2022. The boom In digital production platforms therefore makes it essentlal
manufacturing companies are well Infformed when starting out on the path towards a
cybersecure dighal factory.

During this Interactive anling workshop, our aim Is 1o arm participants with Insights Inte
the trends and challenges we observe among companles when It comes to
cybersecurity. There are varlous research Inltlatives and supporting companies for
smaller ar larger manufacturing companies, helping you secure your digital
communication and Informatian.

This workshep (In Dutch) Is being held within the scope of the European Connected
Factorles project, In which Sirrls Is also Involved.

Reasons not to miss this webinar:

+» You'll gain a clear picture of the trends, reguirements, cbstacles and challenges

= You'll gain an overview of the state of the ant for companies In Flanders and In the EU
» You'll learn from the experience and best practices of one of our major players

= You'll gain further Insight Into your awn sttuatien and that of other participants

» You'll exchange Ideas and be ghiven Inspiration to set to work yourself

Figure 124. Invitation to workshop
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Programme

09:00 Welcome and Introduction Connected Factorles 2, Flllep Vincent - Sirrls and
Chris Decubber - EFFRA

09:30 Keynote speeches
5 steps to secure connected manufacturing (Sirrs, Tatlana Gallbus)

Securing an |CS-network, lessons leamed from a 'cyber-attack’ (Picanol, Bart
Lagast)

10:40 Break
10:50 Interactlve sesslon:

How much do you have to Invest In cybersecurity? (Patrick Coomans, Agoria)
1150 Wrap-up and next steps, Sims and Agorla

1155 End
For whom?

This webinar Is Intended for anyone from the manufacturing Industry who wants to find
out why embracing cybersecurty Is Important, and who wants to learn how best to
approach cybersecurity.

The Connected Factorles profect iIs supported by the European Horizon 2020 European
research and Innovation programme.

CONNECTED

About ConnectedFactories

h and innovalion

Partners:

.AGORIA

Figure 125. Sirris website workshop announcement
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RESEARCH ASSOC!

& ErrrA 00

# HOME ABOUT v MADE IN EUROPE + PORTAL v STIMULATING INNOVATION +

Home » Events » Webinar- Cybersecurity, essential on your path toward the digital factory

Cybersecurity, essential on your
path toward the digital factory

- Webinar
~ sirris

EFFRA : - 25 May 2022
: Save the date & Register

O 2505202 W0

Share

Webinar - Cybersecurity, essential on your path

OOO OO toward the digital factory

REGISTER HERE

25 May 2022 - 9 am until 12 pm

The manufacturing industry was the favoured target for cyberattacks in 2021, with
a substantial share of these involving ransomware. This alarming trend continued
into 2022. The boom in digital production platforms, therefore, makes it essentis|
manufacturing companies are well informed when starting out on the path towards
8 cyber secure digital factory.

During this interactive online workshop, our sim is to arm participants with insights
into the trends and challenges we observe among companies when it comes to
cybersecurity. There are various research initistives and supporting companies for
smaller or larger manufacturing companies, helping you secure your digital
communication and information.

This workshop (in Dutch) is being held within the scope of the
Eurcpean Connected Factories project, in which Sirris is also involved.

Figure 126. invitation through the EFFRA portal
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Programme

02000 Welcome and intreduction Connected Factories 2, Filiep Vincent - Simris
and Chris Decubber - EFFRA

02030 Keynote speeches
5 steps to secure connected manufacturing {Siris, Tatiana Galibus)

Securing an 1CS-network, lessons learned from a "oyber-attad’ {Picancl, Bart
Lagast)

10:40 Break

10:50 Interactive session:

How much do you have to invest in oybersecurity? {Patrick Coomans, Agaoria)
11:80 Wrap-up and next steps, Simis and Agoria

11:55 End
Figure 127. EFFRA website workshop announcement
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Would you like insights into cybersecurity trends and challenges? Don't
hesitate to register for this short free webinar!

Sirris
5,760 followers Do you want to stay up to date on all things cybersafety? Then make sure to
follow us, as in May and June, we dedicate each Monday to cybersecurity!
View full page v W) ity
#cybermonday

#sirris #cybersecurity #cybersafety
Filiep Vincent

Wed, May 25, 3:00 AM - 12:00 PM CEST View event

Webinar - Cybersecurity, essential on your path toward
the digital factory
@ Oniine

‘ Phifippe Brunain and 1 other attendee
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I
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& Like & Comment (> Share 7 send

Ql Add a comment... @ [~
1!

Figure 128. LinkedIn workshop announcement
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=« sirris

Technology keeps evolving and businesses are happily jumping on the bandwagon, connecting
their machines to increase efficiency and improve production. Connected machines are however
vulnerable to cyberattacks. With over 30.000 cyberattacks registered in Belgium each yeatr, it is
important to ensure business continuity and protect the heart of your shop floor.

With Sirris, we have a number of webinars, masterclasses and other formulas to help you
increase your cyber resilience, adapted to the needs and desires of manufacturing companies.
Whether you just want to test the waters or go for a deep dive into your company’s cyber safety,
our experts are ready fo help.

Test the waters in our free webinar
During our interactive online workshop Cybersecurity, essential on your path toward the

digital factory, we arm participants with insights into the trends and challenges for companies
when it comes to cybersecurity. After this session, they can assess their own situation and
describe actions for future improvement. The perfect starting point for every cybersecurity
journey.

» Date: 25/05, 09.00-12.00
» Location : online
» Price: free but registration required

MORE INFO

Figure 129. Sirris direct mailing

4.14.5 CF2 presentation and workshop introduction
The workshop started with a brief e comectedctori et
introduction of Sirris and the goal of the s lporn e
workshop. As most of the audience was _ CONECTED ..o
new to Connected Factories it was
important to introduce the project and

its aims, to set the scene for the rest of

the workshop. Chris Decubber from @
EFFRA was the presenter. Available ..
results from previous workshops and
some published use cases were
presented.

Launchofthe ¥
fth Digital Transformation Cases

Catalogue

The Digital Transformation Cases Catalogue is

0O0OOO nowlaunched!

Supported by the Europeor

(1) Case catalogue
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25.5.2022

. CONNECTED

Connectedfactories 2 consotiurm

Qe
£ e

-9 99
Bl woumeeo
™O (CFPIC
< sirris e
L°SEC (=

= Fraunhofer

Supported by the European Commission through the Factories of the Future PPP (Grant Agreement Number 873086)

(2) Consortium Introduction

Cybersecurity pathway

‘ LEVEL I:

LEVEL II: | LEVEL III:

|

Physical and
Logical
Password

Malware
Protection

Logging &
Manitoring

25.5.2022

SEC. 202 rivate & Confidentia

Security
Training and
Awareness

User Account

Physical Management

Security

LEVEL IV: LEVEL V:

Do Not Distribute

Supported by the European Commission through the Factories of the Future PPP (Grant Agreement Number 873086)

. CONNECTED

Digital
Platform
Environment
Segregation

Privileged
Account
Control

Database
Integrity

Cyber Incident
Response
Capability

Software

integrity User Session

Integrity

Back Office
D;::‘uf:fc’yw Critical Actiity
Outsourcing

Intrusion
Detection Transaction
Controls

(3) Description of the Cybersecurity pathway

Figure 130: Introductory presentation to the workshop and CF2
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4.14.6 Keynote Speakers Session

4.14.6.1 Keynote Speaker 1: 5 steps to secure connected manufacturing
The first keynote was delivered by Tatiana Galibus, Cybersecurity ambassador at Sirris. She presented seven
topics to consider in the road to cyber secure manufacturing. (Although the title mentions 5 steps). NIS 2.0
was briefly mentioned and a number of ways how companies can get support and possibly financial aids from
Flemish government (www.vlaio.be/cybersecurity) were presented at the end.

Solution map

Step 1: Document the network connections and exposures

< Assel inventory as a magic wand

{Step 2: Set up secure network architecture
+ Separate and set access rules as detailed as you can!

Step 3: Configuring network visibility and monitoring

+ Start from critical assets

{Step 4 : Secure the remote connectivity and maintenance procedures

- select the solution that suits you best

Step 5: authentication and remote access set-up:

« Start to implement 2factor

{Step 6: dealing with human factor

« The power of training

{Step 7: ask questions to providers

~ . -
. SITTIS Y————— o0 :
]

Figure 131: Keynote 1 7 steps towards cyber security

How Sirris/Agoria can help you?

Define your maturity level and goals (we
provide you with a review document
summarizing critical vulnerabilities and
actions)

TEENTTE TR

Opt for a collective workshop to strengthen
solid foundations.

(learn more about cybersecurity and receive
practical recommendations

Choose 2-day orienting advise or 3-day
individual coaching in order to take advantage
of our expertise and link to the security
providers: with provide you with a deep
insight and list of prioritized actions in all
domains of cybersecurity

. ..
« SIrris i =
]

Figure 132: Keynote 1 Available support at Sirris/Agoria for companies

4.14.6.2 Keynote Speaker 2: Securing an ICS-network, lessons learned from a 'cyber-attack’

The second keynote was given by Bart Lagast, Senior system engineer at the Picanol Group. He presented
the timeline (kill chain) of the events that happened before and during the crypto locking was active in
January 2020. Afterwards he presented the new design principles for the IT network structure.
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Cyber incident January 2020

Picanol Cyber Incident: Kill chain

Overview of events

(12712 17:10] . ,

PING Scan [15/01 0:13 |
v CRYPIO LOCKING

(54717 00:00 §06/01 12:35 |

(54701 7150 §12/01 16:351

POWERSHELL ACTIVITIES

T\og,/;/

[12/12 20:22
C&C NETHERLANDS

d Cynet detected execution of PowerShell

Figure 133: Keynote 2 Kill chain from cyber incident
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Figure 134: Keynote 2 new IT network structure

4.14.7 Interactive Session: How much do you have to invest in cybersecurity?
The second part of the workshop was an interactive session facilitated by Patrick Coomans, expert
Cybersecurity Innovation & Entrepreneurship at Agoria.

. CONNECTED

The base for this session was an often-heard question “How much should we spend on cybersecurity?”
Starting from a picture to scope and use case a typical situation in manufacturing the question to each of
the participants was to mention everything you can think of to warrant its cybersecurity. The answers were
written down in an Excel list and then checked at the end of the session to see how they fit in the 3-

dimensional cube of cybersecurity.
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How to protect?

| ‘_}rsecurity)

CONNECTED

“Monitoring department”

Based at the corporate HQ in
Brussels

Approximately 25 people work
here in shifts

People who are on-call can also
connect from home

They perform 24x7 remote
monitoring for a number of your
connected industrial machines,
sometimes even basic changes
Software provided by several
third parties

Plants: Antwerp, Ghent, Houston
Connection: via MPLS, backup via
regular internet connection

Figure 135: Interactive session building the list at the beginning of the session

Five basic questions were answered to build the foundation of cybersecurity:
1. What is (the scope of) “cybersecurity”?
2. What does cybersecurity (have to) warrant?
3. How are we being attacked? And what are corresponding functions of cybersecurity at the highest

level of abstraction?

4. How are these functions of cybersecurity put into practice?
5. Canyou do everything, can you be 100% cyber safe? How much should you spend?

The presenter busted two myths:

e Hacking is difficult = This is generally extremely easy, and the supply side ecosystem is working

very well

e One single click can bring down the whole company = A successful attack is typically a
demonstration that controls at every single layer failed.
To get an overall view it is good to define the 3 dimensions of cybersecurity:

Table 18. Three dimensions of cybersecurity

Dimension 1 (Z-axis):

Dimension 2 (Y-axis):

Dimension 3 (X-axis):

what to warrant? functions of CS how to put in practice?
e Confidentiality e I|dentify e People
e Integrity e Protect e Process
e Availability e Detect e Technology

e Respond
e Recover




Organisation of national/regional sessions and CONNECTED

D54 . ) .
associated reports - Second iteration

When applying the answers from the participants in the

beginning of the session (the same goes for results \dentify
obtained in previous sessions) we observe that:
e most boxes stay - Protect

e (Sis till perceived as something purely technical
e Processes, procedures, governance, contracts,
policies, training, culture,.. are seldomly

mentioned
e Cybersecurity cannot be outsourced, only some of
its functions can ” People PRSEEE  Technology
e But: you can never tick ALL the boxes, so where to Figure 136: Three dimensions of CS
start?

Since a company cannot do everything, it has to setup a “risk-based CS strategy”.
Most important to start with is know what you have. Combine a top-down approach with a bottom-up
approach and lateral exercises. The next step is to build a plan, step by step!

4.14.8 Conclusion
The following section includes an overview of the results and description of the engagement strategy after
the workshop.

4.14.8.1 Transferable results

The workshop focussed on the pathway of cybersecurity.

The main focus was to increase the awareness of cybersecurity for the participants and to present them
what are possible next steps for them to take and how they can be supported in that journey (via research
institutes, commercial CS service providers, financial aids via government, etc.).

A challenge is that companies often do not have an idea on how to get started with a plan for
cybersecurity. So it was good to present a structured way of working to set up such a plan with the
different aspects to consider.

Also, big companies like the Picanol Group only started to elaborate such a plan after they had a cyber-
attack and the implementation is still on-going. This successful use-case made it for the participants very
concrete.

Cybersecurity is not only about technology.

Since not all risks can be addressed and budgets are limited, a risk-based cybersecurity strategy has to be
set up and preferably before you experience some kind of cyber-attack. Better starting with this today then
waiting till tomorrow.

4.14.8.2 Lessons learnt

Starting to promote the event six of more weeks would have been better to attract more participants. But
it is a fact that after covid there are a lot of physical events that take place again and people from
companies have to choose on what events they participate.
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4.15 Digital twin: Expert panel on interoperability, standards, and challenges — 10/06/2022,
F-IPA/S2i (DE)

4.15.1 Topics Addressed in the Workshop

X
X
Added Value and Business Models
Interoperability and Standardisation X

Cybersecurity

Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy

Human Factors

Autonomous Smart Factories
Hyperconnected Factories
Collaborative Product-Service Factories

Data Spaces

4.15.2 Executive Summary

The following report presents the development of the workshop Expert panel on interoperability,
standards, and challenges organized by Fraunhofer IPA and Steinbeis 2i GmbH in the context of the
ConnectedFactories 2 CSA.

The workshop aimed at (1) expanding and deepening the understanding of digital twins specially with regard
interoperability and standardization; (2) exchanging ideas and concepts with experts in the field, and
disseminate to SMEs first-hand learnings about the latest developments in these topics; (3) presenting
technological solutions for interoperable models, e.g. Asset Administration Shell (AAS), and impacts and
benefits for manufacturing companies; (4) specifying and discussing the current developments regarding
standardization between the participating companies and transfer them into the current paths to
digitalization of CF2.

The event achieved a consistent attendance of 40 people, which maintained throughout the duration of the
event. Participants actively interact with the panellists and interest endured long after the planned running
time of the workshop, i.e. the event lasted roughly 30 minutes longer than planned with 75% of the audience
fully engaging.

Relevant outputs and results of the workshop discussions include:
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Current state:

O

Digital twins are fundamentally and operationally "accepted and arrived" in successful
standardization processes, and thus in many settings ready for their industrial implementation.

The human remains in focus even within the digital twin.

Companies along their value chains can benefit tremendously from the digital twins’ standards,
which make the overall production processes much more efficient and reliable.

The AAS helps implementing digital twins for 14.0 and creating interoperability across the value
chain participants.

The Industrial Digital Twin Association IDTA acts as a central point of contact for all interest groups.
It provides the necessary specifications for interoperability and show how to integrate harmonised
submodels into the big picture.

Currently IDTA initiated 27 successful projects for submodel development.

InterOpera is working closely with IDTA with the goal to implement 50 more submodels for digital
interoperability in collaborative value networks.

Some concrete AAS submodels are being triggered by the newly promoted EU regulations and are
now under development. For instance, the Digital Passport concept constitutes an opportunity for
the AAS as an interoperability tool and paradigm.

There are several successive implementations of the AAS solutions. One of these is the Eclipse
BaSyx, which is the open source Industry 4.0 middleware. The FabOS project is developing an open,
distributed, real-time-capable and secure operating system for production that will be the IT
backbone for the adaptable automation of the factory of the future and the foundation of an
ecosystem for data-driven services and Al applications. Interoperability issues are also addressed by
means of AAS.

The Reference Architecture Model Industry 4.0 (RAMI 4.0) and its innovative value proposition
provides a considered a successful model case for the implementation of digital twins under a
proper standardized platform and architecture. Such architectures are not only desirable, but also
necessary for the industrial implementation of digital twins.

International convergence of IT/OT is key driver in standardization for the digital twin and is being
currently addressed by two main players in standardisation: IEC TC 65 WG24 (application standards
for AAS) and ISO/IEC JTC1/ SC41 WG6 and AG27 (basic standards for Industrial Internet of Thins and
digital twin)

Particular needs and future perspectives:

O

However, there is a global requirement of suitable and effective standards for the creation and
operation of markets.

There is a need for integration of solo actors and stakeholders, such that the contribution to overall
interoperability and standardisation efforts can be follow a coherent strategy.

It is fundamental to consider the scaling of the proposed measures and technologies. It is not
enough to test digital twins in demonstrations that cannot clearly transfer into industrial settings,
for neither technical nor financial reasons.

There is a current need to inform and show more concrete digital twin applications. Tools and
trainings currently are available, and they are not abstract but practical, e.g. take a problem, take an
example and change it to your case, try it out with an individual product.

This approach may galvanize the path to a wider and smoother adoption of digital twins through the
foundations provided by standards and interoperability.
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o Aninteresting future perspective might be given by the integration of blockchain, which may help
identifying white spots, and complement interoperability particularly in the field of digital twins.

o Standardization of open source and committees operation and exchange should be accelerated but
also become practice-oriented. Suitable SME-engagement with these types of structures should be
carefully considered.
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4.15.3 Introduction

This report describes the execution of the workshop on “Digitaler Zwilling: Expertenpanel zu
Interoperabilitidt, Standards und Herausforderungen”, organized by Fraunhofer-Institut fur
Produktionstechnik und Automatisierung IPA and Steinbeis 2i GmbH the 10" of June 2022. This workshop
was jointly organized under the umbrella of two projects, CF2 and InterOpera. The decision was made since
both projects address the topic of interoperability and standardisation as cross-cutting factors, successful
use-cases, trends, needs, challenges and barriers, and their impact in the implementation of digital twins.
Moreover, InterOpera focuses on the German landscape, which was the target of CF2-parnters on this topic.

The workshop was conceived as a follow-up to the workshop, organized during the First Iteration of CF2-
National/Regional workshops in October 2020. The setting had an informational and conversational
character in which standardization challenges were faced by companies, particularly in the context of the
implementation of digital twins in manufacturing settings, where addressed, discussed, and understood. The
main objective was to establish a feedback loop between key digital twin standardization experts and
companies to strengthen their development of their own digital twin solutions.

Other specific objectives of the workshop are:

- to expand and deepen the understanding of the digital twin including the knowledge regarding
interoperability and standardization. Moreover, understanding the impact of these technologies on
manufacturing companies and the digitization of production processes;

- to exchange ideas and concepts with experts on the field, and disseminate to SMEs first-hand
learnings about the latest developments on these topics;

- to present technology solution with interoperable models, e.g. Asset Administration Shell (AAS)*,
and impacts and benefits for manufacturing companies;

- to specify and discuss the current and future developments regarding standardization between the
participating companies and transfer them into the current paths to digitalization of CF2;

- to point out the key standardisation activities and respective standards for digital twin;

- todiscuss the possible standardization gaps for digital twin.

To give context to the discussion and bring expertise on the subject, the panel discussion was constituted by
four panellists:

- Detlef Tenhagen, Harting Technologiegruppe

- Jens Gayko, VDE Verband der Elektrotechnik Elektronik Informationstechnik e.V.
- Michael Hoffmeister, from Festo AG & Co. KG.

- Thomas Kuhn, Fraunhofer IESE und FabOS projekt

The interactive sessions were characterized by high engagement with the participants, including direct
involvement of the keynote speakers.

29 https://interopera.de/
30 yverwaltungsschale, or VWS in German language
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Given the conversational nature of the event, no online interaction tools were required. Conversely, the
moderation managed live questions and interaction between the panellists and with the audience.

The agenda of the activity can be observed in Table 19.

Table 19. Workshop Agenda

Anmeldung und Zugang zum Workshop

WillkommengruB, Kontext und Ziele des Workshops

Olga Meyer, Fraunhofer IPA

Einfiihrung zu ConnectedFactories 2

Meike Reimann, Steinbeis 2i GmbH

Einfithrung zu InterOpera

Alexandra Fezer, Steinbeis Europa Zentrum

Einfiirung zu Panelisten und Fragen

Carina Gliese, Steinbeis Europa Zentrum and InterOpera

Kurzvortrage der Panelisten

Detlef Tenhagen, Harting Technologiegruppe

Jens Gayko, VDE Verband der Elektrotechnik Elektronik Informationstechnik e.V.
Michael Hoffmeister, Festo AG & Co. KG

Thomas Kuhn, Fraunhofer IESE und FabOS projekt

Dialog und Diskussion

Moderiert von Carina Gliese, Steinbeis Europa Zentrum and InterOpera
AbschlieBende Fragerunde

Meike Reimann, S2i GmbH

The remaining of this document is organized as follows: Section 2 will describe the preparation process for
the workshop, including the introductory presentations of CF2 and InterOpera. Section 3 will describe the
development of the keynote speakers’ and interactive sessions. Section 4 will conclude with the overall
perspective on the outcomes of the workshop, including a detailed description of transferable results to the
corresponding work packages.
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4.15.4 Workshop preparation and CF2 presentation

4.15.4.1 Organization and reach out

The outreach and engagement were achieved by promoting the event through targeted e-mail invitations
(Figure 137) to specific strategic stakeholders, especially those coming from the industrial area with
experience in standardisation and manufacturing. Moreover, participants from the First Iteration workshop
were also targeted, and the network of InterOpera was also utilized to further extend the reach of the event.

Sie konnen sich auf der folgenden Seite fir die Veranstaltung anmelden und die Agenda im

COM ECTED Oo—\ ? —0 Folgenden einsehen:

INter @ pera Anmeldung und Zugang zum Workshop
o— 6 —0 willkommengrul, Kontext und Ziele des Workshops
0Olga Meyer, Fraunhofer iPA
Einfiihrung zu ConnectedFactories 2

Veranstaltet 23 o nhofer A= Meike Reimann, Steinbeis 2i GmbH
von: ..

Einfiihrung zu InterOpera
Alexandra Fezer, Steinbeis Europa Zentrum

Einfiirung zu Panelisten und Fragen

Olga Meyer, Fraunhofer IPA

Kurzvortrige der Panelisten

Detlef Tenhagen, Harting Technologiegruppe

Der Digitaler Zwilling ist die Schliisseltechnologie der Industrie 4.0. Die Losungskonzepte werden Jens Gayko, VDE Verband der ik Elektronik eV
Michael Hoffmeister, Festo AG & Co. kG

Sehr geehrte Frau Dr. Rios

zu einem wu_:ht\gen Instrument, _um die Herausfordfe.ru_ngen im Pmdukt_\_unsbetneb effektiv P T o E
anzugehen, insbesondere mit Blick auf Interoperabilitit zwischen beteiligten Akteuren und deren Dialog und Diskussion
Ressourcen in den Wertschdpfungsketten. Moderiert von Olga Meyer, Fraunhofer IPA

AbschlieBende Fragerunde
Meike Reimann, 52 Gmbt
Eine zentrale Herausforderung bei der Realisierung von Digitaler Zwillingen ist deren Integration

untereinander. Dabei muss sichergestellt werden, dass die ausgetauschten Daten zueinander Wir freuen uns sehr, Sie auf unserem Workshop begriiRen zu diirfen!
passen und auch von anderen Zwillingen in gleicher Weise verstanden werden.
Herzliche GriiBe
Die Projekte ConnectedFactories 2 und InterOpera mdchten Sie herzlich zu unserem virtuellen
Workshop Digitaler Zwilling: Expertenpanel zu Interoperabilitét, Standards und Herausforderungen Ihr Workshop-Team Digitaler Zwilling
am 10. Juni 2022 einladen, um ein tieferes Verstandnis fir die Herausforderungen der
Interoperabilitdt und Standardisierung von Digitaler Zwillingen in industriellen Anwendungen und
Umgebungen zu gewinnen.

(1) First page of invitation letter (2) Second page of invitation letter
Figure 137. E-mail invitation to potential participants

In addition to the targeted e-mail promotion campaign, the event was also promoted through social media
channels, such as LinkedIn and twitter (Figure 138). Moreover, the registration website presented detailed
information and description of the objectives, engagement strategy, and expected outcomes of the
workshop (Figure 139). In preparation for the workshop itself, also regular reminders were sent to registered
participants up to the day of the workshop itself.

« Tweet
Steinbeis Europa Zentrum e
‘ 1,650 followers .. InterOpera 4.0
- @InterOpera |4/

®

Mdchten Sie Ihr Verstandnis fir #DigitalTwins & lhr

g IMterOpera Interoperabilitét in Industrie 4.0 Wissen iiber #Interoperabilitit erweitern & vertiefen?

e + Follow

o ® Am 10.6. laden InterOpera & @C _Factories zum
Expertenpanel "Digitaler Zwilling: Expertenpanel zu
Am 10. Juni veranstalten die InterOpera-Partner Steinbeis Europa Zentrum & Interoperabilitat, Standards & Herausforderungen" ein
Fraunhofer IPA gemeinsam mit dem von der EU geforderten Projekt Connected bit.ly/3wCeqgd
Factories - Pathways to digitalisation of manufacturing ein Expertenpa ...see more -
See translation
CONNECTED > <
CONNECTED o— % —o Inter@kpera
Inter ©) pera — )
o— & —o e T ® -
vt on 5 brounholer 4 25 = eEED

10. Juni 2022 10:00 - 12:00 Uhr

© Maéva Prationg and 3 others
(1) First page of invitation letter (2) Second page of invitation letter
Figure 138. Social media promotion campaign
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_» CONNECTED i Vo
> nter(©) pera
o

Ve Fraunhofer s S e SE

AR -

und Herausforderungen

Freitag, 10. Jun. 2022 von 10:00 bis 12:00

Anmeldung beendet

Teilnehmer

keine Angabe

Anmeldung

En Die diese
E-Mail +

(1) First page of invitation letter (2) Second page of invitation letter
Figure 139. Registration website of the workshop

4.15.4.2 CF2 and InterOpera presentation and workshop introduction
The workshop initiated with a brief introduction to the activity and engagement approach with the panellists.
Afterwards, CF2 was described, and the workshop was placed in the context of this project, particularly

emphasizing the standardisation and interoperability digitalization pathway (Figure 140). For this, the
standard CF2 presentation was adapted.

o CONNECTED

Connected Factories 2

Consortium

%9 99 9.0 ©9

Q EFfFivA - gk L SwousRELO
Bage  tecnalia ) T™O & EPIC
G « sirris L
@ Twws P INESC LeSEC /s
dl_'l L vTT 22 Fraunhofer
27.10.2020 Supported by the European Commission through the Factories of the Future PPP (Grant Agreement Number 873086)

(1) Consortium introduction
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Digitalisierungspfade — Interoperabilitat / Standards

KEY ENABLERS AND PATHWAYS

CROSS-CUTTING FACTORS @ @

Skills and engineering tools

Skills for operating the
technologies

Added value / optimisation

Business models / financial
investment

&
ll.l-l‘

'J

.
(" Interoperability / standards.

.. l.l. l‘

Technology — building blocks

Entwicklungsschritte zur Standardisierungslandkarte

. CONNECTED

i

— CONNECTED

L

CASES, DEMONSTRATORS

27.10.2020 Supported by the European Commission through the Factories of the Future PPP (Grant Agreement Number 873086)

(2) Description of the digitalization paths and placement of the standardisation cross-cutting factor
Figure 140. Introductory presentation to the workshop and CF2

In addition, an introductory presentation of InterOpera (Figure 141) was also provided. In the InterOpera
research project funded by the German Federal Ministry for Economic Affairs and Climate Action, experts are
working with industry and the Industrial Digital Twin Association IDTA, as well as other key Industrie 4.0
related associations and initiatives, to develop uniform methods for implementing the digital twin solutions

driven by AAS in practice.

It is worth noting that some of the partners between both projects overlap. Hence, this creates a great
opportunity for synergy, extending the impact and increase the overall reach of the CF2 outputs into other

ecosystem focused on standardisation of manufacturing processes.

Inct:?@ pera e,

o_/ Digitale Interoperabilitat in kollaborativen

Wertschopfungsnetzwerken der Industrie 4.0

Projektvorstellung im Rahmen des virtuellen Workshops
igitaler Zwilling - Expertenrunde zu Interoperabilitat, St und H g

Alexandra Fezer | Steinbeis Europa Zentrum | 10.06.2022

Fin Dkt pefivenet vom Durchgativet von

AUEESHE )
B | Fooy = sanons0zATON
2 A =i, FiFraunhofer g e

(1) Consortium introduction
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Inter ©) pera
o—ro’ L
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Proj; i & Validi
fiir 14.0-Wertschopfungsnetze Ansitze zur Erstellung von

Rollout und Uberfiihrung in die

Alexandra Fezer Olga Meyer Dr. Jens Gayko
Steinbeis Europa Zentrum Institut far Prodt Council Industrie 4.0
alexandra fezer@steinbeis-europa.de und Automatisierung IPA jens.gayko@vde.com
Tel: +49 711 123 4027 olga.meyer@ipa.fraunhofer.de Tel: +49 69 630 8468
Tel: +49 711 970 1068

(2) Description of the digitalization paths and placement of the standardisation cross-cutting factor
Figure 141. Introductory presentation to InterOpera

4.15.5 Keynote Speakers and Panel Discussion

All four panellists provided a brief presentation of the role of interoperability and standardisation in the
implementation of digital twins in industrial settings, particularly, manufacturing. This included challenges
and overviews on how to overcome them through the definition of standards. Afterwards, an open discussion
between panellists and with the audience took place.

At the beginning, all panellists were given the task to answer a specific question in their presentation to
answer, i.e. “Why is the digital twin not an empty promise?”. In doing so, they were to specifically address
the different areas of their involvement in the standardization process for the digital twin, e.g. involvement
in international standardization activities, involvement in national standardization activities, development
of specific solutions for industry, etc.

4.15.5.1 Detlef Tenhagen, HARTING Technologiegruppe — Why is the Digital Twin not an empty promise

The first panellist introduced his participation addressing the existing challenges of the digital twin, while
merging both the IT and OT worlds. He addressed the operational challenges associated with the
implementation of digital twin as well as IT challenges and potential outcomes that could be obtained from
the IT side (Figure 142).

“Warum ist der Digitale
kein leeres Versprechen ?”

Paneldiskussion InterOpera 2022-06-10
Detlef Tenhagen / HARTING Technologiegruppe

"

Figure 142. Introductory slide of Mr. Tenhagen presentation of standardisation and digital twins

During his introduction, Mr. Tenhagen explained that the Reference Architecture Model Industry 4.0 (RAMI
4.0) and its innovative value proposition could be a considered and a successful model case for the
implementation of digital twins under a proper standardized platform and architecture. Moreover, it was
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elaborated that such architectures are not only desirable, but also necessary for the industrial
implementation of digital twins, as they enable the connection with other (even external) data sets and
processes (Figure 143).

Gedanken als Impuls

Das neue Werteversprechen der Industrie 4.0 — RAMI als Erfolgsmodell in der Welt
.Standards schaffen Markte!“ — Ein Erfolgsgeschichte ...
wDigitale Zwillinge" (DTw) sind grundlegend und operational in erfolgreicher Standardisierung
angenommen und angekommen* !
Internationale IT/OT Konvergenz ist wesentlicher Treiber in der Normung zum ,,Digital Twin*
= Anwendungsstandards OT in IEC TC 65 WG24 fiir Industrial lloT des DTw
- Basisstandards des lloT und DT in ISO/IEC JTC1/ SC41 — WG6 (operativ) und AG27 (Admin)

Standards sorgen aus HARTING Sicht fiir die Reduktion einer immer komplexeren Weltwirtschaft
Unternehmen entlang unserer Wertschépfung sind NutznieBer dieser DTw- Standards
— Kooperation statt nur Co-Existenz / Interoperabilitat wird durchgangig
— daraus folgen ,Nahtlosigkeit“ im ,,Durchgriff* - Zahlreicher Nutzen und neue Geschéftsmodelle!
»Aus N:M Relation wird 1:1“ = Beherrschbarkeit und Transparenz fiir alle Teilnehmer wird nur durch DTw maglich!

»Tenor*: ,Die 4.0 Verwaltungsschale ist der Digitale Zwilling der Industrie 4.0
Sie ist und wird der gemeinsame Nenner aller Marktteilnehmer sein und werden! (Brand)

Wichtig(st)er Aspekt aus Sicht HARTING: Der Mensch ist und bleibt im Mittelpunkt allen Handelns
»Mitnehmen* beim Wandel durch ,Lernen*!

213

Figure 143. Discussion points proposed by Mr. Tenhagen during his introduction

The requirement of suitable and effective standards for the creation and operation of markets was also
presented. Moreover, the notion that digital twins remain an experimental concept was also challenged. In
fact, Mr. Tenhagen proposed that digital twins are fundamentally and operationally "accepted and arrived"
in successful standardization processes, and thus in many settings ready for their industrial implementation.
Nevertheless, the necessity of international IT/OT convergence in the definition and use of standards was
recognized as a present challenge. In his speech, he also explained the roles of the key standardisation
committees working to solve these challenges: IEC TC 65/ WG 24 developing industrial standards for AAS as
basic standards to implement digital twin solutions; and ISO/IEC JTC1/ SC 41 WG 6 as operational and AG27
as administrative parts developing basic standards for Industrial Internet of Thins and digital twin.

Mr. Tenhagen also stated that, from HARTING's point of view, standards tend to reduce the complexity of
the global economy. In their experience, companies along their value chains benefit tremendously from these
digital twins’ standards, which makes the overall production processes much more efficient and reliable.
Furthermore, it was pointed out that these standards were able to foster cooperation between stakeholders
in the value chain, instead of mere co-existence. This may result in "seamlessness" in "access", which
facilitates operational processes associated with the utilization of digital twins as well as the exploration of
new business models. This also transforms typically “N:M relations in 1:1" increasing the controllability and
transparency for all participants through the successful implementation of digital twins, and thus, as an
overarching result transforming interoperability into a universal asset for these companies, and end-
customers.

Finally, Mr. Tenhagen pointed that for HARTING, the implementation of these standards to facilitate usage
of digital twins, must put a human at the centre of all actions, thus concluding the important role of the
human being still in the context of the digital twin in the future.
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4.15.5.2 Jens Gayko, VDE Verband der Elektrotechnik Elektronik Informationstechnik e.V., Standardization
Council Industrie 4.0

During his introductory presentation, Jens Gayko presented and discussed the proposed Triangle of Digital

Transformation of the Standardization Council Industrie 4.0 (SCI 4.0, Figure 144).

Standardizing Industrie 4.0 féhi STANDARDIZATION

1 O |
Triangle of Digital Transformation

L
W INDUSTRIE 4.0

Expertengemeinschaft aus Industrie und Forschung

VDMA ZVEI: bitkom
r VDE
......... gt
«INDUSTRIE4.0 H EJl e o
Digital
Transformation
«4x _  STANDARDIZATION
AEEn - et
umm COUNCIL ® NETWORK
L LNI4.0 5
* " Initiation of cross sectoral Standards * " Network of Testbeds / Labs

* Coordination of national and international Standards * Practical testing and validation of concepts
= Cooperation with international fora & consortia * Validated return of results into standardization 1

Figure 144. Description of the Triangle of Digital Transformation

In particular, strategic stakeholders were presented as well as the focal initiative of the German ecosystem
on matter, i.e. Plattform Industrie 4.031. The most relevant outputs of this initiative for the SCI 4.0 are the
initiation of cross sectorial standards, coordination of national and international standards, and the
cooperation with the international fora and consortia. To support and foster the testing, adoption, and
implementation of these standards, the Labs Network Industrie 4.032 (LNI 4.0) also constitutes a component
of this triangle. In particular, relevant outputs for the LNI 4.0 include the establishment and utilization of a
network of testbeds, laboratories, and facilities in general, practical testing and validation of concepts, and
transformation of validated results into concrete standards.

Activities considered by the SCI 4.0 include the definition of standards and enablement of solution through:
(1) Orchestration: Initiate and develop standards for digital production; (2) Piloting & Agile Standardization:
Close relationship between SCI 4.0 and LNI 4.0 to enable Plan-Do-Check-Act like approach;(3) Collaboration:
Industrie 4.0 requires cross connected standards over domains and connection to all relevant organizations
within the Industrie 4.0 Network; and (4) Internationalization: Discuss concepts from Germany in an early
stage with international partners. These activities have culminated in a series of technical reports, which will
be embodied in the latest version of Standardization Roadmap Industrie 4.0 V5.0 in 202333, These reports
actively consider and engage with requirements coming from the industry as well as from developers of
policy, e.g. the development and implementation of a digital passport which provides information about the
origin, composition, repair and disassembly options of a product, as well as its handling at the end of its
service life.

3% https://www.plattform-i40.de/IP/Navigation/EN/Home/home.html
32 https://Ini40.de/?lang=en
33 Current V4.0 can be found in https://www.dke.de/en/areas-of-work/industry/standardization-roadmap-industry-40
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With regard to the latest AAS developments, Jens Gayko presented the standardization activities of the
Digital Product Passport, which attracted international interest following the publication of the recent EU
legislative proposal for an Ecodesign Requirement for Sustainable Products (EU COM, Brussels, 30.03.2022).

4.15.5.3 Michael Hoffmeister, Festo GmbH & Co. KG — Impulses, Sub-models, and International
Standardization

Mr. Hoffmeister introduction focused on describing the key players and the status of AAS submodel

development (Figure 145), particularly by IDTA and InterOpera, linking these activities to international

standardization and current needs with respect to the digital twin. In detail, the different levels of

interoperability for the sub-models are technical, syntactic, semantic, behavioural, and organizational nature.
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Figure 145. Identification Links that connect the AAS with Festo’s interoperable digital sub-models

An important issue presented was the current level of progress regarding the running IDTA projects
developing specific sub-models and their values for industry. In this context, it was also discussed which
concrete functional tools may be utilized by SMEs, facilitating their digitalization transition (Figure 146). He
also listed specific applications for a concrete utilization of AAS submodels, as e.g. Product Change
Notification, 3D and Simulations, Product Carbon Footprint, Digital Nameplate, Bill of Materials (BoM),
Service Orders, etc. Furthermore, also explained the utilization of AAS in production and logistics, particularly
mentioning submodels for specific asset components, infrastructure and others.
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Figure 146. Possible application of sub-models for the implementation of digital twins

Finally, it was emphasized that the definition of standards and interoperability open markets, create new
business opportunities, and in general secure investments in innovative technological development, by virtue
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of creating the means of communication and standardize interaction between organizations, and between
their own technical systems. Thus, standards make value/supply chains much more resilient and adaptable
to disruption (Figure 147).

The final slide of the presentation addressed international standardization activities and AAS standards.

Internationale Standardisierung sichert unsere Investitionen IDTA

IEC 61406 ED1 - Identification Link —

I EC IEC CD 63283-1 ED1 - Smart Manufacturing -
180/ IEC Terms and definitions
—

JTC1 IEC CD 63283-2 ED1 ~ Smart Manufacturing -
Use cases

TC65 IEC CDV 63278-1 ED1 ~ Administration Shell for
WG24 industrial applications - AAS Structure

ass
W55' IEC CD 63278-2 ~ Administration Shell for industrial

applications - Information meta model

1EC CD 63278-3 — Administration Shell for industrial
applications - Security provisions

Figure 147. Impacts of standards in investments

4.15.5.4 Thomas Kuhn, Fraunhofer IESE and FabOS project — Digital Twins: Implementation Project

The introduction of Mr. Kuhn focused on the main challenge in implementing digital supply chains, and
industry 4.0 in general, is to enable fruitful communication between different stakeholders and technical
systems, such that the flow of data and information may foster, and never hinder, productivity, resilience,
and adaptability of such supply chains. This challenge also applies to the implementation of digital twins in
production (Figure 148).

Digitale Zwillinge in der Produktion

Zusammenfassend ist die Herausforderung bei der Umsetzung digitaler Lieferketten (und der Industrie 4.0 generell):
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Figure 148. Challenges of digital supply chains, digital twins, and industry 4.0

An alternative to face these challenges was presented in the form of two projects (Figure 149) which showed
the applied potential of digital twins in real industrial settings, i.e. BaSyx3* and FabOS*.

34 https://www.eclipse.org/basyx/
35 https://www.fab-os.org/en/
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The former is a project supported by the Eclipse Foundation® and constitutes an open-source Industry 4.0
middleware. The middleware provides all necessary standards, infrastructure, and components for Industry
4.0 production environments. Moreover, it also provides the foundation for software platforms and ready-
to-use components and extendable software development kits (SDK) for Java, C++ and C#, including also the
AAS, which is the foundation of the digital twin with unified interfaces for all kinds of manufacturing assets.

The latter, i.e. FabOS, constitutes the IT backbone for the versatile automation of the factory of the future
and the foundation of an ecosystem for data-driven services and Al applications. As such, both projects
constitute ready-to-use instruments, a platform and a set of enabling IT tools, for the implementation of
digital twins in manufacturing SMEs.
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Figure 149. Description of BaSyx and FABOS projects

36 https://www.eclipse.org/



https://www.eclipse.org/

Organisation of national/regional sessions and CONNECTED

D54 . . .
associated reports - Second iteration

4.15.6 Conclusion
The following section includes an overview of the results and transferable results.

4.15.6.1 Transferable results

The workshop focused on the cross-cutting factor of standardisation, which corresponds to WP1, and it was
informative and conversational in nature, to the purpose of facilitating the access to a typically highly
specialized topic, to a wider audience. The event achieved a consistent attendance of 40 people, which
remained highly engaged throughout the duration of the event. Outstanding results include.

- The correct technical interpretation of standards is of vital importance for the success of the
technologies that they norm and the standards themselves.

- AAS is a well-accepted international standard that is gradually becoming one of the branding
solutions for digital twins, answering and guaranteeing different inquiries regarding interoperability,
reliability, etc.

- National colouring, i.e. different countries utilizing different non-compatible standards, should be
prevented. Global work is the major priority now.

- Standards and norms should facilitate the interaction between technologies and markets. Standards
should aim at international acceptance and specify pathways to compatibility.

- Itis essential to achieve common solutions (as e.g. AAS standard and its submodels) especially for
sematic interoperability, even if specific technologies or standards change. This type of approach
towards semantic definitions is also key to achieve cross-interoperability also on global level.

In terms of the applicability for SMEs:

- Tools and trainings are currently available as open source. Moreover, these are not abstract but
practical, e.g. concrete problems that may be adapted to specific user-case, which may also be tried
it out with individual product.

- Companies as a whole need to join and grow, self-assess, etc. A simple and interesting hands-on
starting point may be the digitalization of products and services, in compliance with standards, e.g.
article numbers to URL.

- The FabOS project provides interesting basis for the practical implementation of standards in a digital
twins set up. In particular, FabOS middleware provides the necessary framework to establish
interoperability between by different users and adopt AAS concepts including submodels, recipes,
integration of devices, etc.. This should provide SMEs stock-up container in a low-threshold manner.

- Open source standards: Their operation of such global standards as digital twin should be fast but
also practice oriented. Following challenges were discussed in this concern: e.g. paywall, user
association, without royalty fee, as user time advantage, accessibility given, all standards freely
accessible and accompanying software.

In terms of future steps, it was mentioned that:

- The Digital Product Passport constitutes an opportunity for the AAS as an interoperability tool and
paradigm for the recently promoted European Green Deal.

- Thereis a need for integration of solo actors and stakeholders, such that the contribution to overall
interoperability and standardisation efforts can be follow a coherent strategy.
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It is fundamental to consider the scaling of the proposed measures and technologies. It is not enough
to test in demonstrations that cannot clearly transfer into industrial settings, neither for technical
nor financial reasons.

An interesting future perspective may be given by the integration of blockchain, which may help
identifying white spots, and complement interoperability particularly in the field of digital twins.
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4.16 5G and Industry 4.0 Applications — 28/06/2022, IMR (IR)
4.16.1 Topics Addressed in the Workshop

Added Value and Business Models
Interoperability and Standardisation
Cybersecurity v

Industrial Agreement and Legal Aspects

Humans in Manufacturing

Circular Economy

Human Factors

Autonomous Smart Factories v
Hyperconnected Factories

Collaborative Product-Service Factories

Data Spaces

v

4.16.2 Executive Summary

Irish Manufacturing Research (IMR) is Ireland’s only independent research organisation. Its mandate is to de-
mystify, de-risk and deliver high TRL technologies to its network of over 200 manufacturing companies on
the island of Ireland. As part of this mandate IMR reaches out to companies who have an interest digitisation
to participate in workshops and networking events to develop their understanding of specific technologies.
IMR completed one of these events on June 28" 2022 on ‘Digitisation and 5G’. The event was attended by
over 80 individuals from over 30 companies.

Welcome to IMR

5G Networking™ &
Event !

Py -
In partnership with B () 1ot 2. @pic paicrooges

Figure 150. Event logo with partnerships
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The event had a number of objectives:

e Participants come away with a better understanding of 5G and related technologies

e To inform the participants about the eco-system around 5G and devices

e Enforcing IMR’s support of both the Connected Factories and Digital Innovation Hub EU programs

e Enabling participants see IMR as a ‘Go To’ organization to engage with on 5G testing of research
concepts and the development of applications for their needs

e Exposure to the types of skills needed to benefit from 5G

e To inform participants about IMR’s 5G partners in Ireland who can help with future digital and 5G
investments

The day consisted of a number of talks on how to create digital strategies, 5G technology and applications,
practical hands on application demonstrations of 5G and a Question and Answer discussion with industry
experts.

The day itself was successful in meeting these objectives with IMR now in the process of further
engagements with participant organisations to define future digitisation programs.

4.16.3 Introduction

While there are many exciting and potentially impactful Industry 4.0 technologies emerging or recently in
the marketplace, its been IMR’s experience that there is a lot of confusion in companies in how to select
the right technology to support application development within their businesses. IMR have observed
confusion within its own company network and frustration with technology adoptions not delivering the
impact anticipated. IMR prepared the workshop to start addressing these issues and to present IMR as an
organisation which can help companies address these types of frustrations.

The day itself was designed to be both informative and interactive with the agenda tailored to these
objectives as shown below in Figure 151.

5G Networking Event

28" June 2022

Sli.do.com #2076771
AGENDA

10.00 - 10.30 Networking & Opening Address
10.30 - 1115 Smart Industry Readiness Index (SIRI) - Catalysing the Transformation of Manufacturing - Dr Niall Aughney, IMR
1115 - 12.00 Ericsson Smart Factory & Industry 4.0 - Sebastian Elmgren, Ericsson
12.00 - 12.30 Lunch
Demonstrations: PTC Connected Assets and Mixed Reality & 5G Tele-robotics with Q&A
5G and Multi Access Edge Compute: Private Networking - Edwin Lugtenburg, Vodafone
14.15 - 14.30 Coffee Break
14.30 - 15.30 Panel Discussion

Wrap Up & Closing Address

Figure 151. Agenda
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The agenda was designed to move beyond the hype of 5G. IMR have observed that although there has been
a significant push on 5G technology by both Telecom server providers and Original Equipment Manufacturers
(0.E.M.’s), from a manufacturing perspective there are very few (if any) real world practical applications that
companies can turn to in order to really understand how 5G and in particular Mobile Private Networks
(M.P.N.’s) can impact manufacturing. This is particularly the case in Ireland.

The event had a number of objectives:

e Participants come away with a better understanding of 5G and related technologies

e To inform the participants about the eco-system around 5G and devices

o Enforcing IMR’s support of both the Connected Factories and Digital Innovation Hub EU programs

e Enabling participants see IMR as a ‘Go To’ organization to engage with on 5G testing of research
concepts and the development of applications for their needs

e Exposure to the types of skills needed to benefit from 5G

e To inform participants about IMR’s 5G partners in Ireland who can help with future digital and 5G
investments

In particular, IMR wanted to ensure all participants came away with a good understanding of the eco-system
around 5G and in particular to help IMR’s members understand where companies play within this eco-
system, as shown below in Figure 152.

Spectrum
Provision

Solution
Provision

Device Applications

Manufacturers Development

OEM
Infrastructure

Figure 152. 5G Eco-system

4.16.4 Workshop Organization and Preparation

As part of the preparation for the event, IMR targeted participants who had responded positively to IMR’s
regular updates to its network on developments. From these responses a questionnaire was created and sent
to these potential participants to gauge interest in a day focused on 5G. The following questionnaire was
created and distributed.
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With the introduction of the 5G mobile communications standard by the 3GPP body in 2016, cellular
communication providers (mobile network carriers and equipment manufacturers) have been able to offer
increasingly powerful communication capabilities. These capabilities extend beyond personal
communication tools and include capabilities directly targeting Smart Factory / Industry 4.0 requirements.

e Do you have a data management compliance requirement that could be realized by automated
monitoring, reporting and attestation?

e Do you have a need for lower latency wireless communication between machines and monitoring
devices?

e Do you have concerns with the predictability of real time wireless communication?

e Do you want to better manage the wireless communication between devices and your IT network?

e Are you concerned about using wireless devices operating in un-licensed radio spectrum?

e  Would you like to learn more about how 5G technologies can improve your operational efficiency?

e Would you like to learn more about 5G technologies in general?

e  Would you like to investigate to suitability or application of 5G technology to a specific operational
need?

e Would you be interested in joining a multi-organization workshop on exploring and elaborating
potential use cases?

This informed the format and content of the day. The initial discussion was centered around an approach on
how organizations can develop their own digitization strategies. IMR led this through presenting work they
have completed in assisting organizations to develop their own strategies. The discussions focused on how
transformation strategy should be about identifying in a structured way the application areas across a
company’s entire business. In particular where significant impact to the bottom line can be delivered through
Industry 4.0. IMR highlighted that there is a lack of a standardized approach to using Industry 4.0
technologies. The World Economic Forum (WEF) has acknowledged this problem of impact delivery which
has been influenced by the lack of a standardized approach, as a result the pace of Industry 4.0 adoption is
uneven across different industries and companies. Companies both globally and locally are grappling with
the concept of Industry 4.0 and the value it could bring. IMR presented the approach they use to help
organizations in lIreland — the Smart Industry Readiness Index (SIRIl), developed by INCIT -
https://www.incit.org/ . The approach is both standardized and structured to assess an organizations digital
maturity as shown in Figure 153 below.

The goal is to catalyze the adoption of

Industry 4;U methodologies and SMART INDUSTRY READINESS INDEX
technologies across the global

manufacturing community and

provide quantitative indicators for m TECHNOLOGY |

international benchmarking.

Product
Lifecycle

The Assessment Matrix within SIRI v v v v v v
covers the three core elements of

Industry 4.0: Pracess, Technology, and T
Organization. 7 - o

Operations | Supply Chain Aut Connactivity | etaligence
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Lifecycle s [

improvement
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Figure 153. The Smart Industry Readiness Index.
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Application and use case demonstration was also a key part of the event. This was to highlight the types of
applications which 5G can enable. The experiences created were designed to allow participants to get hands
on with the technology and show relevance to their own enterprises. 2 applications were developed with
this intent.

The 1° application involved using IMR’s 5G Stand Alone network to demonstrate how Augmented Reality
(AR) can facilitate interaction with an industrial CNC system. The use cases which this digital technology could
benefit were:

e Maintenance tasks by highlighting maintenance procedures and tasks and positioning
e How to remotely connect in experts to assist in troubleshooting
e How to obtain real time feedback

Figure 154 highlights the interactive aspect of the demonstration where an IMR staff member was
demonstrated the capability to manage these applications remotely from the CNC system itself, which was
in another area of the IMR building.

Figure 154. AR demonstration

The 2™ application involved the usage of the 5G network to demonstrate a telerobotic application to the
participants. The demonstration highlighted to the audience the capability of 5G to manage and control real
time mission critical systems in a safe and secure manner as shown in figure 5. In particular a number of
applications were discussed.

Restricted access applications:

Cleanrooms and highly controlled environments — where strict, time-consuming procedures must be
followed when entering or leaving controlled areas, as well as hazardous environments - where chance of
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health or injury risks is high, applications where cross contamination risk between areas is high and
undesired.

* In this case human operator presence can be avoided while still allowing necessary task to be
completed.

Remote access applications:

For example, maintenance - in this case the human operator presence is possible, but could be difficult due
to limited accessibility, expert availability might be limited or economically non feasible for example remote
locations.

* In this case highly trained operators can be made available anywhere in the world.

Micro-operation applications:

Applications where motion accuracy and precision are not achievable or very difficult to do by human hand.
* In such applications operator might sit in the same room as robot, but his inputs at controller could

be scaled down to micrometre scale.
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Figure 155. Tele-bot application.

4.16.5 Keynote Speakers Session

The speakers who presented during the day, all had extensive industrial experience in the adoption and
deployment of new technologies and were identified as individuals who could give a diverse range of
perspectives on 5G from a buyer, a builder and a user of 5G technologies. This approach was taken to ensure
the participants got a broad range of perspectives on 5G.

Dr. Niall Aughney, IMR’s director of lloT and digitisation highlighted the need to ensure technology aligned
with organisations overall digitisation strategies. He has been working in technology and product
development for over 30 years within the ICT industry. Niall holds a M. Eng. Sc in microelectronics and Ph.D
in engineering. Niall's most recent work has included 5 world-wide product launches in the 10T space
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including cellular sensor solutions and point of sale system development. Niall’s most recent roles have
included being a senior world-wide SW director for Verifone payment systems and as a senior director within
the 10T group in Intel responsible for product development.

Sebastian Elmgren as head of product management and business development in smart manufacturing,
leads Ericsson’s smart manufacturing vertical for dedicated 5G networks portfolio based in Sweden.
Sebastian has worked many years in Ericsson product development and was previously the manager of the
5G innovation and incubation factory in Ericsson Stockholm. Sebastian now leads a global team that work
on the edge of industrial digitalization with 5G, loT and Al focused particularly on applications in
factories, warehouses, and mining. Sebastian will share industry knowledge and insights from driving
sustainable global

Edwin Lugtenburg is a Business Development lead for Mobile Private Networks in Vodafone Group. He has
worked in Telecoms for over twenty years and has been involved with the development of Mobile Private
Networks in Vodafone from the outset. In his current role, he is responsible for driving MPN growth in Ireland,
MEA & APAC and works closely with Product Development to ensure Vodafone’s products meet customer
needs today- and in the future. He sees 5G, MPN and MEC as the key enablers that will completely change
the way manufacturers operate. He states the importance of getting onto the digital transformation journey
sooner rather than later to get ahead of the competition. Edwin joined Vodafone in 2014. In previous roles,
he delivered Mobile Private Networks in the Middle East and led consulting engagements to help customers
make the business decision for Mobile Private Network investments.

4.16.6 Interactive Sessions

The final session of the day was designed to allow the participants to reflect on the information they had
received through the earlier talks and the interactive sessions with the applications. A questions and answers
forum were facilitated with a panel of experts. It was an open session with a range of questions being tabled,
which all were answered by the panel. The questions fielded were:

1. What is the typical footprint/size of MEC and MPN hardware? What we saw behind us appears quite

large.

What is the benefit of MEC alongside 5G?

Could MPN/MEC be deployed in remote locations? l.e. ruggedized?

What’s the business case for adopting mixed reality solutions?

What is the Dell strategy to underpin the telcos with edge infrastructure and innovation to support 5g

MPN/MEC use cases?

6. Isa private network's performance - e.g. in terms of coverage, data speed etc. - be monitored in the
traditional way? (QoS, N/W probes etc.)

7. How important is the latest 5G R16 standard for these robotics use cases within MPNs? or can 5G R15
be used. What 5G R16 modules/gateways are available?

8. For a greenfield development can a 5g deployment completely replace traditional wired and WiFi
infrastructure. If so how does it compare on investment cost.

9. Do the panellists see better inter / intro company collaboration as equally strategically important to
them, and if so, what are you doing to improve?

10. How does 5G align with Industry 4.0 and SIRI

11. How are the panellists addressing their own workforce learning needs for these new technologies?

12. What is Ericsson seeing in terms of the balance globally of MPNs deployed in partnership with a telco vs
using industrial spectrum?

vk wnN
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13. How are manufacturers establishing the business case for private networks in countries like China
where labour costs are lower?

14. For Ericsson: in your factories, have you also deployed WiFi onsite and how do you differentiate
between those applications that use 5G and those that use WiFi?

15. Sebastien mentioned Vodafone delivering drone detection as a service in addition to the private
network connectivity. What other solutions are you developing?

16. Could a SIRI assessment help me devise a digital strategy for my organisation?

17. What are the typical timescales you see for companies to drive meaningful change in their SIRI scores?

18. How many companies have undertaken a SIRI assessment?

PANEL DISCUSSION

DR NIALL AUGHNEY
DIRECTOR OF DIGITISATION AT IRISH
MANUFACTURING RESEARCH (IMR)

2y

ELIZABETH RUMSEY SEBASTIAN ELMGREN ERIC VAN VLIET

SENIOR GLOBAL PRODUCT HEAD OF PRODUCT MANAGEMENT DIRECTOR TELECOM MARKET

MANAGER AT VODAFONE AND BUSINESS DEVELOPMENT DEVELOPMENT, APJ & EMEA
ERICSSON DELL

MIKE HIBBETT

SENIOR 10T TECHNOLOGIST
IRISH MANUFACTURING
RESEARCH (IMR)

Figure 156. Panel Discussion

The panel discussion was moderated by Irish Manufacturing Resaearches Dr. Niall Aughney and guest
experts, Elizabeth Rumsey, Senior Global Product Manager at Vodafone Global, Sebastian Elmgren, Head of
Product Management and Business Development at Ericsson, Eric van Vliet, Director of Telecom Market
Development, APJ & EMEA at Dell, and Mike Hibbett, Senior IIOT Technologist at Irish Manufacturing
Research (IMR).

4.16.7 Conclusion

There was strong positive feedback from the participants on the information relayed on the day. In particular
the practical use cases IMR had developed lent to a deeper understanding by the participants of the potential
of 5G MPN’s in an industrial setting. The event has encouraged IMR to undertake an additional event specific
to 5G applications based on the feedback on the day. Since the event, several companies have reached out
to IMR to engage to further understand how IMR can facilitate the development of 5G enabled applications
for their specific organisations.

4.16.7.1 Transferable results
The primary result of the event was to deliver an interactive day where previously identified organisations
who had expressed a strong interest in understanding the benefits of 5G was achieved.
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e The day resulted in participants getting a hands-on experience with the 5G technology and engaged
with Subject Matter Experts (S.M.E.’s) to develop a deeper understanding.

e The day resulted in participants getting a deeper understanding of the technology and what it takes
to develop applications.

e The applications demonstrated on the day (AR and Telebot applications) resulted in participants
receiving a hands-on experience which allowed them to see how 5G can facilitate digitisation.

e The broad eco-system of 5G was explained which resulted in participants understanding the role a
range of companies play in this eco-system such as telecoms provision, OEM’s, solution providers.

o The event resulted in participants understanding what 5G infrastructure and architecture looks like
and how the infrastructure in IMR can facilitate companies in developing their digitisation
applications (test before investing).

e The day resulted in empowering participants with what to consider in terms of scaling 5G deployment
models and how the eco-system can facilitate this.

4.16.7.2 Relevant Experiences

There was a broad appreciation expressed by the participants that the event did support their learning and
understanding of 5G in general. IMR is currently soliciting more formal feedback with several additional
companies having requested further engagements with IMR with additional 5G events now planned. The
event has facilitated the development of deeper relationships with telecoms and OEM partnerships which
has resulted in additional ‘in-kind’ capabilities being contributed by Vodafone and Dell with the addition of
a ‘Multi-Access Edge Compute (M.E.C.) platform which will enable IMR’s 200+ company network access to
Ireland’s only stand-alone 5G MPN to accelerate their digitisation strategies.
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5 Annex

5.1 MTC Workshop

The whole conference can be viewed here: Digitalising Manufacturing Conference

5.1.1 Interactive Session 1:
1. What does “digital skills” mean to you?

The skills to enable individuals to take Key skills to engage with digital tools that can Understand how to run and make tech work for
advantage of technclogy support manufacturing. Simulation, us smarter

Programming, Data Analytics, etc..

Ability to engage in digital world and Skills that allow an individual to use different
confidence to use them and develop them Understanding how our staff and clients can computer programs ranging from basic e.g.
use tools to improve personal and business excel use to programming automated systems
perfermance .
‘ Bridge gaps ’

The ability to access and use performance
Enabling people to do their best work. information, design simulation, promoting via
difital platforms

2. What Digital Skills do you think you need?

data competency

> speed of developmen
E simulation incorporating feedback
o 9 :
> £ analytics
o g Coding continuc?us I‘ecrning
- communicating
willing to learn desian

user interface building

Interactive Session 2:

1. What barriers are stopping you from having the right skills?


https://digitalisingmanufacturing.com/
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availability of people
fast changing environment

opportunities  fynding a

time and capacity time

clear business direction

2. Have you been able to hire in your missing skills?

43%

Yes No N/A

3. What existing potential do you have in your work force?

88%

0% 0%

A Lot Some None Don't
Know
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4. What one word sums up your next step?

collaboration
optimistic
awareness
upskill
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5.2 UNOTT Workshop

5.2.1 Poll Everywhere results

Q1: What areas have you applied digital
technologies to the most?

Data Capture and Visualisation

Data Analysis and Decision

Manufacturing Support
Systems

Actuation

We have not applied any
digital technologies

Powered by @ Poll Everywhere

Q2: What areas would you like to apply digital
technologies to more?

Data Capture and Visualisation

Data Analysis and Decision

Manufacturing Support
Systems

Actuation

We don't intend to apply any
digital technologies

Powered by 0 Poll Everywhere
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¥

Q3: What is preventing you from applying more
digital technologies?

Data Silos

Digital Leadership / Direction
Funding / Business Case
Legacy Systems

Risk or Perception of Risk
Skills / Training

Strategy in Supply Chain

Powered by @ Poll Everywhere

Q4: What would be the biggest enabler to
accelerating your digital journey?

Better Drive / Leadership

Clear Direction and Guidance
Financial Support

Skills and Training

Standards and Interoperability
Time to Implement

Unbiased Specific Advice

Powered by @ Poll Everywhere
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Q5: What (approximate) step on the
connectivity pathway do you consider your
business to be at?

1: Manual Data Exchange

2: Dedicated Software Tools in Silos
3: Internal Connectivity

4: Trusted Partner Connectivity

5: Dynamic Connectivity with New Partners

Powered by @ Poll Everywhere

Q6: What (approximate) step on the smart
factory pathway do you consider your business
to be at?

1: Manual Data Acquisition

2: Dedicated Software Tools in Silos
3: Internal Connectivity

4: Off-Line Optimisation

5: Real-Time Optimisation

Powered by @ Poll Everywhere
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5.2.2 Keynote Speaker Slides

Our Industrial Digitisation Journey

Lindhurst

engineering innovation

Martin Rigley MBE

. CONNECTED

Midland Road, Sutton in Ashfield, ire, NG17 5GS, Tel : +44(0).

Born in North
Nottinghamshire

Degree in Electrical &
Electronic Engineering

Chartered Engineer
Advanced Apprentice
14 Years in Coal Mining

Joined Lindhurst in
1994

2016 MBE, Services to
Business & Innovation

Midland Road, Sutton in Ashfield, Notti ire, NG17 5GS, Tel :

.....

“Lindhurst

“—Lindhurst
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Quick Lindhurst History To Date

* Established in 1985

* Original Market Engineering Services: Coal Mining

* Currently Employ 36 Staff, Mixed Engineering
Disciplines

* Fabrication Mechanical Components

* Bespoke Plant & Equipment

* Heavier, Dirtier End Of Industry

* Turn Over £3.75M....on a good day!

S 9 LGB TV —Lindhurst
Midiand Road, Sutton in Ashfield, ire, NG17 5GS, Tel : +44(0)1623 557420 co.uk info@lindhurst.co.uk

The Journey Begins

o | have worked in industrial
automation all my working
life, both at British Coal &

Lindhurst. r The Uniyersitg of
Nottingham

am going to talk about this UNITED KINGDOM - CHINA - MALAYSIA
morning was the loT

sessions run by Nottingham
University in 2018
“Industrial 4.0 for
manufacturing”

o The catalyst for the step |

Proncsod '1‘9@‘@ ) \'"‘/Eal{_;indhurst

Midland Road, Sutton in Ashfield, Notti jire, NG17 5GS, Tel : ) ion.co.uk i indhurst.co.uk engineering innovation|
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Lindhurst Challenges

o Like most SME’s, as an
MD you wear multiple
hats.

o We all like to think we
have a handle on how
we manage the utility
resources we us!

o We all have the draw of
managing our health &
safety and QA
procedures, amongst
many other things

Midland Road, Sutton in Ashfield, ire, NG17 5GS, Tel : ) i i co.uk

Next Step

o Had the good fortune to
be paired up with
Devtank as their
business coach under
the Scale Up —
Programme An Ope;LJo;rCe TestPlatform c;r‘r" X

o Started dialogue around
using the Hilltop system
as a low cost means of
harvesting industrial
data

the lawn.... o

Devtank; https://www.devtank.co.uk/

PP E G s —

Midland Road, Sutton in Ashfield, Notti ire, NG17 5GS, Tel : +44(0). i ion.co.uk info@lindhurst.co.uk engineering innovation

Organisation of national/regional sessions and e CONNECTED
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First Steps

o We chose to monitor parameters that we
believed were important to us.
— Electricity (V, A, KWhr, KVAr, PF); Environmental & £
— Water (m3); Environmental & £
— Gas (m3); Environmental & £....coming soon!

Noise (dB); H&S

Light Levels (Lux); H&S & Productivity!

Particulates In The Atmosphere (ug/m3); H&S & Env

Humidity (%); QA

Temperature ( C); H&S, QA, Productivity

Midland Road, Sutton i ire, NG17 568, Tel : +43(0)1623 557420 co.uk

Lindhurst
engineering Innovatlon

Schematic
BEEEERALE D 935 [
ai‘g;gé §| %gﬁ :
i CH TR
’c:)®<:)®c:)®®;> g
‘é i
Ll o i B
2 1o
o 1] Ihis
L] 2 el
i SFD - :
% ’ 1 W TR _,,,,,J"EJ;
| : - g 9B T
g : PR =
| i
5 8| =g (2]
: - ‘ o
g : E j’;’ﬂ‘ Er "
£ ' 5
% -]
F

PP E G s —

Midland Road, Sutton in Ashfield, Notti ire, NG17 5GS, Tel : +44(0). i ion.co.uk info@lindhurst.co.uk engineering innovation
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Implementation

Sensors

\ Hiltop

g -2
®  Grofana

Automation E Mail or Text
o gPiesrocdP scdP HoAD — Lindhurst
Visualisation

Midland Road, Sutton in Ashfield, , NG17 5GS, Tel : )1623 557420 uk i uk

& P « ;,L'-JL‘m —
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What Has It Told Us So Far

Profiling current
demand showed us we How we heated hot Taps were not being

were losing money with water for hand washing switched off after hand
the working patterns we was very inefficient washing
had

Drinks machine was still We needed increased
heating water during the

night

ventilation for certain
activities we undertake

N

Prrorcod > @‘E'Il’ KCBI/_;ilildhurst

Midland Road, Sutton in Ashfield, ire, NG17 5GS, Tel - ) i i co.uk co.uk engineering innovation

Advantages

Open-Source platform makes
the system sensor agnostic
(The “Hiltop Box” won Open
Source UK Hardware of 2021
held at COP26)

If there is a sensor available,
the system can measure any
parameter a business may
want to measure

Relatively low cost to entry

Low-cost visualization
platform

Easily expandable

LoRaWAN, up to 10Km range

Prow o giecocPo-scudP HeAD 4 “difiﬁdhurst

Midland Road, Sutton in Ashfield, Notti ire, NG17 5GS, Tel : +44(0)1623 55 i ion.co.uk i co.uk engineering innovation
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Next Steps For Lindhurst

Optomise automatic response to alarms and notifications;
linking particulate sensing to existing ventilation system

Are there any other resource, environmental, health &
safety or financial parameters we should be considering

Could we integrate our MRP & CRM system into the
system, real time project QCD monitoring?

S DG Flindnurst

Midland Road, Sutton in Ashfield, Notti ire, NG17 5GS, Tel -

On Going Work

3

—

(DEVIANKS

UNIVERSITY OF

DE-CARBONISE SMART FACTORY PROJECT

Midland Road, Sutton in Ashfield, Nottir ire, NG17 5GS, Tel - ) i i uk i co.uk
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What Could The Future Look Like

o AE Aerospace and its ‘Glass Factory’ — A window
into the future of production: The Manufacturer
26 March 2021

o AE Aerospace will be the first UK SME to deploy a
5G private network, with the aim of dramatically
improving your productivity.

A |
A k- ——|
A |
aerospace
https://ww .com/articles/ gl factory-wind futt ] tion/
i ghrocd &V “';E}lﬁ';ndhrst
Midland Road, Sutton in Ashfield, NG175GS, Tel : +44(0)1623 55 co.uk info@lindhurst.co.uk
Thank You
i P
Questions:
““m@ @ PHAD o <':£al{::i;ndhurst
Midland Road, Sutton in Ashfield, NG175GS, Tel : +44(0)1623 55 .uk info@lindhurst.co.uk
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If You Want To Find Out More

o Lindhurst Engineering
— Martin Rigley
— martin@lindhurst.co.uk
— 07718 561 089

o Devtank
— Tim Telford
— tim.telford @devtank.co.uk
— 07861 686 222

= l:"@‘ﬁﬁ’ i “‘;E}Lt:i/ndhurst

Midland Road, Sutton in Ashfield, ire, NG17 5GS, Tel - ) i co.uk info@lindhurst.co.uk engineering innovation|
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5.2.3 Interactive Session Slides

E Univer_sitg of CO NN ECTE D
Nottingham €ACTORIES

Pathways to the
Digitalisation of
Manufacturing

Jack C Chaplin

| This project has received funding from the European Union’s Horizon 2020 research and
| innovation programme under grant agreements No 723777 (ConnectedFactories1) and
873086 (ConnectedFactories?) under the Factories of the Future PPP.

University of

Nottingham What is “Digital Manufacturing”

AR | AALAYS &

The application of digital information
[from multiple sources, formats, owners]

for the enhancement of manufacturing
processes, value chains, products and

services

University of Cambridge
Institute for Manufacturing
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University of

Nottingham SME Priorities

THNA | WIALAYS

Solution score
5 10 15 20 25 30

o

Real time tracking ofinternal jobs (location, statws) |1 | S
Integrated information system between desgn and production operations |2:
Digitised work instructions, photos and assembly procedures |3: | S
Capacity monitoring of human and machine resowrces [4: I

Process moritoring (vibration/energy/temperature, etc.) |5: I

Customer and demand data gathering and analysis |6 I
Aut imisation of process [ ——————— Categories
Predictive equipment maintenance |8:  IEE——————

Of 128 possible solutions, in the top 15:

Monitoring of lead time |9:

]
Automated job scheduling 1o human and machine esources [10:  IEEEG—G—_—S— 8: Data Capture and Visualisation
Digital jobcards |11: G
SR SR BRI SR ————— 5: Data Analysis and Decision
Optimisation of material flow and travel within operation [13: I 2: Support Systems
Digital inventory status andrecondliation [14:

Digital cost modelling of disruptions and changes | 15: I EEEG—G—_ S 0: Actuation

Digital Manufacturing on a Shoestring project

d “u.\u\'m\'m' of “R— _— Low-Cost Digital Solutions for Manufacturing SMEs: Priority Solution Areas whitepaper
m CAMBRIDGE ; n Nounghom

fermnee o

Physical Sciences
Research Council

digitalshoestring.net

Imtinsie bar Adwerned Marsdactasee

University of

Nottingham Challenges

AN | BIALAYS

77% of companies consider missing digital skills
as the key hurdle to their Digital Transformation...

...59% of companies cite high investment
and operating costs as a major obstacle.

- Saam et el 2016

Digitalisation is perceived as inaccessible to many companies, especially SMEs.

It is complex
It is expensive

How can we help with this?
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University of

Nottingham “It’'s Expensive!”

LK CHAN | WALAYS 7

Digitalisation may not be
as expensive as you think.

=  Start with small, low-risk solutions with
simple business cases and build from
there.

= |dentify the enabling technologies you
need — many solutions are free / open
source.

= The Digital Shoestring project (soon to
be foundation) has a wealth of
information.

= digitalshoestring.net

University of

Nottingham “It's Complex!”

K CHAA | IIALAYS &

Organisation of national/regional sessions and
associated reports - Second iteration

Funding support is
available.

= The UK government and the EU are
pushing support for digitalisation.

= |f you're looking to try out some
digitalisation implementation, consider
writing a proposal for support.

=  Our business managers are always
happy to advise.

= madesmarter.uk

- aerospaceup.com

Yes it is: So how can we help?

CONNECTED
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University of

Nottingham ConnectedFactories

EU Horizon2020 coordination and support action aiming to

promote easier take-up of digital technologies from research
to real-world use cases and supporting the transfer of skills
and know-how.

Zi Fraunhofer

University of

Nottingham Project Targets

WA AALAYS B

Supporting a common understanding of key enablers and
cross-cutting factors influencing digital technologies and
platforms for manufacturing.

= |dentifying pathways to the industrial take-up of digital
technologies and platforms.

= Situating state-of-the-art cases, key enablers and cross-
cutting factors on pathways.

= Stimulating the matching of skills transfer offering with skills
demand across Europe.

= Engaging with research and industrial actors in EU and
local ecosystems of manufacturing.

= Generating a broad awareness about key enablers, cross-
cutting factors, pathways and cases.
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University of

Nottingham First, a few questions

PollEv.com/jackc003

Q1: What areas have you applied digital
technologies to the most?

= Data Capture and Visualisation

Data Analysis and Decision

Manufacturing Support Systems

Actuation

We have not applied any digital technologies

University of

Nottingham First, a few questions

PollEv.com/jackc003

Q2: What areas would you like to apply
digital technologies to more?

= Data Capture and Visualisation

Data Analysis and Decision

Manufacturing Support Systems

Actuation

We don't intend to apply any digital technologies
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University of

Nottingham Just a couple more

PollEv.com/jackc003

Q3: What is the biggest hurdle in preventing
you from applying more digital technologies?

Data Silos = Risk or Perception of Risk

Digital Leadership / Direction = Skills / Training

Funding / Business Case = Strategy in Supply Chain

Legacy Systems

University of

Nottingham Last one for now

PollEv.com/jackc003

Q4: What would be the biggest enabler to
accelerating your digital journey?

Better Drive / Leadership = Standards and Interoperability

Clear Direction and Guidance = Time to Implement

Financial Support = Unbiased Specific Advice

Skills and Training
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University of

Nottingham Digital Manufacturing Pathways

A | ALAYS

X Not this!
= Pathways are a key development in
the ConnectedFactories project.

= Digitalising manufacturing is not a Not BDL?'taI FUIEly Dt'.gl:tal
destination, it is a journey. ) (Essentiall)

= The pathways aim to show steps
along this journey so companies
can identify their next steps.

\/Always guided by
a business case

Less Digital More Digital

= |t's not about high levels being better
and lower worse, it's about
identifying what is right for each
company.

University of

Nottingham Hyperconnected Factories Pathway

AR | AALAYS 7

KEY ENABLERSAND -+ -~ R R e PATHWAYS =~ = = ovn o o o it i o i o e
CROSS-CUTTING FACTORS

\‘ N \1 \3. \“ 3 @

|
|
|
|
N 1
} |
o |
i |
Dedicated Wntra-factory '"”;:;‘:’mm‘“‘ Intarfactory integration withnow |
— saftwars software in sios Integration valse network partoers \alue netwoek partners. ‘
N i > NN T, !
= EXCEL/WORD Dedicated ERP SCM-ERP < Cemmon digital platform !
T e Based SCM, CRIA Seftware implemented Software Connected sm::m::::«m for tenders and. I_r‘ |
[ Business models / financial ] ofsomesupplies connecingiorew |
— EXCEL/WORD Oedicated SCM ERP-MOM \
- Based ERP. Seftware implemented Softuare Connected £ 1 |
Ry High level Planning Dynamic detaiied
3 of manufacturing ‘stheduling and rescheduling. !
- Data acquisition/ bled SCADA, e e
igitaised anyes (SCAOR) HOVMES £8 ) Ferecasting of required mal-:ﬂlnm \
~ isolated systems il capabiities (ink with ‘ atthe suppiers site !
Autonomous Smart Factories) . |
[
ot
information dgitalised |
|
|
|
)
|
F_————— - — —_———— - —— - - — r——————=—-
|
| |
| y )
Industrial state of play Cases that illustrate Approaches & cases from

in manufacturing advanced state of the art research & innovation projects
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University of

Nottingham Cross Cutting Factors

AL IAL

KEY ENABLERSAND -+ r—~=cmm=mmacmmmemomos PATHWAYS ==~ on o i ot om o
CROSS-CUTTING FACTORS

1. 2. 3 4 i
N L o ~ p /

Aspects that must be | === ===
considered across all [z et
digitalisation pme oy

of marufacturieg; andrescheduling
activities T

Farecasting of required I Visibility of work in progress
capabilties (eik with at the supplier’s site |
Factories) O TC—

Product
Infermation digtalised
: ' |
Industrial state of play Cases that illustrate Approaches & cases from
in manufacturing advanced state of the art research & innovation projects

University of

Nottingham Cross Cutting Factors

A AL

RS

Cross-cutting aspects and key enablers

The foliowing finks 183 10 5earc rasults on project IBvel 3 resut.camanstrator evel on the EFFRA Innavation Fortal
for a rumber of aspects that are key 1o the devekpment and ceployment of dgkalisation b manuactiring.

« Cybersacurty — pro)
+ Interoperabiity — proj

arch - fesults ang demonstrator search

project search - resusts snd

o Achieclires — project search — resulis and search

One of the actities of the ConectedFactories Coordination Acticn ks gathering hiapiring and key nformation about
these and oher key enablars and cross-cuTing aspects.

Should you wish to share and promote interesting information. cases and initiatives that address such key

aspects of digitalisation, then ploase let uz know o e e b e o

You can frid the katest torn t 9 t5 and key enabl . . . e CONNECTED
o gl & i st CyberSecurity Standards Considerations ¥

Security is a raquirtement thal may bacome Increasingry Important while progressing on the pathway.  (More information

about A workshol

i in January 2021 cen be found hers

Interapersbility and the standards that ena
More information about 3 workshop heid in October 2

1in the transtamatian towards dgitaised manutactring,
can be found hera)

The role of crass-custing factors I expiained in the video that inroduces pathways to digitalisation

Cross-cutting

factors
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University of

Nottingham Cases and Examples

A | BIALAYS W

HEYEMABLERSAND <4 5= =iion amide o o on i o b o oo o i i PATHWANS a5 o o 5 5
CROSS-CUTTING FACTQRS |

1 2 3. s
N \ N N
General purpose Intra-tactory "";m
seftware n silos Integraten el i
EAEL/NORY. Dedicated ERP SUNERE, SCM-ERP Software onnected
Based SCM, CAM Software Implemented Softwere Conrected Tl aray
of some sappliors
e
Base

Examples from
= Industry that show e
success and lessons

learned
b b - P e T e
: ! '
Industrial state of play Cases that illustrate Approaches & cases from
in manufacturing advanced state of the art | research & innovation projects

University of
Nottingham

A IALAYS

More ieformetsn

Lecation

L] Da

y Map  Satelite i
T
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University of

Nottingham Hyperconnected Factories Pathway

CE A | IAALAYS B

2: Dedicated 5: Dynamic
1: Manual Data 3: Internal 4: Trusted Partner y. ; .
Software Tools .. . Connectivity with
Exchange s Connectivity Connectivity
in Silos New Partners
1. 2. 3. a ’”
. L. A \ @
General purpose Dedicated Intra-factory lnter::hc:;: i":ﬁ:‘;m" I Inter-factory integration with new
iz S {ntegration value rmwofk partners ‘ - valuenetworkpartners
RE?SSCUWM?(R:M Soft;umriec:r::lesr::med Sdt::’!;::“m ‘ KM::;:-ERPSMNMM“M ‘
of some suppliers
EXCEL/WORD Dedicated SCM ERP-MOM
Based ERP Software Implemented Software Connected
— 1 High leve! Planning
of manufacturing
e e e e -
citali R Fori i 3 ired
s e, comecorty T o
Autonomous Smart Factorles}
Product
infermation digitalised

More details: connectedfactories.eu

University of

Nottingham Pathways

SN | BIALAYS W

1: Manual Data 2: Dedicated = Transition between steps isn’t
Exchange Software Tools necessarily smooth. Not always a
in Silos problem.

= However, significant outliers might be a

1. 2.
\ A A cause for attention.

General purpose Dedicated

software softwars in silos = Examples of these steps can be found
on the ConnectedFactories.eu website.
335: SCMN"?::M Soft?v:rlec::n.:l:'::r\ted - P
= Higher levels of connectivity are not
EXCELAORD Decdicated S necessarily better.
Based ERP Softwiare Implemented
: = Every company has their own needs
“;E,E"‘;:?Zﬁ? ::"‘:E%E;’: ig? sr:icth;i;irtrAZ?ts. What suits one may
—isolated systems s
i = Be sure to consider a business case for

(LD ich dgageer taking the next step on the pathway.
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University of
Nottlngham

VA RIALA

Where do you see yourself?

PollEv.com/jackc003

Q5: What (approximate) step on the connectivity
pathway do you consider your business to be at?

2: Dedicated 5: Dynamic

1: Manual Data Software Tools 3: Internal 4: Trusted Partner Connectivity with
Exchange in Silos Connectivity Connectivity New Partners
" g Inter-factory integration f L
Sl B i i g
ase Cl, CR Softuars mparinced Sotuas Conecad SO ERp e
of some suppliers.
EXCEL/WORD Dadicated SCM ERP-MOM
Based ERP Softvrare Implementad Software Connected
mgu lavel Planning
of manufacturing
Administrative Data acquisition/ IaT enabled SCADA,
sy nantodng MOM-MES, ERP (.. = —1
a ) i 4
i S L Feapchios ot bt el

Autonomous Smart Factories}

Product
information digitalised

University of
Nottlngham

WA AALA

Autonomous and Smart Factories Pathway

1: Manual Data  2: Dedicated Software 3: Internal 4: Off-Line 5: Real-Time
Acquisition Tools in Silos Connectivity Optimisation Optimisation
:»' 1 .'l. (;_ i3 @«\

L _:.;/ _// \\ /
Spreadsheets, G » T o
text editors and So;:::;;::d Connectivity . p(t)lz i::lon

paperwork
! '4 ¥ ——  E—
Excel / Word Dedicated ERP, MOM-ERP Off-line Digital | y
Bf:sed E;P Software Implemented mnmcs::;e e — Manufactugdng —_—
=SS T Process Optimisation
i L Y on factory level |
Excel / Word Dedicated MOM, MOM and SCADA / o TTOS Rt s
Based MOM Software Implemented PLC systems, | — i
b connected Off-line Digital -
‘ : Manufacturing, | P
Manual data Data acquisition, ¥ ===|  Optimisationon |
scusibor "”"':‘;xg;,"‘""‘ foT enabled SCADA, machine level l_, .
isolated systems Mo?or:‘\glsrp( . ] g F
connected
Fied Lewel
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University of
Nottingham

A | ALAYS

1: Manual Data

2: Dedicated Software

Where do you see yourself?

PollEv.com/jackc003

Q6: What (approximate) step on the smart factory
pathway do you consider your business to be at?

o CONNECTED

3: Internal 4: Off-Line 5: Real-Time
Acquisition Tools in Silos Connectivity Optimisation Optimisation
7 e\ 7N S R\
O (0) ©
e ] ooy Lo
paperwork | E=mdanca s R
i 1
Excel / Word Dedicated ERP, MOM-ERP systems Off-fine Digital <.
Based ERP Software Implemented connected 3 Manufacturing, ”
- | Process Optimisation
i = | on factory level
Excel / Word Dedicated MOM, MOM and SCADA / e ——
Based MOM Software Implemented PLC systems, . 2
7 connected Off-line Digltal
o ey Manufacturing,
Manual data Data acquisition, on
acquisition monl:;lnng;mwsis. 1T enabled SCA 1 machine M
. L MOM-MES, ERP (..) ey 1
isolated systems 15 T —
connected

Unive[sitg of
Nottingham

AR | AALAYS 7

1

PATHWAY - COLLABORATIVE PRODUCT-SERVICE FACTORIES

A \2.
Product, Product and
no Service disjoint Service
CAD Systems PLM Systems
(Integration of
CAD and PDM)
PDM Systems
. ‘ CRM Systems
Moving towards a
service-orientated
business model.
Organizations based along their own lifecycle.
on highly qualified »  Complexinteractions
professional knowledge betueen Lifec

3.

4. :” “
\ L ( )/‘
o
4
Service-enabled Product Service Procuce
Product Design Innovation [mE W' i J
Voice of Suppliers Closed loop Digital Platf
Customers / Users PSS Design for next generation
{Conpected ty PS5 Systems lifecycle
user's data) b
Service orient.
Product Design
lintegration of Service Innovation
PLM and CRM) and new Business
Models
Pss besig st . Psss induce Digtal
S 2 innovative at all levels:
> [ e e " senicesintheirvalue technical organizational
: = proposition and :
integrated

procedural.
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Connected Factories — connectedfactories.eu
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Low-cost, low risk digitalisation

solutions.
Designed to encourage people to use and develop DIGITAL MANUFACTURING ON A
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| Lowoem [sme | ..
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what's changing.
INTRODUCTION

Management in Industry 4.0
= Fundamental Concepts of 14.0
= Towards an Intelligent and Connected Industry
= Human Resource Managementin 14.0 LN S A AT

Advanced Manufacturing Systems
= Manufacturing Systems Strategies
= Manufacturing Systems Modelling and Simulation
= Sensing and Data Collection

= Manufacturing Data Analysis and Decision Making _

Intelligent Robotics
= Industrial and Collaborative Robots
= Sensors, Actuators, and Control Systems
= Advanced Robotics
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5.3 Sirris Workshop

5.3.1 Thank you email
All participants received an email containing the links to the presentation handouts and the recording of
the webinar:

< sirris finw
Dear Filiep Vincent,
We would like to thank you again for your participation at the webinar Cybersecurity - essential

on your path toward the digital factory of 25 May 2022. As announced during the webinar, we
hereby send you the links to the presentations and the recording of the webinar.

You can dlick any of the links to view them.

Presentations:

Introduction

by Filiep Vincent | Sirris

Context: EU R&I Programmes - Manufacturing Factories of the Future
Partnership / Made in Europe within FP7/Horizon 2020/Horizon Europe
by Chris Decubber | EFFRA

1 steps to secure connected manufacturing

by Tatiana Galibus | Simis

Securing an ICS-ne lessons learned from a ‘cyber-attack’

by Bart Lagast | Picanol

* How much do you have to invest in cybersecurity?
by Patrick Coomans | Agoria/Sirris

We hope you had an interesting webinar, opening the paths to a more cybersecure
manufacturing environment.

If you would like to deepen your knowledge of the Cybersecurity tools for manufacturing, you
can participate in the masterclass Cybersecurity for manufacturing, which we are planning
later this year. We will inform you as soon as a date has been set. You can also follow one of
the sessions of the masterclass Cybersecure in 30 steps. See the Agoria website for the
dates.

You can also find more information on the Cybersecurity offering by Sirris here!

For any direct questions, please contact one of the colleagues hereafter.

Filiep Vincent Tatiana Galibus Patrick Coomans

Engineer Smart and ~ Cyber Security Consultant Cybersecurity Innovation &
Digital Factory Ambassador Entrepreneurship

+32 491 34 53 92 +32 493311576  +32 477 4053 09

Contact me Contact me Contact me

Figure 157: Thank you email with weblinks to presentation handouts and workshop recording

5.3.2  Weblinks to handouts and recording
Workshop recording: recording
Presentation handouts:

e Introduction
by Filiep Vincent | Sirris

e Context: EU R&I Programmes - Manufacturing Factories of the Future Partnership / Made
in Europe within FP7/Horizon 2020/Horizon Europe
by Chris Decubber | EFFRA

e 7 steps to secure connected manufacturing
by Tatiana Galibus | Sirris

e Securing an ICS-network, lessons learned from a 'cyber-attack’
by Bart Lagast | Picanol

e How much do you have to invest in cybersecurity?
by Patrick Coomans | Agoria/Sirris



https://vimeo.com/716743903/45cc128e6f?utm_source=Presentations+%26+recording+of+the+webinar+Cybersecurity%2C+essential+on+your+path+toward+the+digital+factory+of+25+May+2022+2022-06-03+13%3A02%3A44
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fportal.sirris.be%2Fr%2FD2u%2Fm%2F525043&data=05%7C01%7Cfiliep.vincent%40sirris.be%7C3148f6f18bef46949adb08da45677e8e%7Cd4c1d712e8c24fdfabce18805891b5b0%7C1%7C0%7C637898608056979357%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=O7teCblEp2rARLj3pLh37DY5aBrQ1x1bjhM5g8og0Jk%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fportal.sirris.be%2Fr%2F0I5%2Fm%2F525043&data=05%7C01%7Cfiliep.vincent%40sirris.be%7C3148f6f18bef46949adb08da45677e8e%7Cd4c1d712e8c24fdfabce18805891b5b0%7C1%7C0%7C637898608056979357%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=KMbaOxQ7NFMuREH9liXcy6kOIlrng%2Ff6kQWiI4EY5zk%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fportal.sirris.be%2Fr%2F0I5%2Fm%2F525043&data=05%7C01%7Cfiliep.vincent%40sirris.be%7C3148f6f18bef46949adb08da45677e8e%7Cd4c1d712e8c24fdfabce18805891b5b0%7C1%7C0%7C637898608056979357%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=KMbaOxQ7NFMuREH9liXcy6kOIlrng%2Ff6kQWiI4EY5zk%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fportal.sirris.be%2Fr%2Fxpi%2Fm%2F525043&data=05%7C01%7Cfiliep.vincent%40sirris.be%7C3148f6f18bef46949adb08da45677e8e%7Cd4c1d712e8c24fdfabce18805891b5b0%7C1%7C0%7C637898608056979357%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=fUkE3vtxvmGoSJio2hNZj8t8tUn%2FCzOXuhM7BQs3eQg%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fportal.sirris.be%2Fr%2FKKb%2Fm%2F525043&data=05%7C01%7Cfiliep.vincent%40sirris.be%7C3148f6f18bef46949adb08da45677e8e%7Cd4c1d712e8c24fdfabce18805891b5b0%7C1%7C0%7C637898608056979357%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=IshcOi8k9i1w1JIyFfo5mLC5lxQEL5nU5PPQ4FkgejM%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fportal.sirris.be%2Fr%2FZPG%2Fm%2F525043&data=05%7C01%7Cfiliep.vincent%40sirris.be%7C3148f6f18bef46949adb08da45677e8e%7Cd4c1d712e8c24fdfabce18805891b5b0%7C1%7C0%7C637898608056979357%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=EsNoCjDW07MCRHn9ByRa%2F2hs2%2FeAEHuD%2BrDFyG5AcJg%3D&reserved=0
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